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[bookmark: _Toc243422496]1.1 Introduction and Problem Statement
Phishing is a cybersecurity threat in which attackers use deceptive websites and communications to persuade users to disclose sensitive information, including passwords, financial details and account credentials. Malicious URLs frequently provide an entry point for these attacks. Traditional blacklist-based approaches can identify previously reported threats but may fail to recognise newly created URLs. Researchers have consequently investigated alternative techniques that analyse URL characteristics and apply machine-learning algorithms to identify suspicious addresses [1], [2].
This project will investigate whether a rule-based detection system or a machine-learning classifier can distinguish phishing URLs from legitimate URLs effectively under controlled experimental conditions. The proposed application will analyse characteristics such as URL length, hostname structure, IP address usage and selected suspicious character patterns. It will not automatically visit submitted websites. Both approaches will be evaluated using a labelled dataset containing phishing and legitimate URLs.
[bookmark: _Toc243422497]1.2 Project Aim
To design, implement and evaluate a Python-based phishing URL detection application that compares rule-based detection with machine-learning classification using a labelled dataset.
[bookmark: _Toc243422498]1.3 SMART Objectives
1. Complete a critical literature review of phishing detection techniques and identify the project's research gap by November 2026.
2. Select and prepare a suitable public dataset of labelled phishing and legitimate URLs, documenting preprocessing and data quality by December 2026.
3. Design and implement a rule-based detector and a supervised machine-learning classifier by January 2027.
4. Integrate both approaches into a functional Streamlit application and complete initial software testing by February 2027.
5. Evaluate both detectors using a held-out test dataset and calculate accuracy, precision, recall, F1-score and false-positive rate by March 2027.
6. Complete the report, critically analyse the results and prepare the final software deliverable by April 2027, allowing time for revisions before submission in May 2027.
[bookmark: _Toc243422499]1.4 Justification and Success Criteria
The project is relevant to cybersecurity because it investigates a practical method of identifying potentially malicious web addresses. It also provides an opportunity to apply programming, machine learning, software development and experimental research to a defined security problem [2] [3].
Success will be demonstrated through a functional application, reproducible experiments, a transparent comparison of detection methods and conclusions supported by measured results. The project will not assume that either approach is superior before testing. Its principal deliverables will be the application, documented source code, prepared dataset, testing evidence, evaluation charts and final academic report.
[bookmark: _Toc243422500]2. Background to the Project and Literature Review 
Phishing detection research includes blacklist-based, heuristic, similarity-based and machine-learning approaches. Khonji, Iraqi and Jones [1] review phishing countermeasures and demonstrate the breadth of the research field. Zieni, Massari and Calzarossa [2] subsequently examine list-based, similarity-based and machine-learning detection methods, discussing their strengths, limitations and evaluation datasets. These surveys establish that phishing detection is a continuing problem without a universally effective solution.
Jain and Gupta [3] investigate client-side detection using features extracted from URLs and website source code. Their approach demonstrates the potential of machine learning but uses information beyond the URL itself. Sahingoz et al. [4] compare multiple machine-learning algorithms using URL-based features and natural-language-processing techniques. Their work provides a practical foundation for selecting URL characteristics, although results from their experimental setting cannot automatically be generalised to different datasets.
Le et al. [5] introduce URLNet, a deep-learning approach that learns URL representations from character and token information. This can capture complex patterns but introduces greater implementation complexity than conventional classifiers. Aljofey et al. [6] combine URL, hyperlink and webpage-text features, reporting that integrating different feature types can improve detection in their experiments. However, their approach requires webpage information that falls outside this project's deliberately restricted URL-only scope.
Ma et al. [7] investigate learning-based malicious URL detection, providing earlier evidence for identifying suspicious addresses through data-driven analysis. Together, these studies demonstrate several viable approaches, but differences in datasets, feature extraction and evaluation procedures limit direct comparisons between published performance figures.
The research gap addressed by this project is the need for a controlled comparison of rule-based and machine-learning approaches using the same test dataset. Both methods will be evaluated using accuracy, precision, recall, F1-score and false-positive rate. Misclassified URLs will also be examined to identify the strengths and limitations of each approach. This will establish which method offers a more appropriate balance between phishing detection and incorrectly flagging legitimate URLs.
Ethical considerations include respecting dataset licences, documenting data provenance, avoiding unnecessary contact with malicious websites and reporting limitations honestly. Only appropriately licensed secondary data will be used. The application will analyse URL text without automatically opening submitted links.
[bookmark: _Toc243422501]3. Project Design
[bookmark: _Toc243422502]3.1 Development Methodology
An iterative development methodology will be used because the application can be built and tested in manageable stages. Development will begin with requirements and experimental planning, followed by dataset preparation, rule-based detection, machine-learning implementation, interface integration and final testing. This approach allows errors to be identified early and limits the risk of leaving the core deliverable until the end of the project.
[bookmark: _Toc243422503]3.2 System Design and Tools
The application will contain five components:
1. Input and validation: Accept a URL as text and check that the input is suitable for analysis.
2. Feature extraction: Calculate URL length, hostname characteristics, subdomain count, IP address usage and selected suspicious symbols.
3. Rule-based detector: Apply documented rules and combine their outcomes using a predefined scoring or decision mechanism.
4. Machine-learning detector: Classify URLs using a supervised decision tree or random forest trained on labelled examples.
5. Results interface: Display both predictions and comparative evaluation metrics.
Python will be used as the main programming language. Pandas will support dataset processing, Scikit-learn will provide classification and evaluation functions, Streamlit will provide the user interface, and Matplotlib will generate charts. CSV files will store the prepared data and experimental results where appropriate.
A decision tree is a useful baseline because its decisions can be inspected relatively easily. A random forest is an alternative that combines multiple decision trees. The final model will be selected according to project feasibility and experimental results rather than an assumption that one model must perform better.
[bookmark: _Toc243422504]3.3 Data Collection and Preparation
A suitable publicly available dataset containing labelled phishing and legitimate URLs will be selected. Selection criteria will include provenance, licensing, class balance, label quality and suitability for extracting the chosen features.
Preprocessing will involve checking missing values, removing duplicate records, validating labels and examining class imbalance. The dataset will be divided into training and testing subsets using a fixed random seed, with stratified splitting where appropriate. Model tuning will use training data only. Duplicate URLs and potential leakage between subsets will be investigated to reduce overly optimistic results.
[bookmark: _Toc243422505]3.4 Experimental Design and Analysis
Both detectors will be evaluated using the same held-out test records. Accuracy, precision, recall, F1-score and false-positive rate will be calculated. Confusion matrices will identify true positives, true negatives, false positives and false negatives.
Accuracy alone is insufficient because a detector can achieve a high overall score while missing phishing URLs or incorrectly flagging legitimate addresses. The selected metrics will therefore provide a more balanced assessment of performance [3] [4]. Results will be presented in comparative tables and charts, while misclassified examples will be examined to identify weaknesses in the selected rules and features.
[bookmark: _Toc243422506]3.5 Testing, Ethics and Limitations
Functional testing will check input validation, feature extraction, model loading and result presentation. Experimental testing will verify metric calculations and ensure that both approaches use the same test set.
No submitted URL will be opened automatically. The project will use secondary data and will not recruit human participants. Institutional ethics approval or confirmation of exemption will be obtained as required before relevant work begins.
Limitations may include dataset age, labelling errors, changing phishing techniques and the inability of URL-only analysis to establish conclusively whether a website is malicious. These limitations will be considered when interpreting results.
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[bookmark: _Toc243422508]4.1 Resources
The project will require a personal computer, Python, Visual Studio Code, Streamlit, Pandas, Scikit-learn and Matplotlib. A suitable public dataset and access to academic papers through the university library will also be required. These resources are sufficient for a local application and modest classification experiments without paid cloud infrastructure.
[bookmark: _Toc243422509]4.2 Deliverables
The final deliverables will include:
· A working Python phishing URL detection application.
· Documented source code and installation instructions.
· A prepared dataset and preprocessing documentation, subject to licensing restrictions.
· Experimental results, confusion matrices and evaluation charts.
· Software testing evidence and the final academic report.
· Completed ethics documentation and relevant supporting appendices.
[bookmark: _Toc243422510]4.3 Project Schedule
	Period
	Activities
	Resources

	October–November 2026
	Literature review, proposal and ethics
	Library, supervisor

	December 2026
	Dataset selection and preprocessing
	Python, Pandas

	January 2027
	Rule-based detector and classifier
	Python, Scikit-learn

	February 2027
	Interface development and testing
	Streamlit, test data

	March 2027
	Experiments and analysis
	Scikit-learn, Matplotlib

	April 2027
	Report completion and revision
	Word processor, supervisor

	May 2027
	Final checks and submission
	Application, report


Risks include unsuitable data, implementation delays and misleading results. These will be mitigated through early dataset selection, a limited feature set, regular backups and early completion of the baseline detector. The official university ethics form will be submitted through the required institutional process.
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