


EXECUTIVE SUMMARY

This report outlines three key external factors that will impact Hywel Dda University Health Board (HDUHB) and the mitigation recommended to support staff and continuity of services.  
This report gives an overview of these factors through use of the PESTLE analysis providing a background of the tool and focusing on the economic, technological and legal factors and how these factors will impact our health boards strategy and workforce.
Key findings from evaluating and critically analysing specific factors evidence that should the organisation not consider carefully these issues and their impact on the productivity, sustainability and wellbeing of the health board, its service and its workforce there is likely to be ever increasing attrition, absence and potential reputational damage. 
A key issue that has come out of the critical analysis of all three factors is the impact on the employees wellbeing. Wellbeing impacts overall culture and performance of an organisation. Employees with increased wellbeing exhibit better morale, engagement, inclusivity and work-life balance (Suff, 2024b).
Key aspects of these three factors are identified as inter-related by Suff (2024b) and are crucial elements to support staff wellbeing. These initiatives are physical, mental and emotional health, good work, values, growth, lifestyle and financial wellbeing. 
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When considering factors that may impact a business environment there are many options that can be considered, Porters Five Forces Model (1980), Strengths, Weaknesses, Opportunities and Threats analysis (SWOT) or PESTLE analysis (Taylor and Woodhams, 2022). PESTLE and Porters Five Forces Model are both predominately outward scanning focused on external factors that may affect the organisation whereas SWOT is deemed to be largely internally focused (Taylor and Woodhams, 2022). Factors considered in PESTLE are often classed under the opportunities and threats elements of a SWOT analysis, but it is evident that for robust strategic management both internal and external factors must be considered and critically analysed (Rees and French, 2023). 
PESTLE analysis has evolved over many years from the initial ‘ETPS’ posed by Aguilar (1967) seen in a more commonly known mnemonic of PEST. This continued to evolve from this acronym incorporating Political, Economic, Sociological and Technological factors into the current PESTLE adding Legal and Environmental to the existing four factors in the 1990s (Taylor and Perkins, 2021). 
This straightforward framework can help support strategic decision-making enabling mitigation of potential risk (Battista, 2024). The model, whilst relying on past events, may be used to help identify potential impact on future events by critically analysing evidence based on previous experiences which in turn can help shape corporate strategy (Lynch, 2006).
Whilst it is a simple framework to use there is an inherent risk that users may either oversimplify, not use enough good quality data or obtain too much data thereby making it unmanageable to critically analyse and draw evidence-based conclusions (Battista, 2024). Similar to SWOT a PESTLE analysis does not consider variability or pace of change in the dynamic factors, especially evident in recent advancements of technology (Taylor and Woodhams, 2022). Whilst there are drawbacks, it is proven to be an effective tool to enable identification and moderation of risks. It can be used effectively on an iterative basis to encourage wider strategic thinking which can facilitate horizon scanning (Battista, 2024). 
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These findings focus on critically analysing three of the six external PESTLE factors that impact on Hywel Dda University Health Board (HDUHB). 
[bookmark: _Toc183792612]2.1 – Economic

The marked increase in inflation since 2021, known as the cost-of-living crisis, has seen the fastest increase in over forty years to the cost of household consumer products such as food and services (ONS, 2024a). This has impacted how organisations retain and support staff. 
Since 2004 the National Health Service (NHS) pay rates for the majority of staff (exceptions being doctors, dentists and very senior managers) is a banding structure with a series of pay points designed to standardise pay, this structure is called Agenda for Change (AfC) (NHS Employers, 2024a).  This has been reviewed at many points through the years bringing in additional changes to include revisions which ensure legal compliance with new legislation and acts in 2012 and new redundancy pay in 2015. 
Even with this fair banding structure, recent increases to the living wage in response to the cost-of-living crisis have presented challenges for public sector competitiveness. This in turn has presented risks to retention and attraction of staff. Whilst the NHS has historically paid over national living wage, the gap between national living wage and the lower bands in the NHS has been brought to within one penny (NHS Employers, 2023). This gap has increased since the most recent publication from Welsh Government dated 20th September 2024 confirming the revised pay scales (Welsh Government, 2024). However, the forecasted uplift of the living wage in April 2025, published by the low pay commission 29th October 2024, will mean that the gap will diminish again (GOV.UK, 2024a). The impact of this is felt largely by staff in the band 1 or 2 bracket of AfC, which as reported for the financial year 2022/23, accounted for 24.9% of HDUHB staff (HDUHBa, 2024). This issue presents a risk of inequitable access to some staff benefits such as salary sacrifice schemes. Such schemes have the potential to bring income below the minimum threshold for these employees (NHS Employers, 2021). Employers must ensure the cash earnings of an employee remains above national minimum wage. As such the impact of the reduced gap between AfC and national wages could result in some benefits not being available to some employees. 
Additional impact seen by the cost-of-living crisis is a serious detriment to mental health and wellbeing. Research has shown that one in four people are noting worries about money which may impair performance and a fifth have acknowledged that they have lost sleep (Cheese, 2021). The impact on the organisation can range from loss of productivity to presenteeism, burnout and absence (Taylor and Perkins, 2021). 
It is evident from the health board’s annual report that absence due to anxiety, stress and/or depression is a significant issue causing up to 30% of days lost being categorised under this heading (HDUHB, 20204b). It should be noted that this is not exclusively linked to the cost-of-living crisis although there may be contributing factors which may influence this absence reason. 
Increasing staff absence levels also elevates the strain on the remaining workforce to continue to deliver a good standard of care with less resource and increased financial pressures in the utilisation of alternative temporary workforce. The use of premium costing agency cover can also increase feelings of animosity amongst staff who are seeing someone paid a higher rate for the same work along with a poorer quality of service provided (Runge, Hudson-sharp and Rolfe, 2017).  
A further issue arising from the lack of financial competitiveness in the labour market is seen in recruitment. As the lower bandings are struggling with the cost of living, it may be leading to an increase in leavers and creation of a wider pool of harder to fill posts. This can therefore increase the workforce gap and create more staffing pressure, higher stress and burnout levels and further risk a reduced quality of care.  Torjesen (2022) has noted the ‘below inflation pay awards’ are contributing to increased feelings of stress, resulting in staff leaving for higher paid hospitality sector jobs with less security. 
As noted in CIPD (2024b) lower paid jobs where a person’s income excluding household costs is lower than the national average by sixty per cent is classed as in-work poverty. Staff in these situations may be looking to salary sacrifice schemes to seemingly be able to manage larger purchases such as technology. As such not allowing these will further increase stress and cause detriment to financial wellbeing. 
Overall, the risks highlighted in relation to staff morale, absence and wellbeing have the potential to detrimentally impact the organisation’s strategic and operational plans.  Research undertaken by De Neve, Kaats and Ward (2023) finds a positive correlation between performance of an organisation, wellbeing and improved retention of talent. Conversely this research also demonstrates that stress negatively affects the performance of an organisation.
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Technological advancements can bring one or many effects on the workplace whether these be efficiencies, opportunity, quality, change of location and/or disruption (Taylor and Perkins, 2021). These effects can be seen through developments in robotic process automation (RPA), artificial intelligence (AI) such as machine learning and natural language processing along with ensuring the responsible use of these resources (Rees and French, 2023). 
In the UK the Data Protection Act (2018) is the implementation of the General Data Protections Regulations (GDPR) which outlines principles which organisations need to follow. Any protection that is put in place to defend against data breached must be appropriate to the risks involved (Ayling and Suff, 2023). This, coupled with the Network Information System (NIS) regulations, aims to enable a culture of security across sectors where there is a heavy reliance on technology that is essential to providing these services (Welsh Government, 2021). 
In conjunction with legal principles and internal policies within HDUHB there are national strategies in Digital Health and Care Wales (DHCW) which is the cyber security leader for the NHS in Wales. These strategies outline the importance of stability, resilience and cyber security in the NHS (DHCW, no date).  
Both within the NIS guidance and DHCW strategy there are focuses on managing the risk, security and protection against the threat of cyberattack through both detecting events and minimising the impact of such events (Welsh Government, 2021). 
Even in light of strategies developed, vulnerabilities of IT infrastructure are becoming more of a concern. Whether through recent years publicised cyber incidents, most recently the Microsoft outage caused by the cybersecurity company CrowdStrike (Clatworthy, 2024) or the increased cyberattacks through ransomware targeting employee data which has increased to 57 per cent in a year (Mayne, 2024). 
If employees do not trust that the organisation is trying to protect them from cyber threats it will impact negatively on their engagement and work-life balance whilst also increasing stress levels (Cyber Management Alliance, 2023). All these factors contribute to higher absence levels, lower productivity and increased attrition. 
As outlined in Cyber Magazine by Davies (2023), the adverse impact on organsiations as well as their employees through phishing attacks is an ever-increasing concern. They affect anxiety levels and stress whether through the vigilance required to detect them or through the results of failing to identify them as they have become more sophisticated (Davies, 2023). This psychological effect will impact wellbeing of employees, their performance in the workplace and as such the overall productivity and performance of the Health Board. 
With a larger reliance on and use of technology, the human factor contributing to the risks as coined by Cassidy (2023) is a ‘people risk’. Often employees are seen as the weakest link and as such the easiest entry into organisations databases. As evidenced in the statistic presented during the CIPD podcast, in nine out of ten cases cybercriminals gain access to company systems through the employees (Cassidy, 2023).  Cybercrimes can range from highly sophisticated ransomware to the more basic forms of extracting personal information such as phishing (NCA, no date). 
Phishing is the most common and disruptive form of cyberattack among businesses, as shown in the home offices cyber security breaches survey (GOV.UK, 2024b), with eighty-four per cent of businesses and eighty three percent of charities reporting these attacks. This survey also shows that a third of businesses experience breaches or attacks at least once a week (GOV.UK, 2024b). As technology has developed and email communication has become a critical part of how we work, the risk to the organisation of data breaches or other cyber-attacks also increases. As seen with the CrowdStrike attack in July 2024, there is potential to disrupt the patient records, appointment systems and to impact adversely on already elongated waiting lists (NHS England, 2024). 
A study explored by Nifakos et al (2021) found that short term cognitive factors are why humans, influenced by workload or stress are susceptible to cyber-attacks. Stress can affect physical and mental health in employees, it can affect performance motivation and commitment to the organisation and can contribute to long term absence or turnover (Suff, 2024a). Stress places a high demand on anyone’s physical and mental health, it affects behaviour and thus their performance. Whilst employees need to be alert and aware of how to recognise these threats, it is key to not to use scare tactics but a no blame learning culture (Davies, 2023). 
Although seemingly an organisational issue, the impact of data breaches may extend further than legal ramifications if GDPR is breached. Reputational damage for perceived lack of security can severely impair on the employee’s wellbeing (Cave,2023).  As noted in 2.1 good wellbeing has been linked directly to higher performance of an organisation. 

[bookmark: _Toc183792614]2.3 - Legal

With the change from conservative to a labour government in 2024 a huge review of workers’ rights has been put forward in the employment rights bill. The bill described as the ‘biggest overhaul …in a generation’ (D'Souza, 2024) considers a ban of zero-hour contracts, removal of qualifying period for unfair dismissal along with many other reforms and modernisations of employment rights in an effort to ‘make work pay’ (GOV.UK, 2024c). 
The office of national statistics (ONS) on November 12th 2024 published the latest labour force survey for those people working a zero hour contract as their main job by carrying characteristics across the UK. This publication shows that between July and September 2024 one hundred and eighty-one thousand people were in zero-hour employment within health and social work industry as their main employment, which equates to sixteen per cent of people in this sector (ONS, 2024b). Whilst it is acknowledged not all of this sector is NHS, it would be remiss to not consider the sector as a whole in initial evaluations as it may contain future workforce and recruitment opportunities. 
HDUHB spent circa £14.75 million in the financial year 2023/24 on bank staff all of whom would have zero-hour contract. This indicates a heavy reliance on bank staff of which a proportion are bank only (HDUHB, 2024c). 
The outline of this reform is to remove the risk of exploitation and one-sided benefits and encourage future planning by employers (GOV.UK, 2024). It allows qualifying workers an offer of guaranteed hours based off a defined reference period. They are entitled to decline this, but employers must make the offer to those who qualify. In conjunction with this there is the right to reasonable notice and payment for short notice amendments to working arrangements (GOV.UK, 2024c). 
As the HDUHB produce rosters six weeks in advance the fair notice is less of a risk as our workers already have reasonable notice of shifts and have the opportunity to book into available shifts as it suits them through the electronic rostering system and employee’s application ‘Loop’. 
The impact on the health board for annualised contracts may be negative or positive. As more contracted hours would become available through the conversation of zero-hour contracts to guaranteed hours, this may help drive down agency usage. Agency usage is a premium costing temporary supply of staffing. Conversely a negative impact would be seen as it will increase the administration that accompanies contracted employee (HDUHB, 2024d). Further risks may be themed as financial risks as well as human resource management (HRM) risks. Once zero-hour workers are on annualised contracts then their employment status is elevated from worker to employee and as such they would be entitled to the same rights attributed to this status (GOV.UK, 2015). 
It is key to note that there are both benefits and challenges presented by the use of bank working in the organisation. Bank working allows a large amount of flexibility enhancing work-life balance and can allow workers into the labour market that may otherwise be unable to work due to health, study or caring responsibilities (CIPD, 2022a). The risk presented to the Health Board may impact continuity of care and service provided as those who do not work regularly may not integrate with the substantive staff in a ward area contributing to workplace conflict. (CIPD, 2022b). 
There is an additional risk to those on bank only contracts who work regularly in a specified areas and may be ingrained in the culture that the uncertainty of hours can increase stress for them especially with the focus on HDUHB stabilising the workforce with contracted staff and less reliance on temporary workforce. 

[bookmark: _Toc183792615]3 – Conclusion

In summary, the economic factor analysed in section 2.1 is affecting approximately one quarter (25%) of our workforce who are in danger of having inequitable access to staff benefit schemes such as offers on technology. The reason behind the inability to access lies in the lower banding staff being so close to the national minimum wage threshold that a deduction to gross pay may result in the earnings dropping below national minimum wage resulting in a breach of HMRC rules (NHS Employers, 2024c). 
The technological factor is presenting an ever-increasing risk to the organisation and presenting a clear need for an upskilling of digitally enabled staff to be able to keep up with new technologies along with a training and awareness strategy to disseminate and prepare all employees to be alert to potential risks (DHCW, no date). 
In conclusion, the use of zero-hour contracts over a prolonged period should not be a substitute for good HRM (Taylor et al, 2017). They in theory have benefits for both employer and worker but in practice often it is a one-sided benefit for the employer (Taylor et al, 2017). Whilst CIPD (2022c) research shows that these workers experience less feelings of excessive pressures and are more likely to report more positive health and wellbeing, it is countered by the reduced security which potentially can impact financial wellbeing. 
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Recommendations for factor 2.1 – economic risk: 
HDUHB have many benefits for staff in both financial and wellbeing support. Wagestream is an application (app) allowing a percentage of earned wages for the current period to be streamed earlier than pay day. It allows access to a proportion of the wages from an already worked shift to be accessed prior to payday. It also offers a numerous amount of financial wellbeing support material on the Wagestream app that staff can access for free (HDUHB, no date). HDUHB should promote the financial wellbeing benefits from the savings, advice and support sections of this application. 
Coupled with the support mechanisms put in place by the health board, it is recommended that there should be a built-in mitigation of risk to the organisation via an affordability check with a percentage buffer to account for potential increases in living wage prior to wage awards being announced for the NHS. This measure would allow HDUHB to articulate the reason for the benefit being denied as well as staying in line with HMRC rules. Should HBUHB fail to ensure that an employee’s wages are above national minimum wage there is a potential penalty of up to £20,000 for each non-compliant employee (NHS Employers. 2021). For HDUHB the number of employees in this bracket who may be at risk amounts to 25% of our workforce; this is over three thousand people (HDUHB, 2024b).
Recommendations for factor 2.2 – Technological risk: 
The risk is based on the increased phishing attacks with evidence supporting that the root cause is employees still accessing the link within the email. By creating simulations targeting the phishing click rate it should increase the awareness to the employee of the risk and method of access utilised. 
The research explored by Nifakos et al (2021) found repeated simulations reduce click rates in phishing emails. Prior to increasing the number of training programmes and further supporting the proposal of simulation activities to raise awareness, one in seven employees was found to have clicked on the phishing link putting their organisation and information at risk (Nifakos et al, 2021). 
Whilst simulated attacks and emails have been proven to help the learning of employees, it is also prudent to consider the fact that if they fall foul of these emails, employees may question their judgement and find themselves drained emotionally and therefore less confident (Davies, 2023). It is important to ensure whilst simulations may help some employees, additional training for those who incorrectly interact with these simulation emails may find it further increases the negative impact on this section of the workforce. 
Recommendations for factor 2.3 – Legal risk: 
The organisation needs to consider how many workers may be affected by the potential changes and how it is able to calculate what may be offered to these workers (CIPD, 2024a). It would be prudent to assess the number of bank workers who would be eligible for an offer based on the predicted twelve-week reference period and where these contracted hours would be best utilised along with previous working patterns. This would enable the facility to plan the cover of staffing shortages and help in the areas where the vacancy gap is more prominent, in keeping with the workforce efficiency agenda. This is similar to the approach taken with internationally educated nurses and their placement into the acute sites within the Health Board (HDUHB, 2024e). The engagement of staff should also be considered. If the bank member of staff has been working regularly in a specific area to cover either short or long-term workforce gaps than consideration should be given to ensure placement in line with the efficiency workstream where possible to minimise disruption, providing the worker takes up the offer of annualised hours.  
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