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[bookmark: _Toc234626969]Abstract
SteelForm Manufacturing Ltd (SFM) has adopted the Internet of Things (IoT), embedding sensors in products and automated machinery and connecting them via a cloud-based network for production management, and has recently suffered from malware attacks, phishing attacks targeting its procurement staff and attempts for unauthorised entry into its production network. The report presents a synthesis of a cybersecurity and data governance solution for SFM, identifying internal and external threats, a set of policies based on ISO/IEC 27001 standards and NIST Cybersecurity Framework, a mitigation plan and a plan defining the action steps to take when dealing with an incident, and a training programme for staff. The solution proposed involves network segmentation between information technology (IT) and operational technology (OT), multi-factor authentication, constant monitoring through Security Information and Event Management (SIEM), and a culture of security awareness. The application of these recommendations will likely minimise exposure of SFM to ransomware, industrial espionage and supply-chain compromise and support regulatory compliance and continuity of production.
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As organisations in all industries network previously unconnected computer systems to corporate networks and the Internet, computer security has become a primary issue at board-level. This has also had a profound impact on manufacturing, where the convergence of information technology (IT) and operational technology (OT) under Industry 4.0, automation and the Industrial Internet of Things (IIoT) has increased the attack surface for criminal and state-sponsored actors [1]. For the past few years, manufacturing has been the most attacked industry for cyberattacks, and ransomware attacks make up a significant share of both the reported incidents and the average breach cost, driven in part by the losses caused by production downtime [2].
SteelForm Manufacturing Ltd (SFM) is a medium-sized manufacturer of custom-engineered components for the automotive and aerospace industries. Consequently, SFM has equipped its facilities with sensors and automated systems and introduced a cloud-based production management system, but has recently experienced malware infections, phishing campaigns targeting procurement staff and repeated unauthorised access attempts against its production network. This report addresses the brief issued by SFM's Board which focused on the threats to the organisation and the development of a cybersecurity and data governance policy based on known cybersecurity standards such as the ISO/IEC 27001:2022 and the NIST Cybersecurity Framework [3], and the Confidentiality, Integrity and Availability (CIA) triad.
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Figure 1 illustrates the principal categories of cybersecurity threats relevant to modern manufacturing organisations, several of which have already affected SFM, including malware, phishing and unauthorised access attempts.
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As a connected manufacturer with commercially sensitive automotive and aerospace designs, SFM is exposed to a myriad of internal and external issues that pose threats [4].
Threats in the external environment consist mainly of ransomware-as-a-service operations; Dragos reported an 87% year-on-year increase in ransomware attacks [1] against the manufacturing sector. A second area is the malicious campaigns that target procurement and finance, exploiting human trust to gain credentials or authorisation for fraudulent payments. Managed-service providers and small vendors are also increasingly popular targets for supply-chain compromise, giving attackers indirect access to larger industrial targets [2]. The unauthorised accesses to the production network of the type seen at SFM could be a sign of reconnaissance prior to a more aggressive intrusion; these could be attempts to access programmable logic controllers (PLCs) or supervisory control and data acquisition (SCADA) systems. Competitors and state actors have also been known to engage in industrial espionage at an opportune moment.
Internal risks include malicious or negligent insiders, weak password and access-control practices, departments installing cloud services without taking a proactive approach to security oversight (shadow IT), and legacy operational technology (OT) equipment that cannot easily be taken offline for security updates. The convergence of IT and OT systems not only allows an intrusion into one network to spread to the other but also can impact data confidentiality as well as physical safety, as a compromise of a relatively low-cost IT system, such as an email account, can result in harm to production systems [5].
Ransomware and unauthorised access most commonly harm the availability and integrity of production data, whereas phishing and espionage most commonly are attacks on confidentiality, relating to the disclosure of personal data and/or of IP and confidential data of staff and partners.
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A comprehensive suite of security policies is recommended that provides some form of "governance" for SFM's current security policies and meets obligations under UK data protection law.
The Information Security Policy should be adopted on top of ISO/IEC 27001:2022, which outlines requirements for establishing, implementing and continually improving an information security management system [6]. The principle of least privilege and a Zero Trust approach should be implemented with an Access Control Policy, meaning that regardless of network location, no user or device is trusted, and access should be continually checked [3]. A Network Segmentation Policy should be formally in place to separate the corporate IT network from the OT network dealing with production machinery, as Dragos revealed that companies enforcing strict IT/OT Segmentation coped much more rapidly with ransomware attacks [1] than those where segregation was not facilitated.
A Data Governance and Classification Policy should establish the classification of design files, customer data, production data, based on the criteria of their level of sensitivity, and define rules that they must follow in relation to these classifications, as well as comply with the standards outlined in the UK General Data Protection Regulation regarding lawfulness of processing and breach notification [7]. Security Due Diligence and security clauses in contracts should be included in a Third Party and Supply Chain Security Policy, because attacks are increasingly coming from third parties [2]. The framework is completed by an Acceptable Use Policy, and an Incident Response Policy [8], which forms part of the monitoring and responding policy outlined in the Monitoring and Incident Response section.
Each policy is designed to be practical rather than aspirational, and ownership is assigned to named roles (IT Security Manager, Head of Operations, Data Protection Officer) with policies being reviewed in line with the continuous improvement cycle that exists in ISO/IEC 27001 [6].
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Mitigation measures are proposed across technical and administrative domains and are chosen to be feasible for a medium-sized manufacturer.
All remote access to SFM's systems, all finance systems and all cloud administration systems should be subject to multi-factor authentication (MFA), especially given the number of phishing attacks already suffered within the procurement process. A firewall and a demilitarised zone (DMZ) at the network boundary between IT and OT should be implemented as the most effective technical control, as it has been shown to significantly reduce ransomware recovery time [1]. A patch management programme, which should be structured and time phased, should focus on known vulnerabilities that have been exploited in the wild from published vulnerability catalogues but should be flexible enough to integrate the notion of 'compensating controls' as these are required for some legacy OT equipment where patching is not possible [9].
Traditional signature-based anti-virus software will not work with industrial protocols, so endpoint detection and response (EDR) tools should be deployed on IT assets but also include anomaly-based monitoring on the OT network. Production and production-related design data should be backed up in an immutable, offline manner, as organisations with well-maintained offline backups pay ransoms far less often than those without them [1]. The volume of phishing messages reaching staff inboxes should be reduced through email filtering combined with Domain-Based Message Authentication, and a vendor risk assessment should be carried out before new suppliers or software are onboarded.
Data stored on design files and customer data should be encrypted at rest and in transmission to deliver the “confidentiality” element of the CIA triad, and a vulnerability-scanning schedule should be mutually agreed upon, both for IT assets and, when it is considered safe, for OT assets. The measures are also identified and assigned with respect to the threat they would impact and to the owner or responsible party for that security measure; the intention is that each measure would be included in SFM's ongoing security programme in different IT and/or operations functions, and not in a newly established security function.
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Mitigation measures alone will not ensure that there are no infiltration events; therefore, continuous monitoring is essential. It is proposed to have a Security Information and Event Management (SIEM) capability that consolidates logs from firewalls, servers, cloud services and, optionally, OT sensors to give consolidated visibility across SFM's wider environment. Security Orchestration, Automation and Response (SOAR) tooling can then be used to automate routine containment activities like blocking a compromised account, thus shortening the time from detection to containment.
The five steps outlined in Figure 2 below are taken from standard incident-handling guidance and match the NIST Cybersecurity Framework function 'Respond' [3].
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Figure 2: Five-stage incident response workflow, aligned with the NIST Cybersecurity Framework 2.0 [3]
Given the resource constraints typical of a medium-sized manufacturer, monitoring should be conducted around the clock, either facilitated by a Security Operations Centre established within the organisation or by an outsourced Managed Detection and Response (MDR) service provider. Given the safety concerns of bringing the production line to a standstill, defined severity levels and escalation paths are essential to ensure that OT-impacting incidents are escalated to Operations Management as soon as possible. SFM is able to show preparedness for ransomware by documenting an incident-response plan, testing it with periodic tabletop exercises, and having a pre-agreed position on ransom payment supported by evidence that paying ransoms is associated with a higher re-attack rate [2].
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Technical controls alone are not sufficient; they must be complemented with staff training to identify and report threats, especially as phishing is now targeting SFM's procurement process.
It is suggested that a continuous training programme replace the one annual training programme. For any new hires, they should be provided with the basic security induction material that includes password best practice, multi-factor authentication and data classification. It is recommended that all employees take part in simulated phishing exercises four times a year to gauge the success of the training and to provide follow-up coaching when needed, without punishing staff who flag a message they suspect may be a scam, fostering a culture in which employees are not afraid to report something even if they turn out to be wrong [10]. Procurement and finance staff should receive training on what constitutes invoice fraud or business email compromise, and production and engineering staff should be trained on the indicators of suspicious activity around OT systems, particularly the receipt of unexpected USB devices.
This should be backed by regular reporting to management and the board on security investment and business risk, to sustain continued support for the security policies outlined in the Security Policies section. There should also be a short induction module and an easy way for incidents to be reported, for example a dedicated phone line or an online incident-reporting form, which should be advertised across the whole organisation so that suspected incidents are reported as soon as possible and not kept secret. Embedding security awareness in communication would not be a standalone compliance activity, but an effort to inculcate the security-minded culture that is desired by SFM's board.
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SFM is increasingly exposed to a variety of internal and external cyber risks, which are likely to grow as its use of connected manufacturing technologies expands. Network segmentation, multi-factor authentication, continuous monitoring, a structured incident-response workflow and a continuous training programme are all proposed solutions to these threats that are achievable in a medium-sized manufacturer context and compliant with ISO/IEC 27001 and the NIST Cybersecurity Framework. As SFM's security maturity grows, the policy could usefully be expanded to include formal third-party security audits and OT-specific penetration tests.
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The following slides were presented to the SFM Board as the 10-minute board presentation accompanying this report.
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The Challenge Facing SFM

. loT-enabled sensors, automated machinery and a cloud-based production management system now connect every
part of the factory floor.

. Recent incidents: malware infections, phishing emails targeting procurement, and unauthorised access attempts on
the production network.

. The board is concerned about industrial espionage, data breaches and costly downtime.

Manufacturing is now the #1 targeted industry for cyberattacks for four consecutive years, with ransomware accounting for the
majority of confirmed industrial breaches (Dragos, 2025).
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Threat Landscape: Internal & External

EXTERNAL INTERNAL

Ransomware-as-a-Service (RaaS) Malicious or negligent insiders
Phishing / BEC targeting procurement Weak password / access practices
Supply-chain & vendor compromise Unpatched legacy OT equipment
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Security Policy Framework

Aligned with ISO/IEC 27001:2022 and the NIST Cybersecurity Framework 2.0

‘ Information Security Policy ‘ Access Control Policy . Network Segmentation Policy

Overarching ISMS governance Zero Trust, least privilege Separate IT from OT/production

‘ Data Governance Policy ‘ Third-Party Security Policy ‘ Incident Response Policy

Classification, UK GDPR Vendor & supply-chain due diligence Roles, escalation, reporting
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Technical & Administrative Mitigations
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EDR & OT Anomaly Monitoring
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Highest-priority control; cuts ransomware recovery time

Remote access, cloud admin, finance systems

Detect intrusions traditional AV misses

Prioritise known-exploited vulnerabilities

Tested quarterly; avoids paying ransom
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Monitoring & Incident Response Workflow

24/7 SIEM/SOAR-driven monitoring — from detection to lessons learned
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Severity-based escalation — OT-affecting incidents are escalated to Operations Management immediately.
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Continuous Training & Awareness

All staff
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Production & Engineering

IT & Security

Board & Leadership
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Induction + quarterly simulated phishing / vishing

Invoice fraud & BEC training (bi-annual)

Spotting suspicious activity around OT equipment

Annual incident-response tabletop exercise

Bi-annual security risk briefing




image12.jpg
Recommendations to the Board

Approve segmentation of IT and OT networks as the top priority investment.

Mandate MFA and a continuous phishing-simulation programme across SFM.

Stand up 24/7 monitoring (in-house SOC or outsourced MDR) with a tested incident-response plan.

Embed ISO/IEC 27001 and NIST CSF alignment into supplier contracts and internal audit cycles.

These measures align SFM with current best practice and reduce exposure to the ransomware and supply-chain risks now dominating the manufacturing
sector.
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SFM incident response workflow
Aligned with NIST CSF 2.0 — Respond function [9]
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Figure 1: Five-stage incident response workflow, aligned with NIST CSF 2.0 (9]




