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[bookmark: _Toc5391488]Introduction
TCP and UDP are both well-known ways to establish a connection between a server and a client. While one method is extremely reliable but slow, the other method is extremely quick but can lose data. This report will cover the implementation of the two approaches in a game running on a server and client with the inclusion of multithreading. Details pertaining to the game will be given in detail as well future improvements that could be made to the developed game.
[bookmark: _Toc5391489]Overview of the game
The idea of the game is to gain points by shooting the enemy, while avoiding the enemy’s bullets because they’ll decrease the player’s points. This section will detail the process of playing the developed game.
[bookmark: _Toc5391490]Menu
When the server and client are connected the server will send a message to the client to be output to the user, asking the user to log in using a character name as shown in figure 1. 
When the user has input a chosen name the client will send that name as a message to the server, where the server will then check it against the list of character save files as shown in figure 4. 
If the character exists, the server will send the menu to the client to be output to the user as shown in figure 2. Should the character not exist the server will send a message to the client to ask the user if they would like to create a new character, this can be seen in figure 3, the character creator. After the character has been created, the user will be prompted to log back in.
When the character logs in, the server will read the corresponding save file and load in the name, health and score of the player, it will also set the player’s starting information, such as the position and the speed.
When the user is at the menu they will have five options, the first option is the PVE option, this option changes the connection type from TCP to UDP and runs the openGL game. The second option has yet to be developed, this option is further discussed in the future developments section, as is the third option, Profile, and the fifth option, Exit. The fourth option will return the manually created leader board to the player for viewing as shown in figure 7.
[bookmark: _Toc5391491]Main Game
When the main game shown in figure 8 is running all the messages will be packed, sent, and unpacked via UDP rather than TCP. When playing the game, the user can use the ‘a’ and ‘d’ keys to move the player character left and right to dodge the enemy’s bullets and click where they want to shoot on the screen. 
While the game is running one thread on the server side will be waiting to receive user inputs from the client, another thread will be updating the positions of all the entities in the game, such as the player, enemy and bullets. The third thread running in the server will handle the enemy’s firing, the reason for this being on a separate thread is due to the fact that the bullets are being delayed with a ‘sleep’ function and this function would have delayed the other threads important process. The sleep function in the third thread is used to decrease the enemy’s rate of fire.
The first thread on the client side handles sending user inputs to the server, while the second thread handles receiving all updates from the server and redisplaying the game.

[bookmark: _Toc5391492]TCP – Server and Client
[bookmark: _Toc5391493]TCP – Transmission Control Protocol
TCP is defined as a standard that establishes and maintains a network conversation between applications. TCP makes use of the IP (Internet Protocol), this details how the computers send packets of data. TCP establishes a virtual circuit between the server and client.[1]
[bookmark: _Toc5391494]	TCP – Server Implementation
In the developed game the TCP server waits for the TCP client to send it the first message to establish the connection between them. The TCP server will then handle sending the client messages for the client to prompt the user to input choices. These messages being sent to the client involve the player login, the character creation, the menu for the game and the leader board.
[bookmark: _Toc5391495]	TCP – Client Implementation
The TCP client handles the player’s side of the login, menu and character creation. It will send the initial message to the server to create the connection, and then print out all the messages received from the server for the user to reply to. Finally send any input data from the user to the server, but add a number to the end of the message to tell the server what it’s responding to.
[bookmark: _Toc5391496]	TCP – Advantages and Disadvantages
Relatively reliable as it ensures that the information will always reach its destination with enough time available for the destination to save it. Data is automatically broken up into packets and put back together at the destination. The biggest disadvantage of using TCP over UDP is it’s much slower, which is the reason it’s not generally used for game play.[2]
[bookmark: _Toc5391497]UDP – Server and Client
[bookmark: _Toc5391498]	UDP – User Datagram Protocol
UDP is an alternative method for transferring information to TCP and is mostly used for establishing connections that aren’t reliant on having a high latency and tolerates losing some information.[3]
[bookmark: _Toc5391499]UDP – Server Implementation
In the developed game the UDP server handles performing all calculations related to the game, storing all necessary information to be sent to the client, and updating any aspects to the game. It will also handle receiving using keyboard inputs and mouse inputs and then sending the changes back to the client for the client to render.
[bookmark: _Toc5391500]	UDP – Client Implementation
The UDP client handles receiving any updates from the server to be displayed later and sending any inputs from the user to the server.
[bookmark: _Toc5391501]	UDP – Advantages and Disadvantages
UDP is much faster than TCP, which is the reason it’s used for gameplay over TCP. The increased speed comes with some disadvantages, such as packets not always being delivered, being delivered twice, or not being delivered at the correct time. Another disadvantage to UDP is that the data has to be packed by the user manually. [2]
[bookmark: _Toc5391502]Multithreading
[bookmark: _Toc5391503]	Multithreading
Multithreading allows multiple threads to exist within the context of a process. These separate threads all run independently of one another but share resources. Multithreading is generally used if the process being run requires something to run continuously while it’s doing something else, this is relevant in the context of a game. One thread could handle enemy AI, while another thread would handle the user inputs.[4]
[bookmark: _Toc5391504]	Multithreading – Server Implementation
In the developed game two extra threads are used in the server part of the game, one thread handles updating the enemy position and the bullet positions and then sending those changes to the client using UDP. The second thread in the server is used for creating the enemy’s bullets.
[bookmark: _Toc5391505]	Multithreading – Client Implementation
The multithreading on the client side handles receiving the updates from the server, setting the new updates and redisplaying the scene of the game.
[bookmark: _Toc5391506]	Multithreading – Advantages and Disadvantages
The advantage of using multithreading is it improves the performance of the application since processes are being run in parallel. In the case of a game, it allows objects to move and update without input from the user. The biggest disadvantage of using multithreading is concurrency issues, one thread might attempt to access data while another thread is changing it. A fix to the disadvantage of multithreading is to use a mutex (mutual exclusion object), this makes it so threads that share the same data must take turns accessing it so there’s no longer any concurrency issues.[5]













[bookmark: _Toc5391507]Testing
	Test
	Description
	Expected Result
	Actual Result
	Pass?

	1
	TCP Connection.
	The client will send a message to the server telling it to start and the server will reply with another message.
	Same as expected
	Yes

	2
	Player log in.
	The player will input a character name, if the name is in the text file on the server then it will return the main menu.
	Same as expected
	Yes

	3
	Character exists checker.
	If the input character name doesn’t exist then the server will send a message to the client saying that the character does not exist, which will then be displayed to the user.
	Same as expected
	Yes

	4
	Character Creator.
	If the character doesn’t exist, then the user will be prompted to create a new character if they want. When yes is selected the new character should be written to the character files and the player should be able to log into them.
	Same as expected
	Yes

	5
	Does the menu run as expected.
	When the user selects a choice in the menu by inputting a key the client should send that key to the server and the server should run that part of the menu, returning any necessary information to the client.
	Same as expected for finished sections of the menu.
	Yes

	6
	Does the leader board display if chosen in the menu.
	When the user selects the leader board option, the server will then read from the leader board file and send it as a message to the client to be output to the user.
	Same as expected.
	Yes

	7
	UDP Connection.
	The client should send a message to the server and then receive a message back.
	Same as expected.
	Yes

	8
	Initialisation of game.
	The client should receive all the correct data from the server to display the start of the game.
	Same as expected.
	Yes

	9
	Display the game.
	User the initialised variables sent from the server, the client should render the game with the player and the enemy in it.
	Same as expected.
	Yes

	10
	Player shooting / Mouse click.
	User should be able to click on the opengl screen and see a bullet travel from the player in the game towards when they clicked.
	Same as expected.
	Yes

	11
	Enemy shoots.
	Enemy should be able to fire bullets at the player automatically.
	Same as expected.
	Yes

	12
	Enemy movement and shooting without user input.
	Enemy should be able to move left and right on the screen without any user input and fire by itself.
	Same as expected.
	Yes












[bookmark: _Toc5391508]Future Improvements
[bookmark: _Toc5391509]	Display Points
Currently the player’s points increase when the enemy is hit by a bullet shot by the player and decrease when the enemy hits the player with a bullet, in the future this would be displayed on the screen for the user to see.
[bookmark: _Toc5391510]	Game Freeze Fix
When the game is running after a while the game will freeze and won’t return any errors, the cause for this is suspected to be due to concurrency issues with the multithreading. This issue was tackled using a Mutex, while the problem isn’t as bad, the problem still persists.
[bookmark: _Toc5391511]	End Game
Currently the game continues running without ending until it either freezes or the user force closes the game. The intention is to set a goal for the number of points to reach and when the user has reached that amount of points end the game.
[bookmark: _Toc5391512]	Implement PVP
The game currently only runs as player vs AI. There are plans to eventually implement player vs player as can be seen on the main menu of the game. This would require altering the server to be capable of receiving information from multiple clients at the same time.
[bookmark: _Toc5391513]	Update Leader board
Currently the leader board cannot be set, only read, but the plan it to eventually have the time it takes the user to get a certain amount of points in the game to be converted to a score and set to the leader board based on how many points they get.
[bookmark: _Toc5391514]	Fix lag issues
Currently the game tends to lag, with some objects seemingly teleporting occasionally. This problem would hopefully be finished in the future.
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