[image: ]
MSc Computing portfolio 
Prepared for:  ACFA7004 Research Proposal
Date of Submission: December 10th, 2025
Module Name: Research Methods and Professional Development 
Student Name: Shery MukeshKumar Patel
Student ID: 2430464
Submission deadline: December 19th, 2025
Word count: 4586






Research Proposal
Detection of LLM-Generated Phishing via Transformer Architectures
Prepared by: Shrey MukeshKumar Patel
Date: Dec 10th, 2025






















Table Of Contents 
1. Introduction	3
1.1 Context and Background	3
1.2 Research Problem	4
Problem Statement	4
Current Challenges	4
1.3 Research Aim and Objectives	5
Aim	5
Objectives	5
1.4 Significance of the Research	5
2. Literature Review	6
2.1 Introduction to the Literature Review	6
2.2 Traditional Approaches to Phishing Detection	6
2.3 Deep Learning Approaches to Phishing and Email Security	7
2.4 Transformer Architectures and Their Relevance to Cybersecurity	8
Why Transformers Outperform Earlier Models	8
Applications in Cybersecurity	8
Research Gap in Transformer-Based AI-Phishing Detection	9
2.5 AI-Generated Text Detection and Linguistic Forensics	9
Limitations of Existing AI-Generated Text Detectors	9
Stylometry Research	10
2.6 Emergence of LLM-Generated Phishing as a Cybersecurity Threat	10
2.7 Identified Gaps in the Literature	11
2.8 Relationship to the Proposed Study	11
3. Research Design and Methodology	11
3.1 Research Design	12
3.2 Research Methods and Materials	12
3.2.1 Research Methods	12
A. Methods Overview	12
B. Research Strategy	13
C. Model Architectures	13
1. BERT (Bidirectional Encoder Representations from Transformers)	13
2. RoBERTa (Robustly Optimized BERT)	13
3. DeBERTa-v3	14
D. Baseline Models	14
E. Data Preprocessing Techniques	14
F. Evaluation Metrics	15
G. Robustness and Adversarial Testing	15
3.2.2 Research Materials	15
A. Dataset Construction	15
1. Human-Written Phishing Emails	15
2. Legitimate Emails	16
3. LLM-Generated Phishing Emails	16
B. Justification for Dataset Selection	17
C. Software Requirements	17
D. Hardware Requirements	17
E. Ethical Considerations	18
1. Data Privacy	18
2. Misuse Prevention	18
3. Responsible Use of AI	18
4. Transparency	18
4. Expected Outcomes, Limitations, Timeline, and Overall Impact	18
4.1 Expected Outcomes	18
1. High-Performance Transformer Models	19
2. Identification of Distinguishing Features	19
3. Construction of a Novel Dataset	19
4. Deployment-Ready Pipeline	20
4.2 Implications of the Research	20
Academic Implications	20
Technical Implications	20
Societal and Industry Impact	21
Policy Implications	21
4.3 Limitations	21
4.4 Project Timeline	21
4.5 Presentation and Professional Practice	22
5. References	22















[bookmark: _Toc31553255]1. Introduction
[bookmark: _Toc1348186310]1.1 Context and Background
The boom of transformer-based Large Language Models (LLMs) like GPT-4/5, Llama-3, Claude and Gemini has greatly improved Natural Language Generation but also created new cyber security threats. A big concern is the capacity for attackers to use LLMs to create phishing emails that are extremely convincing, based on human writing, and that the traditional methods of detecting faked emails (based on shallow linguistic or handcrafted features) will not be effective.
Traditional machine learning techniques, such as Naive Bayes, SVM, Random Forest, etc. have difficulties in identifying these AI generated phishing messages because the text is no longer conforming to the typical phishing patterns. In contrast, transformer models like BERT, RoBERTa, DeBERTa, and ELECTRA are better at context and semantics understanding, and thus more appropriate for the identification of the subtle generative cues.
Government and industry organization such as the UK's NCSC and the US CISA, warn that by LLM generated phishing, cybercriminals have a lower entry bar and an increased attack scalability.
This research is about developing and evaluating a transformer-based detection framework that is specifically developed to detect phishing emails written by LLMs - placing this research at the intersection of cybersecurity, AI-generated text forensics and advanced NLP.
[bookmark: _Toc1958366806]1.2 Research Problem
[bookmark: _Toc1696712504]Problem Statement
Due to the resemblance of LLM-generated phishing emails to genuine communication and their failure to conform to numerous established linguistic or heuristic rules, conventional phishing detection algorithms struggle to recognize them. The emergence of "AI phishing-as-a-service" has expanded the threat landscape, but current detection techniques cannot distinguish between harmful content created by LLM and that produced by humans.
[bookmark: _Toc835702844]Current Challenges
· Grammar-based and rule-based filters have lost effectiveness due to the advanced linguistic quality of phishing generated by LLM.
· The supervised training is constrained by the scarcity of labeled datasets for AI-generated phishing emails.
· Contemporary LLMs bypass the confusion of metrics commonly employed by existing detectors for AI-produced content.
· Rather than concentrating on the textual outputs of AI generation, numerous phishing classifiers are created for traditional phishing characteristics (spelling mistakes, urgency signals)
· Even classifiers based on transformers, which may struggle to filter them without extensive training, can be bypassed by adversarial prompts designed for LLMs.

Therefore, a distinctive transformer-based detection model explicitly designed to recognize subtle generative traits in phishing text encounters a difficulty

[bookmark: _Toc1000268654]1.3 Research Aim and Objectives
[bookmark: _Toc107245284]Aim
To design, implement and evaluate a transformer-based detection framework that can be used to distinguish between LLM-generated phishing emails and human-written phishing and legitimate communication.
[bookmark: _Toc1075059910]Objectives
1. Review the existing literature on phishing detection, the use of artificial intelligence (AI)-generated text forensics, and transformer-based classification.
2. Construct a labelled data set containing human written phishing, legitimate emails, and LLM written phishing samples. 
3. Fine-tune transformer systems (e.g. BERT, RoBERTa, DeBERTa) for LLM-phishing detection.
4. Develop evaluation methodology in terms of F1-score, accuracy, precision-recall, confusion matrices, and robustness test against adversarial examples.
5. Compare performance between transformer models and traditional machine-learning baselines.
6. Propose a pipeline that is suitable for deployment as an email security gateway and enterprise level phishing filters.
7. Analyze limitations, ethical issues of automated LLM phishing detection
[bookmark: _Toc2116151626]1.4 Significance of the Research
This research is significant because:
· Addresses a critical and emerging cybersecurity threat that relates to LLM misuse.
· Supports national cybersecurity priorities - Governments are warning of AI-enhancing phishing attacks.
· Technical understanding of linguistic markers in artificial intelligence text generation.
· Offers practical uses for filters in email systems, security incidents and event management, and enterprise security systems. 
· Contributes in an academic way in bridging cybersecurity and NLP forensic research.
Some potential applications are in corporate email security products, SOC workflows and automated threat intelligence analysis.
[bookmark: _Toc787965130]2. Literature Review
[bookmark: _Toc811667983]2.1 Introduction to the Literature Review
The objective of this literature review is to perform a critical analysis of existing academic and industrial research related to the detection of phishing attacks, the analysis of text generated by AI algorithms, and natural language processing models based on the transformer architecture. The review sets out the scholarly context for the proposed study by identifying the major approaches, theories, tools, and limitations in current research. It also identifies major gaps in the existing literature, providing an explanation of how this research will make a unique contribution to the field.
The literature review is organized thematically into five core areas:
1. Traditional phishing detection approaches
2. Deep learning models for email security
3. Transformer-based architectures and their applications
4. Detection of AI-generated text and linguistic forensics
5. Emergence of LLM-generated phishing as a cybersecurity threat
This thematic structure enables for a clear synthesis of the status of the art and a logical path toward the identification of the shortcomings which would justify the need for new research in the detection of LLM-generated phishing by means of transformer-based strategies.
[bookmark: _Toc2028277949]2.2 Traditional Approaches to Phishing Detection
Traditional phishing detection was based on rule-based systems, lexical cues, and manually engineered features such as suspicious URLs, misspellings, urgency cues, and formatting anomalies. Early studies relied on classical machine learning models such as Naive Bayes, SVM, Logistic Regression, Random Forest, which were based on text representations such as bag of words, TF-IDF, etc. These methods worked great when phishing emails were poorly written, had obvious language errors, or used generic social-engineering methods, as pointed out by researchers such as Gupta et al. and Basnet et al.
However, modern phishing attacks - spear-phishing attacks, business email compromise (BEC) and domain spoofing - are much more sophisticated and context-specific. Attackers can change content easily bypass static filters that have rules, and this shows the limitations of heuristic methods.
Most critically, the appearance of LLM-generated phishing compromises the very premise of traditional detection systems, which is that phishing messages contain linguistic flaws that can be detected. As LLMs can produce highly polished, fluent, and human-like text, the older methods cannot distinguish between malicious emails and legitimate communications. This change brings the urgency for more advanced context-aware phishing detection models.
[bookmark: _Toc1521149566]2.3 Deep Learning Approaches to Phishing and Email Security
Deep learning changed the game of phishing detection from manually designed features to neural models - CNNs, RNNs and LSTMs, especially, that automatically learn hidden patterns present in text. LSTM based approaches proved to be effective because they can extract sequential and semantic relationships, and according to studies by Saha et al and Yuan et al the approaches were able to detect subtle phishing cues overlooked by rule-based systems.
Despite all these gains, there have been some notable limitations to the traditional deep learning model. RNN architectures have problems with long-range dependencies inherent to email threads, and LSTMs based detectors are susceptible to paraphrasing - a problem exacerbated by paraphrasing generated by LLMs. Many models have also struggled to detect very fluent phishing messages, because they were trained using low-quality phishing data. Furthermore, LSTMs need many labeled datasets to be generalized, and that's not easy with emerging threats such as LLM-generated phishing.
 
Overall, although deep learning represented significant advances, the sophistication and linguistic quality of modern phishing attacks require more advanced and context-aware models - especially models based on transformer architectures.
[bookmark: _Toc755908211]2.4 Transformer Architectures and Their Relevance to Cybersecurity
The transformer architecture introduced by Vaswani et al. (2017) revolutionized the field of NLP by removing recurrent architecture and solely depending on the self-attention mechanism. Transformer models like BERT, RoBERTa, XLNet, ELECTRA, DeBERTa have been state-of-the-art in the field of tasks like sentiment analysis, spam detection, topic classification, fake news detection, and semantic similarity evaluation.
[bookmark: _Toc1729243223]Why Transformers Outperform Earlier Models
1. Bidirectional Contextual Understanding

2. Models such as BERT take their text holistically into consideration the words before and after.
3. Ability to Capture Deep Semantic Relationships

4. Transformers find patterns with long distances between the words inside the text--a major boon to email content.
5. High Performance Classification Tasks

6. Transformers are always superior to LSTM and CNN models when benchmarking on NLP tasks.
7. Fine-tuning Capability
Pretrained transformers could be fine-tuned to new tasks with relatively small datasets.
[bookmark: _Toc1481700467]Applications in Cybersecurity
Transformers have been successfully applied to:
· spam detection
· deceptive content classification
· malware description analysis
· cybersecurity threat intelligence extraction
· authorship attribution
Studies show that they can comprehend subtle linguistic cues which make them eligible for the identification of sophisticated phishing content. However, many applications are targeted at traditional phishing or generic spam and not phishing which is generated via AI.
[bookmark: _Toc862589960]Research Gap in Transformer-Based AI-Phishing Detection
Despite the high performance of transformers, there is a certain lack of research dedicated exclusively to the detection of LLM-generated phishing mails. Most transformer-based phishing research is based on outdated datasets that include human written phishing, which is very different from LLM generated content. This great gap highlights the novelty of this project.
[bookmark: _Toc1060233297]2.5 AI-Generated Text Detection and Linguistic Forensics
As generative AI models matured, researchers started to research ways of identifying AI-created text. Some of the early AI-text detection tools are:
· GLTR (Giant Language Model Test Room)
· OpenAI’s text classifier
· GPTZero
· Perplexity-based detectors
· Stylometric classifiers
[bookmark: _Toc1380515195]Limitations of Existing AI-Generated Text Detectors
1. Perplexity Is Not Reliable
 Newer LLMs on the other hand, generating low-perplexity text will make the approach of using perplexity to detect LLMs ineffective.
2. High False Positives
 Human written academic or professionally edited text is frequently misclassified as having been written by AI.
3. Sensitivity to Prompting Variations
Minor alterations to prompts can avoid detection of tools completely.
4. Not Designed for Cybersecurity Contexts
These detectors are designed for plagiarism detection and not for phishing analysis. 
5. Lack of Robustness to Styled Outputs
It is easy for LLMs to mimic particular authors, departments and organizations.
[bookmark: _Toc1158363136]Stylometry Research
Stylometry is the study of linguistic fingerprints which identify authors. While helpful in the past, LLMs were able to imitate styles of writing, thus making traditional stylometric features (sentence length, POS distribution, syntactic patterns) less reliable. 
However, new research emerged into the existence of transformers, which can still identify subtle generative artefacts, especially attention-weight patterns, which provides potential for specialist models to detect them.

[bookmark: _Toc1916692448]2.6 Emergence of LLM-Generated Phishing as a Cybersecurity Threat
Government cybersecurity agencies and academic researchers agree that generative AI is one of the greatest new threats in phishing. According to the UK's NCSC: 
"LLMs make it much easier for cybercriminals to get started because it puts highly convincing phishing emails within the reach of anyone."
Research by cybersecurity firms reveals that LLM-generated phishing is:
· grammatically flawless
· contextually personalized
· stylistically adaptive
· capable of mimicking corporate tone
· resistant to traditional filters
Academic research in this area is emerging but still very limited. Existing studies mostly emphasize the risk of phishing caused by LMM but not detecting models or data sets. 
This project intends to fill that gap.

[bookmark: _Toc1382188525]2.7 Identified Gaps in the Literature
From the reviewed literature, the following gaps can be identified:
1. Lack of data sets of phishing emails generated by LLMs. Most available phishing corpora is pre-dating the use of modern generative artificial intelligence systems.
2. Lack of dedicated transformer models that have been trained for phishing detection with AI. 
3. Limited research on adversarial robustness in LLM generated phishing 
4. Over-reliance on generic AI-text detectors that are poorly suited for use in cybersecurity contexts; 
5. Lack of exploration of language artefacts unique to LLM generated malicious text.
6. No end-to-end deployment pipeline is proposed in the direction of enterprise environments. 
These gaps justify the need for this research and clearly position its novelty.

[bookmark: _Toc1667795066]2.8 Relationship to the Proposed Study
This research directly addresses the identified gaps by:
· Building A Custom Dataset of Humans & LM's Phishing 
· Training transformer architectures specifically for phishing detection and not generic AI detection 
· Evaluating robustness against adversarial prompt engineered attacks 
· Analyzing the linguistic differences of AI and human phishing 
· Building a deployable detection pipeline for the email filtering systems
Thus, the proposed work is positioned to make both academic and practical contributions.
[bookmark: _Toc388449409]3. Research Design and Methodology
[bookmark: _Toc1309674123]3.1 Research Design
The research employs a Design Science Research (DSR) methodology combined with quantitative experimentation to develop and evaluate a transformer-based system for detecting LLM-generated phishing emails. DSR is well-suited for creating and refining computational artefacts, making it appropriate for building a practical detection model, iteratively improving its performance, and producing a deployable solution.
Quantitative methods support the research by providing objective evaluation through model training, statistical testing, performance benchmarking, confusion-matrix analysis, and adversarial robustness assessment.
The overall research approach follows a structured, multi-stage process: identifying the limitations of existing phishing detection methods, defining performance objectives, constructing a dataset of human, AI-generated phishing, and legitimate emails, developing transformer-based models, experimentally comparing them with classical machine-learning baselines, testing robustness against adversarial variations, and concluding with recommendations. This structured design ensures methodological rigor and reproducibility.
[bookmark: _Toc1247709283]3.2 Research Methods and Materials
[bookmark: _Toc331577535]3.2.1 Research Methods
This research will take a quantitative machine learning approach with experimentation.
[bookmark: _Toc1925038962]A. Methods Overview
The research will implement:
· Email classification supervised learning 
· Model Fine Tuning using transformer architectures 
· Cross Validation to ensure generalization 
· Comparative benchmarking with other traditional ML models 
· Adversarial (adversity) Robustness testing
These methods offer the possibility to make statistically reliable statements about the quality of model performance. 
[bookmark: _Toc2133217426]B. Research Strategy
The primary research strategy is that of Experimental Research, which is done by systematic testing of models with a controlled dataset. This is an appropriate strategy because:
1. It is possible to play with independent variables (model architecture, hyperparameters). 
2. It allows one to measure dependent variables (accuracy, F1-score, false-positive rate). 
3. It helps to reproduce evaluation under the same conditions. 

The experimental process includes:
· Data preparation
· Model training
· Model testing
· Result recording
· Comparative evaluation
This is a systematic approach that ensures the validity and reliability of the findings. 

[bookmark: _Toc1702767184]C. Model Architectures
The three basic transformer architectures to be fine-tuned in the study are:
[bookmark: _Toc935244142]1. BERT (Bidirectional Encoder Representations from Transformers)
The reason I chose this one is because it has a proven record of performance in many texts classification tasks and can capture contextual information.
[bookmark: _Toc635468852]2. RoBERTa (Robustly Optimized BERT)
An improved version of BERT which shows better performance through better pretraining and masked language modeling. 
[bookmark: _Toc511454637]3. DeBERTa-v3
Selected for its advanced disentangled attention mechanism and better handling of positional encoding, making it a great candidate when it comes to subtle pattern detection in AI-generated text.
These models are selected because they are state-of-the-art transformer variants that are known for their:
· Contextual understanding 
· Ability to identify anomalies to semantic meaning 
· Ability to generalize between types of text
[bookmark: _Toc1276035703]D. Baseline Models
As a benchmark for performance, classical versions of machine learning models will also be implemented:
· Logistic Regression
· Support Vector Machine (SVM)
· Random Forest
· XGBoost
These models serve as comparative baselines to illustrate the benefit of transformer architectures.
[bookmark: _Toc648584781]E. Data Preprocessing Techniques
Before training the model, the data set will be processed: 
· Removal of duplicate emails
· Lowercasing (if applicable)
· Tokenization using transformer-based tokenizers
· Padding/truncation to model-specific max sequence length
· Label encoding
· Train/validation/test split (e.g., 70/15/15)
Minimal preprocessing is the reason why transformer models require less preprocessing is due to the use of sub word tokenization and contextual embeddings.
[bookmark: _Toc1566608477]F. Evaluation Metrics
Model performance will be evaluated with the help of standard performance metrics in the industry:
· Accuracy -- overall correctness 
· Precision -- reliability of positive prediction 
· Recall -- ability to spot phishing/AI generated text 
· F1-score -- balance between the precision and recall 
· ROC-AUC -- ability to discriminate Confusion 
· Matrix -- mis classification analysis
These metrics are critical because the challenge in phishing detection is to have high precision (to avoid false alarms) and high recall (to avoid successful phishing attacks).
[bookmark: _Toc162089970]G. Robustness and Adversarial Testing
The research will assess how robust the models are by: 
· Paraphrasing Synthetically Generated Phishing Emails 
· Prompt-engineering variations 
· Tests to change the tone and inject style 
· Encryption of common phishing words
This step is to ensure the model does not overfit certain patterns; it also must generalize well to threats.

[bookmark: _Toc2090431504]3.2.2 Research Materials
[bookmark: _Toc664745769]A. Dataset Construction
The data set will contain three categories:
[bookmark: _Toc248123621]1. Human-Written Phishing Emails
Sources:
· Nazario Phishing Corpus 
· APWG public phishing feeds 
· Spear-phishing datasets from legacy 
· Academic Phishing challenge datasets
These are realistic examples of traditional phishing emails.
[bookmark: _Toc1548919029]2. Legitimate Emails
Sources:
· Enron Email Corpus (highly used in research) 
· Public corporate communication data sets Berkeley, 
· Avocado or EU email data sets
These emails set a pattern for real communication. 

[bookmark: _Toc561396579]3. LLM-Generated Phishing Emails
Generated using:
· GPT-4 / GPT-4.1
· GPT-5
· Llama-3
· Claude 3/3.5
· Gemini 1.5
Prompts will be like real world phishing:
· Invoice scams
· Account credential theft
· CEO fraud / BEC scams
· Password reset scams
· Document signing (Docusign, SharePoint) attacks
· Social media compromise
· Delivery scams
Several prompt variations will be tried to simulate the diversity of attackers.
[bookmark: _Toc164978514]B. Justification for Dataset Selection
This structure of the dataset makes certain of the following coverage: 
· The conventional phishing patterns 
· Phishing strategies produced by AI in the modern-day 
· Communication in the real world (legitimate business) 
It captures the distributional shift brought by generative AI which allows the model to learn about subtle linguistic artefacts.
[bookmark: _Toc1802010894]C. Software Requirements
The research will utilize:
· Python 3.10+
· PyTorch — deep learning framework
· Hugging Face Transformers — model training and deployment
· scikit-learn — baseline ML models and metrics
· Pandas & NumPy — data manipulation
· Matplotlib / Seaborn — visualization
· Jupyter Notebook — experimentation
· Weights & Biases (optional) — experiment tracking
These libraries are industry standards which support wide model experimentation. 
[bookmark: _Toc2098876477]D. Hardware Requirements
The transformer models require GPU (Graphics Processing Unit) for efficient training. The research will utilize: 
· Google Colab Pro
· AWS EC2 (g4dn.xlarge or better)
· Azure ML GPU instances
Recommended hardware:
· NVIDIA Tesla T4, V100, or A100 GPU
· 16–32 GB RAM
· At least 50 GB storage
This setup is a guarantee for fast experimentation and model optimization. 
[bookmark: _Toc1188657293]E. Ethical Considerations
Ethical issues include:
[bookmark: _Toc1881205766]1. Data Privacy
No personal or sensitive data will be used; all the datasets are public or artificially generated.
[bookmark: _Toc1715642604]2. Misuse Prevention
Generated phishing emails won't be distributed outside of an academic context.
[bookmark: _Toc78174804]3. Responsible Use of AI
LLM usage will have guidelines to avoid harmful outputs; models will only be prompted to do research related phishing simulation.
[bookmark: _Toc338623879]4. Transparency
All results, model behaviors, and limitations will be documented. 

[bookmark: _Toc131455046]4. Expected Outcomes, Limitations, Timeline, and Overall Impact
[bookmark: _Toc2030882655]4.1 Expected Outcomes
Although this research is being carried out at the proposal stage so there are no results, several realistic and evidence-based results can be expected from the proposed methodology and model experimentation. 

[bookmark: _Toc1355323131]1. High-Performance Transformer Models
The transformer architectures (BERT, RoBERTa, DeBERTa) are supposed to be better than the traditional machine learning baselines, because they can capture: 

· contextual meaning
· semantic relationships
· subtle linguistic markers
· distributional patterns common in LLM-generated text
It is expected that the best performing transformer model will accomplish: 
· Accuracy: ≥ 90%
· F1-score: ≥ 88–92%
· ROC-AUC: ≥ 0.93
The expectation can be traced back to the existing research that shows state-of-the-art performance of transformers in challenging text classification tasks. 
[bookmark: _Toc318566582]2. Identification of Distinguishing Features
The research is likely to highlight some linguistic and semantic characteristics of LLM-created phishing from human-written phishing, such as:
· unnatural consistency of sentence structure, 
· too formal or balanced tone 
· reduced lexical variation 
· atypical attention-weight distributions (explainability of the model) 
· probability patterns of distinctive tokens that
These insights will move the field forward of AI-generated text forensics. 
[bookmark: _Toc127530085]3. Construction of a Novel Dataset
The project will result in a labelled dataset of a combination of: 
· legitimate emails 
· humanly written phishing emails 
· Phishing samples generated using LLMs
This dataset may provide a useful data source for future research. 
[bookmark: _Toc1489793176]4. Deployment-Ready Pipeline
An applied contribution will be a conceptual system architecture for the integration of the model in enterprise security systems like:
· secure email gateways (SEGs)
· SIEM platforms
· SOC automated alert systems
This pipeline will consist of preprocessing, model inference, confidence scoring, and integration points for review by the human analyst.

[bookmark: _Toc1025080802]4.2 Implications of the Research
[bookmark: _Toc1334665834]Academic Implications
The research will add to the academic knowledge of AI-generated text detection by:
·  growing body of literature on phishing behavior generated by LLMs
·  demonstrating the transformers potential of cyber threat forensics 
· pointing out weaknesses in existing models of detection 
It may launch new directions of research into 
· adversarial prompting 
· cross-model AI detection 
· hybrid methods of transformer-stylometry
[bookmark: _Toc911248126]Technical Implications
The model has possible organizational advantages: 
· increased accuracy of phishing detection 
· decrease in false positive and false negatives 
· support for automated alerting 
· increased resistance to threats that are enabled by AI 
[bookmark: _Toc966872229]Societal and Industry Impact
By addressing a fast-growing cybersecurity threat, it is this research that supports:
· protection of end users against credential theft 
· mitigation of ransomware attacks 
· prevention of loss of financial resources 
· strengthened national position on cybersecurity 
Businesses have more AI-generated threats; this is a solution to critical needs.
[bookmark: _Toc1381710108]Policy Implications
The research is in line with warnings about misuse of generative AI issued by NCSC and CISA as well as EU cybersecurity authorities worldwide. The findings may help inform:
· email authentication organizational policies 
· AI governance frameworks 
· cybersecurity standards for the LLM misuse detection
[bookmark: _Toc698400302]4.3 Limitations
The proposed research has several potential limitations. First, datasets of LLM-generated phishing may not capture the full diversity of the real world, as attackers may be able to use private or fine-tuned models which are unavailable to researchers. Second, it is possible that transformer models are not good at generality, and they could be overfitting generative styles or missing new phishing strategies from future LLMs. Third, large amounts of computational resources are needed for the training, hyperparameter tuning, and testing of large model variants which may be limited. Fourth, the rapid evolution of LLMs means that generative patterns can change quickly to the extent that models need to be updated frequently. Finally, well-written legitimate corporate emails may look like those written by AI, leading to more false positives. These limitations will be recognized and overcome using careful model tuning, error analysis, and recommendations for future work.
[bookmark: _Toc828314146]4.4 Project Timeline
A realistic timeline is provided below. This does not require a Gantt chart but includes clear milestones.
	Time Period
	Tasks and Milestones

	Weeks 1–2
	Complete literature review; identify gaps and frameworks

	Weeks 3–4
	Collect dataset (phishing, legitimate, LLM-generated emails)

	Weeks 5–6
	Preprocess data; implement baseline ML models

	Weeks 7–9
	Fine-tune transformer models; run training experiments

	Week 10
	Conduct adversarial and robustness testing

	Week 11
	Evaluate results; generate confusion matrices; statistical analysis

	Week 12
	Draft research findings and discussion sections

	Week 13
	Final review, proofreading, and formatting for submission


Table 4.1. This timeline is designed to be practical and achievable within the constraints of an MSc project.
[bookmark: _Toc1318570737]4.5 Presentation and Professional Practice
The full report will be professionally structured, using academic conventions, referencing in the form of the (IEC) 63003, with well-constructed diagrams where appropriate, and a good flow of narrative. The work of the project will illustrate: 
· critical reasoning 
· methodological rigor 
· clear communication 
· independent learning  
· application of sophisticated machine learning skills
[bookmark: _Toc83864315]5. References
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