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Overview/Case Summary
On the 23/03/2018 Chief Inspector Mark Wales from Heathrow, London, UK security service spoke with me on the phone and then later that same day delivered a ‘Dell Latitude D630’ Laptop to my laboratory that was inside a laptop brief case, that had been recovered from a suspected terror suspect who was shot down at Heathrow International airport. On delivery Mr Wales presented me with a warrant so that I could legally forensically examine the physical evidence. 
Mr Wales asked me to perform a forensics investigation on the physical/digital evidence, he stipulated the file types that I was to recover and analyse which were:
· MS Word and PDF documents.

· MS Excel spreadsheets.

· Images files (jpeg, giff, bmp, tiff).

· Video files (avi, mpeg, dat, mov).

· Audio files (mp3, wav and rm).

· MS Outlook contacts and E-mail messages.

· Messenger chat history.

· Temporary Internet files. 

I then presented Mr. Wales with a ‘Chain of Custody’ document that I prepared for the evidence. Myself and Mr Wales both signed the document confirming the handover of the evidence.
Evidence Assessment
23/03/2018: 
On first inspection of the Laptop it was in an undamaged state from transit, partly because it had been wrapped in a protective ‘bubble-wrap’ to prevent damage. The power was still on and it was in a ‘Standby’ mode with no ‘Logon’ password, I took a timestamped photo depicting this with my ‘Cannon’ digital camera.
I was able to determine from the layout of the screen through my experience that the Operating System (OS) running was ‘Windows-XP Professional: Service Pack 2 Operating System (OS). I then proceeded to carefully remove the casing to take a look at the Hard Disk Drive (HDD) to determine if any anti-forensic measures had been physically installed i.e. Booby-traps. No booby-traps were found. I also noted the HDD disk speed to be 128MB/s HDD disk capacity to be 60GB and the Random-Access Memory (RAM) size to be 6GB. 
I noted all steps taken at this point in my notebook.
Evidence Acquisition and Preservation
23/03/2018:
At this stage of the investigation I Proceeded to remove the HDD from the Motherboard of the Laptop and connected it with a Serial Attachment (SATA) cable to my Hardware write-blocker which I in turn connected my laboratory workstation to the other side of the write blocker using a Universal Serial Bus port 3 (USB-3) cable.
 I performed these steps to create a forensic image of the HDD to maintain its integrity to prevent any data getting written to the digital evidence which would deem it inadmissible in court. I then configured the write-blocker to match the correct recommended manufacturers read speed which was 128 MB/s to prevent the mechanical device breaking. 
I then used a tool called FTK Imager to create an Advanced Forensic Format (AFF) image using a bit-by-bit parity copying method. This method was used so that all data and partition space was exactly copied onto the image so that no data was lost. The process was successful and took 4.5 hours to copy the 60GB of HDD data.
The next step I took was to create an image from the RAM which still contained ‘live’ data because the OS was in standby mode. I achieved this by using a Memory forensics tool called ‘Helix- Live Acquisition’. The process took 5 hours and 2GB of data was retrieved.
Once both images were successfully acquired I created a mathematical hash of the two images using the Message Digest (MD5) hashing algorithm using a tool called ‘HashMyFiles’ to prove the integrity and authenticity of the images. 
The hashes were:
60GB Seagate HDD: MD5: d75f009cd091398830c67147121267e3
6GB Intel DDR-2 RAM: MD5: d5f80d08e0114687b44fe53e9b71a9c0
Once the MD5 hashes had been created I then proceeded to make a copy of the images using OSFclone which is an industry standard forensically approved tool for cloning images. This process took 3 hours for both images, I then hashed the copies to determine their integrity using the MD5 hashing algorithm with the ‘HashMyFiles’ tool. The hashes were identical confirming the integrity of the copies.
After all digital data had been acquired from the physical evidence I proceeded to lock it in my safe within my laboratory in which I am the sole owner of the combination. I updated the ‘Chain of Custody’ document depicting this.
Evidence Analysis
26/03/2018
After a 3-day absence from the case due to court obligations, I continued the investigation by firstly starting to locate and then later analysing the requested files that Mr. Wales requested using an industry forensically approved tool called FTK. I mounted both the HDD and RAM .AFF images into the tool and configured FTK to perform a refined search of the target file formats. 
The formats recovered and then analysed were as follows:
A. Video Analysis
[bookmark: _Hlk508798647]During the analysis of the video files and metadata, the following files were recovered:
1. File name: towers.MP4 
Location: C:\windows\user\bob\desktop\videos
File size: 80MB
Video Length: 9 minutes 33 seconds
Description of content: Planes flying into towers that resemble the 9/11 Bombing.
Date/Time created:  10/11/2017
Last accessed: 2/1/2018 Windows Logon Account Name: Bob
MD5: 39C35D1A88201FDDE5A7039DAA2B7EA8

2. File name: training.mp4
File size: 2.5GB
Location: C:\windows\user\bob\desktop\videos 
Video Length: 80 minutes 20 seconds
Description of content: 25 men aged between 20-30 military training in a desert.
Date/Time created:  15/11/2017
Last accessed: 23/2/2018 Windows Logon Account Name: Bob
MD5: C2F34E1E64B7BFA5AEEE3A752FE41AD7


3. File name: hostage.avi
File size: 1.5GB
Location: C:\windows\user\bob\desktop\videos 
Video Length: 45 minutes and 10 seconds
Description of content: Men shooting other men that were bound and gagged.
Date/Time created:  1/12/2017
Last accessed: 12/3/2018 Windows Logon Account Name: Bob
MD5: 5d207aa4d557511e073dc3535215ac0a


4. File name: speaches.mp4
File size: 4GB
Location: C:\windows\user\bob\desktop\videos
Video Length: 120 minutes 37 seconds
Description of content: Motivational speeches by different religious leaders.
Date/Time created:  1/1/2018
Last accessed: 20/1/2018 Windows Logon Account Name: Bob
MD5: 23d8ff390fde3bf958131f24665139a7




5. File name: reconnaissance.mp4
File size: 400mb
Location: C:\windows\user\bob\desktop\videos
Video Length:  25 minutes 55 seconds
Description of content: home footage of various parts of Heathrow Airport, UK and Mason International Airport in, Fiji.
Date/Time created:  2/2/2018
Last accessed: 12/2/2018 Windows Logon Account Name: Bob
MD5: 868fc9c6bc4509ac074c735b7b1018c2


6. File name: plan.mp4
File size: 200mb
Location: C:\windows\user\bob\desktop\videos
Video Length:  15 minutes 51 seconds
Description of content: A home video taken in a hotel room along with 6 other men between the ages of 20-40 talking around a table.
Date/Time created:  30/1/2018
Last accessed: 2/1/2018 Windows Logon Account Name: Bob
MD5: 79916dd8832e77688eb08ce3a19f9e96

The timestamps and dates that these files were created were noted from the files metadata and Windows event logs. The Windows account user that created and/or accessed these files was also logged which was ‘Bob’.
B. Image Analysis 
During the analysis of the image files and metadata, the following files were recovered:

1. File name: heathrow_airport.jpg
File size: 2MB
Location: C:\windows\user\bob\desktop\images
Description of content: Photo of an airport hanger
Date/Time created:  20/2/2018
Last accessed: 12/3/2018 Windows Logon Account Name: Bob
MD5: 70337971fb6c4ecdc9c3079384f6bb11

2. File name: heathrow_airport2.jpg
File size: 2MB
Location: C:\windows\user\bob\desktop\images
Description of content: Photo of an airport departure lounge corridor
Date/Time created:  20/2/2018
Last accessed: 12/3/2018 Windows Logon Account Name: Bob
MD5: 7db912752cf14e2305a5aedc49dea217


3. File name: Mason_airport.jpg
File size: 2MB
Location: C:\windows\user\bob\desktop\images
Description of content: Photo of an airport arrivals lounge corridor
Date/Time created: 12/3/2018
MD5: 45e1cafa6b0370c617f6a08e2587b919

4. File name: Mason_airport2.jpg
File size: 2MB
Location: C:\windows\user\bob\desktop\images
Description of content: Photo of an airport hanger
Date/Time created:  20/2/2018
Last accessed: 22/1/2018 Windows Logon Account Name: Bob
MD5: D28FDC1943EC949E6E74E1934941485E


5. File name: hesbula.gif
File size: 1MB
Location: C:\windows\user\bob\desktop\images
Description of content: Logo of a white skull and black bones flag
Date/Time created:  20/1/2018
Last accessed: 2/3/2018 Windows Logon Account Name: Bob
MD5: f39c8f313f3449a39d36c761d028efc7


6. File name: ISIS.gif
File size: 2MB
Location: C:\windows\user\bob\desktop\images
Description of content: Logo of white Arabic writing and a sword with a black background
Date/Time created:  20/2/2018
Last accessed: 15/1/2018 Windows Logon Account Name: Bob
MD5: ba7988a64941dc133b2ce98128fa7538


7. File name: family_picnic.jpg
File size: 2MB
Location: C:\windows\user\bob\desktop\images
Description of content: Photo of a man in his early 30’s smiling with a woman in her late 20’s and a small child on an area of grass having a picnic
Date/Time created:  20/6/2017
Last accessed: 2/7/2017 Windows Logon Account Name: Bob
MD5: bbe44a68acd13cd6eaac5e4b41455c84


The timestamps and dates that these files were created were noted from the files metadata and Windows event logs. The Windows account user that created and/or accessed these files was also logged which was ‘Bob’.
C. Document Analyses
The three MSword documents were encrypted using a Data Encryption Standard (DES) encryption. I managed to crack the passwords on the files using a dictionary attack with a Linux tool called ‘HashCat’. The passwords were ‘Charlie’.
During the analysis of the previously encrypted MS word documents, the following files were recovered: 
1. File name: chemical_bomb.doc
File size: 6MB
Location: C:\windows\user\bob\desktop\documents
Description of content: Material outlining a step by step recipe and ingredients for different chemicals to create a chemical bomb written by a person called ‘Siad’.
Date/Time created:  20/2/2018
Last accessed: 10/2/2018 Windows Logon Account Name: Bob
MD5: ba7988a64941dc133b2ce98128fa7538

2. File name: marter.doc
File size: 500Kb
Location: C:\windows\user\bob\desktop\documents
Description of content: A step by step manual on how to mentally prepare yourself for suicide written by a person called ‘Siad’.
Date/Time created:  20/11/2017
Last accessed: 12/2/2018 Windows Logon Account Name: Bob
MD5: 3ae8ef4eec2dc64dbd2e02707e726ad6


3. File name: su_bomb.docx
File size: 800Kb
Location: C:\windows\user\bob\desktop\documents
Description of content: A step by step manual on how to create an explosive jacket written by a person called ‘Siad’.
Date/Time created:  20/11/2017
Last accessed: 2/3/2018 Windows Logon Account Name: Bob
MD5: a4319bc5ddb9e4a14c99dffd754be6fc


The timestamps and dates that these files were created were noted from the files metadata and Windows event logs. The Windows account user that created and/or accessed these files was also logged which was ‘Bob’.
D. E-Mail Analysis
During the E-Mail contact and message analysis. One E-mail contact was retrieved from a Microsoft Outlook Mailbox called ‘Siad Hamser’ from the deleted E-Mails that appeared in 1,234 E-Mails from the dates 12/01/2015 – 01/03/2018. The name of the contact that was also found within an earlier analysed document. 
File Location: C:\windows\user\bob\E-Mail\Siad
Directory Created: 10/01/2015
1,234 E-mail were recovered that had a combined size of 10GB.
Full listing of all E-Mails, dates and MD5 hashes can be found in the accompanying document. E.Mails.pdf
The timestamps and dates that these files were created were noted from the files metadata and Windows event logs. The Windows account user that created and/or accessed these files was also logged which was ‘Bob’.


E. Spreadsheet Analysis
One MS Excel Spreadsheet was recovered that was encrypted using a Data Encryption Standard (DES) encryption. I cracked the passwords on the .xml files using a dictionary attack with a Linux tool called ‘HashCat’. The password was ‘Charlie’.
During the analysis of the previously encrypted MS Excel spreadsheet called funds.xml that was 120Kb in size that was created 1/11/2016 it contained a bank account:
Account name: Mr. B. Terry
Account number 27348495 
Sort Code 20-34-65 
An inflow of £50,00 of funds were listed from the dates 2/11/2016 – 01/01/2018 from another bank account:
Account name: Mr. S.Hamser
Account number 23569776 
Sort Code 10-54-69 
The timestamps and dates that these files were created were noted from the metadata and Windows event logs along with the Windows account user that created and/or accessed these files.
Last accessed: 2/2/2018 Windows Logon Account Name: Bob
MD5: 4f0abe9e4ca3dd88ccaec7ab0327e5b4
F. Other

No Other file types that Mr Wales requested were found on the HDD.
Temporary Internet files had been deleted and were unable to be retrieved.
Within the RAM a Facebook Messenger chat was found between User: Bob and User: Siad 
A Full list of the Facebook Messenger chat transcripts and MD5 hashes can be found in the accompanying document messenger_chat_logs.pdf

G. [bookmark: _Hlk510097918]Physical Documents
Physical documents were also found in the bottom of the Laptop case after I removed the laptop for analysis which were:
US Immigration visa in the name of: Mr. Bob Stones
Dated: 2/3/2018
Valid for 2 years
This document was put in the safe within laboratory along with all other physical evidence to be returned to Mr Wales.
Evidence Return and Report
Finally after analysing all the requested data for Mr Wales I created this report on the 28/03/2018 in PDF format and locked the content, digitally signed it and Securely E-Mailed it to m.wales@londonpolice.com. I also published all digital data recovered on my secure web server for Mr Wales and his team to access via a Virtual Private Network (VPN) via the internet.
I then contacted Mr Wales on the 23/03/2018 and asked him to retrieve the physical evidence and report in printed form. When Mr Wales collected the items later that day, I updated the ‘Chain of Custody’ document depicting the return of the evidence to Mr Wales. We both then signed the document, and each kept a copy for our records. 

Signed: 
Mr John, Doe
CEO of John Doe Forensics Investigators
23/03/2018
