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Introduction:
This report is to contain information on how the field of computer networks has moved towards software focusing mainly on cloud-based computing. There will be information on how the shift to cloud computing has impacted the industry. Information on how job roles as network professionals has changed to meet the challenges of cloud computing. Information on how RESTful web services have been implemented to help with these changes. Information as to how software defined networking (SDN) has become used by a lot of companies in the industry of networking even though it affects the job role of network engineers and finally will include why standards like json and REST have specifically been selected and utilised.
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What is cloud computing?
To put it simply cloud computing is just computing that can be done from the comfort of ones home and can access company resources at home using the internet as an example and employees can access virtual machines which usually are# configured to have company features and security protocols so that when an employee tries to access this machine it will ask for their information to access the machine and the company network which is a benefit for both the employee and the employer since the employer can block websites, suspicious external devices such as USBs or EXHDD and can monitor what employees are doing on a daily basis. 
Pros and Cons to cloud based computing:
Research was conducted to find out what the benefits of cloud computing offers and the negatives that come with cloud computing and 2 companies were helpful in answering this and the companies where Microsoft and amazon that share similar pros but neither mention the negatives that come with them.
The first benefit would be that it is cost effective since it completely removes the need to have to purchase hardware that can only be accessed on the company premises and eliminates the need for software installation since it can be installed on a server which links to the company network and can be access without the need to download it since it is already installed and ready for use. 
The next benefit would be that it has been made available globally which gives it elasticity and flexibility whilst in the process controlling how many resources are available such as storage, compute performance and bandwidth which is controlled based on where the employee is based in the world.
The next benefit would be speed as mentioned in the first benefit software is installed on a server which is then made available on the company network which not only is there and available the speeds as to these software can be accessed is almost instant and mostly eliminates the time consuming element that occurs such as waiting for software to be installed.
A benefit that isn’t included is that an employee can be on the move and still access company resources it is required that said employee must have an internet connection but with todays technology there is almost an internet connection everywhere they go because of service providers and phones having access to 3G, 4G etc. which allows for ease of access wherever an employee is. [1] [2] [3]
The only negative to cloud based computing would be if the companies network was to go down it would disrupt a lot of people and the longer it takes for a companies network to get back up will prove costly for said company and if the companies can’t get the network backup they would more than likely lose a lot of important data. [3]



How the shift to cloud computing affected the industry:
In todays world technology is constantly changing and cloud is one of those technologies but as is commonly known with most technologies though they are extremely good and beneficial to everyone who uses it, there are issues that come with these new technologies and it is up to the individuals that are employed in this new technology to be able to adapt to these new situations and must have skills and experience within the industry to begin with making it difficult to get into this industry. 
The old way of every industry was usually to higher a lot of people with the skills for customer support and tech professionals and have them all usually in the same building using the tech that had been provided by the company that they work for which was good at the beginning since those were the early days of technology and there was a lot of uncertainty at the time but as time went on cloud based computing completely mitigated the need for an abundance of customer support and mostly just needed the professionals to fix issues as they arise. Whilst there are more job postings for the need for professionals that have the skills there are a lot of jobs dropping for customer support since it isn’t really needed because the issues can be fixed on the fly thanks to cloud services being able to change things without disrupting services.
The days for having to make things such as documents and have to physically save them/print them and give them to someone else has completely diminished with stuff like email being a thing since you can now just save the document and send it to a receiver which is a lot more time effective than saving it one place and them copying it to another through USBs.
Though it isn’t completely safe to save things on a cloud it is also not frowned upon since saving things on a cloud means that say for example if the electricity goes out in your home and you didn’t save an important piece of work on the cloud it usually is saving as you go so that way you wouldn’t lose anything since it is still saved outside of your system where as if you weren’t using cloud you would more than likely lose that document. [4] [5]
How job roles as network professionals has changed to meet the challenges of cloud computing:
As mentioned above cloud-based computing is one thing that is always evolving since there it is simply software-based computing that can be tweaked and changed on the fly but as mentioned there are problems that come with it.
So as it says in the name “Network Professionals” a lot of them were under the assumption that they wouldn’t ever really have to work with software to make sure a network stayed operational since it was mostly physical hardware but with the transition to cloud based computing they had to adapt to the new situation.
It’s not just network professionals that have been affected in this regard though since engineers have to adapt in this industry to learn about networks and eventually the line between a network professional and engineer becomes the same since they both have to learn all the skills required to succeed in cloud-based computing. [6]
How RESTful web services have been implemented to help with these changes:
As mentioned above it talks about needing the skills for people to succeed in the industry but there are also services that can be used to make things simple for the person since machines mostly work in binary which to the human mind is not really a good language and difficult to understand but as mentioned there are web services to help with this the one that is used the most is REST since it is easy to work with and much easier on the human mind since all that are required are commands that can be learned rather easily. [7]
Why software defined networking has become so heavily adapted by industry, despite meaning an adaptation to the job role of network engineers:
To put it simply Software Defined Networking (SDN) is a consistent way of managing a network even if that network is complex since network engineers can write programs that gain control of a networks behavior which is beneficial since you don’t want network engineers writing the same things over and over again when there can be programs written that can do it all in 1 sitting which means network engineers need to be able to write these said programs.
As it is in the name SDN still functions similar to a regular network it has the application layer and the control layer similar to that of a normal network with the difference being that it only has 3 layers where as a regular network has 7 and as mentioned it has application and control layers but an additional 1 called the infrastructure layer which is simply the layer that has a bunch of physical switches throughout the network.
SDN is a more dynamic network since most of the systems within this network are automated and is extremely useful for monitoring what goes on within the network and adjusting on the fly without disrupting the network. 
It is much easier for an administrator to manage traffic flow when using SDN and it doesn’t require them to have super expensive tech and can use cheaper more affordable hardware and it wouldn’t affect them since all they need is to have control over the network and control the traffic at a lower cost.
Use of less hardware is also why most companies would use SDN since most companies are out to make money and SDN allows for the least amount of money spent since all that is needed is a network for employees to access and have resources uploaded to one server within the network.
Security is both a benefit and a concern when it comes to SDN since security can be top notch and difficult to break but since it is SDN there can be weaknesses and if someone was to deliberately find a weakness and exploit it, it would not only damage the network it could also disrupt services and it is up to the network engineers to make sure that there are no weaknesses.
It is worth mentioning that it is difficult to adapt to SDN since no company will use the same configurations when it comes to using SDN and each employee even if they have experience might find it difficult to adapt since there are different configurations and different rules within different networks.
Even though there are issues with SDN there are a lot of things that outweigh the problems that occur and as mentioned at the beginning technology and software is always changing so that when problems get fixed there will always be new ones as time goes on and as things change which means that companies will employ this method since it is cost effective and much easier for employees that are simply trying to use the network since most resources will be made available already. [8] [9]
why standards like json and REST have specifically been selected and utilised:
As mention in a previous paragraph REST is much easier for humans to understand even though it comes with issues which can be resolved later, and REST is the most common form of web service available in todays world. As mentioned there is an ease of use factor since generally there are only 4 verbs that are needed in order to make a REST service work GET, POST, PUT and DELETE and if a network engineer knows how these work they can upload, delete or even retrieve data from other REST services without having any issues.
Json is commonly used since it works extremely well with REST and REST has a wide variety of programming languages but json is the most simply of them all since they share the same 4 verbs that can be used to for accessing other rest services. [10]
Conclusion:
The main things to take away from all of this is that the world has changed in the way networking is done and that Cloud computing is becoming the number 1 way for companies and consumers to access networks since they have a lot of ease of use and companies can be more in control of their networks and can change it at anytime they want and can keep track of how much traffic and bandwidth is being used within a network and limit it on the go without disrupting a network.
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