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Introduction	Comment by arya sdgh: 
Missing Abstract.
This report will look into the advantages and disadvantages of implementing a BYOT framework into a business. The report considers an example company, Hyper-Fort, and includes a layout of their network, as well as a proposed MDM solution to best meet their needs.	Comment by arya sdgh: 
Too brief for introduction. Your intro section should set the flow for the rest of the report. Here you can briefly discuss various aspects of the research and give an overview of how your report is organised..

[bookmark: _Toc534630152]BYOT: Advantages and Disadvantages
Successful implementation of a BYOT framework into an organisation requires finding the right balance between security and ease of accessibility for users. Each companies’ requirements, and thus solution, will be unique, however below are detailed some common advantages and disadvantages to a BYOT framework.
[bookmark: _Toc534630153]Advantages
Increased staff satisfaction [1]
Staff who are able to work and access company data using their own devices are more satisfied in work; they are able to use devices they are already comfortable with and are able to work more flexibly.
Cost savings [2]
Companies do not need to purchase and supply devices to each user.
Increased productivity 
With mobile employees working an average of 240 hours more per year [3] than their office based counterparts, it is evident that a BYOT implementation provides business benefits.
Out-of-office flexibility [4]
BYOT provides companies with the option to allow employees to work at times and locations most convenient for them, including utilising time that may have otherwise gone to waste such as between off-site meetings or as part of a commute.
Training
As employees will be using devices they are already comfortable with, there will be a lower requirement for time devoted to training. [5]
[bookmark: _Toc534630154]Disadvantages
Less control over device security features
Without a strong policy and MDM in place, many users may not fully utilise the security features of their device; a 2017 study found that 28% of smartphone users do not make use of any form of lock screen on their phone [6]. Of the 25% that use a pin code [6] many do not choose a unique number; the same 20 most popular pin codes are repeatedly used in 26.83% of cases [7]. Considering this, where employees are not utilising security features to their full potential, there is likely to be an increased risk of generic secret information being used, making it easier for an attacker to gain device access.
Support complexity
Due to the larger scope of devices that employees could potentially bring to work under a BYOT scheme, there is a requirement for an increased level of IT support, with support staff needing enhanced training to be able to successfully cope with these individual requirements. [8]
Always online
As opposed to work devices, personal devices are generally left switched on and internet connected at all times [5], which increases the opportunity available for an attacker to exploit a vulnerability.
Employee reluctance
Employees may not wish to provide their employer with access to their personal device [4] which likely stores a large amount of personal data, with the worry that the company will be able to access, view and potentially wipe this personal information.

[bookmark: _Toc534630155]Hyper-Fort
Hyper-Fort act as a global consultancy company operating within the energy sector. Due to the nature of this work, it is assumed that the company will be handling sensitive data such as payment records, customer PII and information on future company plans which may be required to be kept confidential.
With security of personal staff and client data, as well as Hyper-fort’s intellectual properties, forming a major concern for the company, it is evident that their BYOT plan must provide increased service accessibility without negatively compromising security to a level beyond the company’s risk appetite.
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Fig 1: Network Configuration diagram for Hyper-Fort.
Above is a network diagram which shows the layout of the Hyper-Fort network, including external device connections. The above diagram makes the assumption that the majority of Hyper-Fort staff work in one head-office location, with other’s working remotely from locations including their homes, this may be anywhere across the globe. In this scenario, if satellite branches exist, they would be treated in the same manner as any remote worker.
For connections on site, the network is laid out in a three-layer hierarchy. Each piece of hardware on each layer is connected to all resources above and below in order to provide high resiliency should a hardware failure occur. Due to the nature of the company, both staff and clients need access to company resources, for this reason I have created a DMZ connected to the outer firewall pair which allows access to shared resources required by both staff and clients, negating the need for clients to access the rest of the internal network. Traffic is filtered on the firewall pair both into and out of this DMZ.
Two Layer 3 switches operate at the core layer, connected to these is another firewall through which guest devices are able to connect to the network for internet access. The firewall rules are set to limit the direction of data to provide external internet access only, mimicking an outside connection.
A further two layer 3 switches are installed within the distribution layer, which then connect to the application layer below. At this layer, company resources are found and accessed within the server room, and standard PCs have ethernet connections. As 95% of Hyper-Fort workers use wifi, the diagram shows a device connected via a wireless access point – this is representative of a full wireless network covering all necessary areas of the company’s site, depending on its size.
Provided requirements are met as per the solution below, remote workers are able to access company assets from an external network via a VPN solution.

[bookmark: _Toc534630157]Data Flow Diagram
[image: ]
Fig 2: Data Flow Diagram for Hyper-Fort.
It is assumed that a VPN solution is currently in place for existing remote access, and consequently, access for remote users must only be possible via this company provisioned VPN, this ensures that all company data is encrypted whilst in transit. This must also apply to employee devices brought into the organisation under the BYOT scheme, with the VPN configured on each device alongside the MDM solution. This reduces the risk of data leakage whilst an employee is outside of the office environment, as the only attack surface would be the end device which is locked down as part of the BYOT framework detailed further below.

[bookmark: _Toc534630158]MDM Software
The recommended MDM implementation for Hyper-fort would be MaaS360, which offers a combination of key features that are likely to prove the most useful in the Hyper-Fort environment.	Comment by arya sdgh: 
It's fine to recommend MaaS360, however, there is no justification as to why this solution would be superior to others available.
Hyper-Fort already utilise cloud services to deliver IT services to its staff and clients, therefore it is assumed that a full risk assessment has been completed surrounding their corporate data being stored with third party cloud providers. Based on this, a strong recommendation for an MDM solution would be the cloud-based [9] MaaS360. Considering a SaaS solution for a company that has already bought into the cloud eco-system offers a number of benefits including cost savings due to there being no requirement for purchase of additional on-premise hardware, a lower staffing and support requirement, and often increased service availability when compared to a privately managed solution. With the ‘five nines’ of availability [10] often being a target of a business, it is estimated that cloud solutions become the most economical option for availability over approximately 99.95% [11]. 
Another key feature of MaaS360 is containerisation [12] for supported devices (see section 7 for more information on supported devices), therefore any business data retained on the device is placed in a separate encrypted environment [13]. This keeps sensitive data from leaving the container, and also prevents access to the company data from any malware resting elsewhere on the device. Access control can be applied [12] to containerised apps requiring the employee to provide authentication information before access to the information or service. This ensures that data kept on a company device remains secure even when outside the office environment. 
As a result of utilising containerisation, another feature of MaaS360 is the option of a selective wipe, ensuring that if a wipe of corporate data from a device needs to be completed, this can be done without affecting the employee’s personal data. 
MaaS360 offers the facility to implement a per-device policy framework, allowing specific device policy to be set and enforced for each individual employee device, or a group of devices. The use of this is recommended to enforce the policies detailed within the next section to maximise security compliance.

[bookmark: _Toc534630159]Policies
A number of policies should be considered for users of mobile devices as part of the BYOT framework, these policies will incorporate employee guidance and information, IT support requirements, and requirements for settings within the MDM solution.
Firstly, device support levels should be considered and outlined. With an expectation that employees will be utilising their own personal devices to access corporate data and services, this brings forward the issue that IT staff must now offer support for a multitude of devices. In order to best utilise resources, it would be recommended that hardware is limited to models that are 1) supported by the chosen MDM tool, MaaS360 (a full list is linked in Further Reading) and have the required OS version or higher; and 2) most widely used by employees. According to Statcounter [14][15] the OS’s with the largest market share are:

Fig 3: Market share of both desktop and mobile operating systems. [14][15]
Assuming that these figures are representative of Hyper-Fort employee devices, to operate the MDM successfully at a basic level, Hyper-Fort should be equipped with the resources and staff training required to support Windows, OS X, Android and iOS. In order to incorporate more of its users for optimal operation, a business should strive to support as many devices as possible, however assuming that Hyper-Fort only has the resources to support devices running these four operating systems, a further process should be considered. This should provide users with a suitable devices if they do not already have their own, or do not wish to use their personal device for work under the BYOT scheme, such as COPE [16] (Corporately Owned, Personally Enabled) devices.
A user security policy should be created and distributed which, as a minimum, covers the following areas in relation to BYOT:
Declaration:
A security declaration should be signed by all BYOT users which confirms that they have read and understood the security policy, as well as the employee making a declaration that they will follow the security guidance published by Hyper-Fort both now and in the future.
Remote wipe:
In order to ensure security of company data when a device leaves the office environment, remote wipe should be enabled as detailed in section 6, with the option for selective wipe used where possible and sufficient. The declaration above should also include a statement to make employees aware that this facility is in operation.
Patching and updates:
Where possible, automatic updates should be enabled for the OS, applications and any anti-virus software. Otherwise, users should be required to update their device on a defined frequent basis to ensure security updates are installed promptly, and that devices remain at supported versions. ‘Compliance rules’ should be set within MaaS360 [16] to ensure connections to company data  and systems is only possible via devices using approved OS versions..
This should be regularly reviewed as new updates are released, and vendor support ceases for older versions and devices. Where older versions are no longer considered secure enough to meet Hyper-Forts requirements, this should be amended within the MDM to ensure only supported devices are able to connect.
Screen lock:
Employees should be required to utilise a password or pin protected lock screen on their device; this secret authentication information must be known solely by the user. If the employee believes this information has been shared or compromised, they should be instructed to change it immediately and notify their IT department.
Considering the insecure PINs that are often selected by users (as detailed in 2.2), this requirement should be supported by an education program which guides employees to select a sufficiently secure and unique piece of secret information.
Leaving the company, Loss or Theft:
Should an employee lose their device, they must notify the IT department immediately for a remote wipe of company information to be instigated. Guidance for this process, and relevant contact information, should be regularly circulated to ensure employees hold a consistent level of process awareness should a loss or theft incident occur.
When an employee leaves the company, the IT department must be notified immediately so that the device can be obtained for company data to be removed, the responsibility for notification should lie with the employee’s line manager. Where a user leaves the company unexpectedly, or the device is not available to the IT department, a remote wipe should be initiated.
Personal Usage
Allowing the use of personally owned devices may encourage some users to blend personal and business device use on company time. The level as to which this would be acceptable, and how it would be monitored will differ depending on business areas, for example the PR team may utilise the camera function to post images to Social Media, whereas an employee within the finance department is unlikely to need the camera for work purposes. For this reason, heads of group for each area should define acceptable usage to meet their business needs, and this should be shared amongst all managers in the area, with responsibility for compliance resting with each individual’s line manager.
For elements of this policy which can be enforced via the MDM, the relevant compliance rules should be put into place, such as enforcing the use of remote wipe, screen locks or frequent updates. 

[bookmark: _Toc534630160]Conclusion
In conclusion, the recommendation for a BYOT solution for Hyper-Fort includes utilisation of MaaS360, a cloud-based MDM solution which meets the requirements of the business, offers containerisation for protection of company information both inside and outside of the office environment, and supports a multitude of devices that may be required as part of the BYOT framework. 	Comment by arya sdgh: 
Too short. Your conclusion should finalise your recommendation, but also offer a brief summary of various elements discussed in your report.
The solution also includes a multitude of policies which support the technical solution, with various responsibilities split between administrators, managers and employees.
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Full list of devices/operating systems supported by MaaaS360
https://www.ibm.com/support/knowledgecenter/en/SS8H2S/com.ibm.mc.doc/pag_source/concepts/devices_supported_sps_mdm.htm
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Good level of literature included but could be improved by using a broader range of references and exploring a wider scope of elements relating to BYOT and MDMs. (Grade mark: 66.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]10

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]The report demonstrates a good level of knowledge and understanding. Good use of flowchart to discuss the process involved in a comms vector. (Grade mark: 66.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]An MDM solution is discussed, but the underpinning with appropriate literature is missing. A critical evaluation against other available methods would have significantly improved the work. (Grade mark: 62.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]25

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]APs are present, however no evidence of MDM implementation. no redundancy at network edge. Good overall security configurations. Hierarchical design is observed. (Grade mark: 75.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]15

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Good professional practice overall. Could improve with some re-structuring. i.e. adding an abstract section and expanding on the conclusions. (Grade mark: 60.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]66%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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