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Abstract— Traditional perimeter-based security models rely on an assumption of implicit trust once you've been authenticated as a valid user within your organization there is limited or no challenge to your use of internal systems As we move toward using more cloud-based services remote workers and a growing number of sophisticated attackers who are constantly evolving their tactics techniques and procedures the perimeter-based security model is proving to be dangerous Zero-Trust Architecture ZTA represents a fundamentally different approach than perimeter-based architecture by requiring continuous identity validation limiting each user’s privileges based upon their role or job function and segmenting each resource into separate zones or silos This research provides a critical analysis of ZTA’s main tenets and the challenges organizations.
Introduction 
The perimeter-focused security model has relied upon the idea that anyone who has been able to authenticate themselves inside a company's internal network is trustworthy. This “moat” and castle model was the base of enterprise security for many years; however, as companies increase their use of cloud, remote work, and supply chain interconnectivity, it has become increasingly difficult to determine what a perimeter is and where it should exist.
Additionally, numerous high-profile attacks have illustrated the inability to define a perimeter that can be defended. An example would be the SolarWinds attack in 2020, which allowed attackers to travel laterally across hundreds of organizations over time without being detected – a clear example of when the perimeter-based trust model fails. In addition, the Colonial Pipeline ransomware attack in 2021 exemplified how one compromised credential can lead to a shutdown of a company’s critical infrastructure.
Zero Trust Architecture (ZTA) is a contradiction to the perimeter model. Instead of trusting users or devices because they are located on the internal network, ZTA continually verifies identity, ensures minimum privileges required to perform a task, and presumes a breach may be occurring" [1].
This paper critically analyses ZTA by examining its core principles, key enabling technologies, and the practical challenges organizations face during implementation. It further compares ZTA against traditional perimeter models and evaluates how ZTA enables organizations to anticipate, protect against, detect, and respond to modern security threats.
11 Core Principles of Zero Trust
Zero Trust Architecture is built upon three foundational principles, each designed to eliminate the implicit trust that undermines traditional perimeter-based security models.
A. Verify Explicitly
Rather than relying on the network location of an individual, or verifying an individual once at login, Zero Trust Architecture (ZTA) continuously verifies each user, device, and request for access to the network. When evaluating this verification process, there are multiple signals used to verify an individual, such as the user's identity, device health, location, and behavior. Once verified, the individual will be granted access to the network. The idea behind this concept is that even though an individual may have valid credentials, if those credentials have been compromised, they cannot be used to gain unrestricted access [2].
B. Least Privilege Access
Least Privilege Access refers to a user or system being given only the permissions required for their job function, and none other. For example, a Hospital Nurse may be allowed access to a patients' medical record; however, they would not be allowed to have access to the Financial Systems or Network Infrastructure. The least privilege concept limits the potential damage from an account that has been compromised by preventing an attacker from freely roaming around in your systems once he/she gains access to one area of your systems. Microsoft's Zero Trust Deployment guide takes it even a step further with the use of Just-In-Time (JIT) and Just-Enough Access (JEA) policies, to elevate privileges for a user as they need them and then remove those privileges at the earliest opportunity.[3].
C. Assume Breach
The "assume breach" principle means that organizations are required to build their systems with the assumption that an attacker has breached (or will) — rather than simply building barriers to keep attackers out; this paradigm allows organizations to reduce the blast radius for each breach through the use of network micro-segmentation, end-to-end encryption and continuous monitoring as Kinderva pointed out, "trust" within a network is inherently a "vulnerability"; by eliminating all trust from a network, organizations can take a much more resilient, and realistic approach to security.
III: Key Enabling Technologies

  Implementing Zero Trust Architecture requires a combination of technologies that together enforce continuous verification, restrict access, and limit the impact of potential breaches. This section outlines the key enabling technologies that underpin functional ZTA deployment.

A. Identity and Access Management (IAM) and Multi-Factor Authentication (MFA)
Multi-Factor Authentication (MFA) provides an additional layer of security when compared to Single-Factor Authentication, which requires a user to provide additional forms of identification beyond their password; for example, a one-time code sent via SMS, a biometric scan (fingerprint, voice, etc.), or a hardware token. When used in conjunction with Identity and Access Management (IAM) systems, organisations are able to implement Role-Based Access Control (RBAC) and centrally monitor authentication activity in real time.
time, and revoke access instantly when anomalies are detected [4].
B. Micro-Segmentation
A network using micro-segmentation is broken up into numerous smaller segments (zones), each with its own set of access rights for users and systems to allow them to only view/access what is necessary. If an attacker gains control of a single segment, he will be unable to lateral move to other parts of the network — thus greatly reducing the potential damage from the attack. Traditional segmentation creates boundaries at the perimeter; in contrast, micro-segmentation uses the granularity of policy to enforce access restrictions down to the individual workload or application.
C. Software-Defined Perimeter (SDP)
The Software Defined Perimeter (SDP) creates an invisible and dynamic boundary around your network with each session. Resources in a network should be exposed to a user when their ID and device have been validated by verifying who they are and what they are using to access them. SDP is also very useful for remote workers and cloud-based networks since you cannot draw a physical line around your network.[5].
D. Continuous Monitoring and Behavioural Analytics (UEBA)
User Behavior Analytics create baseline behavioral models of users and devices, then identify deviations from normal behavior through monitoring user sessions, providing organizations with additional visibility into security risks.
IV: Implementation Challenges.
While Zero Trust Architecture offers a compelling security model, its real-world implementation presents significant challenges. Organisations must navigate technical, cultural, and strategic barriers that can undermine even well-funded ZTA initiatives.
A. Legacy Infrastructure and Technical Complexity
Legacy systems are common in finance, healthcare and government. Legacy systems were designed under perimeter-based models and not built to support continuous verification or granular access controls. Implementing Zero trust principles on legacy systems requires redesigns of identity management, network architecture and application access. Transition requires significant time and investment [6].
B. Cultural Resistance and Organisational Change
Technology alone will not determine how well a Zero Trust Architecture rollout goes employees will. Those used to access their company's internal network with ease may resist additional steps associated with Multi-Factor Authentication, constant re-verifications of access and restrictions on what they access. Organizational buy-in from executive and end user levels are key to a successful rollout.
C. Cost and Resource Demands
Zero trust is not a solution you can buy — zero trust is an architecture that will take a number of solutions (IAM, MFA, segmentation, SIEM & UEBA) working together. The financial and operational costs to purchase, integrate and maintain all those products is substantial. For smaller organizations there is often limited budget as well as limited access to skill professionals to fully implement ZTA this creates a gap in terms of security maturity between enterprise sized companies and middle market companies.
D. The Zero Trust Maturity Gap
One of the biggest challenges to realizing Zero Trust, is that many organizations are adopting some type of Zero Trust by implementing a few security tools, (i.e., MFA, Network Segmentation), but then labelling this implementation as "Zero Trust" when in fact they have made little-to-no changes to how users are authenticated/authorized/accessed throughout their organization. The CISA Zero Trust Maturity Model has identified five progressive stages of Zero Trust Adoption, however, the majority of research shows that the average organization is still operating at the first stage of Zero Trust adoption
[7]. This superficial adoption creates a dangerous false sense of security, where organisations believe they are protected but critical trust assumptions remain deeply embedded in their systems.
v :ZTA vs Traditional Perimeter Security
To understand the worth of a Zero Trust Architecture model, one needs to contrast this architecture with the original "perimeter" security model it is trying to replace. The perimeter model has served businesses appropriately for a time when most employees worked from fixed locations, but its inherent premises are no longer adequate to support today's fast-changing, remote workforce threat environment.
A. Comparative Analysis
The table below summarizes the key differences between traditional perimeter security and Zero Trust Architecture across critical dimensions:


	Dimension
	Perimeter Model
	Zero Trust Architecture

	Trust assumption
	Implicit trust inside network
	No implicit trust anywhere

	Access control
		



	Network location-based



	Identity and context-based

	Breach assumption
	Perimeter will hold
	Breach is always assumed

	Insider threat
	High vulnerability
	Mitigated by least privilege

	Cloud/remote support
	poor
	Designed for it

	Lateral movement
		



	Largely unrestricted



	Blocked by micro-segmentation






B. Lessons from SolarWinds
The 2020 SolarWinds supply chain attack is an excellent example where the limitations of perimeter security were demonstrated. Once attackers penetrated trusted internal systems, the perimeter model could do nothing. They used legitimate credentials to move across organizations for months. continuous re-authentication, least-privilege access controls, and micro-segmentation would have limited movement and access
C. A Balanced Perspective
While Zero Trust has advantages it would be unwise to consider it the replacement for traditional security controls. Firewalls, intrusion detection systems and monitoring tools continue acting as the first level of defiance. Most security models use defense-in-depth strategies applying Zero Trust principles on top of existing perimeter controls.
VI: Anticipating, Protecting, Detecting and Responding to Threats
A core objective of modern security architecture is not merely to defend against known threats, but to build environments that anticipate, protect against, detect, and automatically respond to incidents. Zero Trust Architecture is uniquely positioned to address all four of these capabilities in an integrated and continuous manner.
A. Anticipate
Zero Trust is a proactive security approach. It assumes breaches by designing systems on the assumption vulnerabilities will be exploited rather than waiting for them not to be. Organizations can assess risk based on contextual signals such as behavior, health and geo-location before granting access to systems. Ongoing threat modeling and continuous policy refinement enable security teams to anticipate attack avenues and mitigate vulnerabilities prior to exploitation
B. Protect
The ways a cyber-attacker may exploit an organization's assets can be reduced through multiple layers of protection. Multi-factor authentication ensures attackers cannot simply steal usernames and passwords for access. Least privilege limits actions from compromised accounts, while micro-segmentation limits movement within the network. [8].
C. Detect
Continuous Monitoring is the foundation of Zero Trust Architecture. Using User and Entity Behavior Analytics, each user and device are profiled continuously and anomalies detected in real-time are flagged for review. Unlike traditional perimeter models, ZTA monitors behavior during all sessions with visibility to threats.
D. Respond
Zero Trust Architecture provides organizations with another key benefit – the ability to rapidly respond through automation. SOAR technology combined with ZTA allows for automated additional authentication requirements to be enforced, automatic revocation of access tokens to be initiated, isolation of compromised systems to occur and notification of security teams to act on suspicious behaviour within a matter of seconds of detection. Therefore, the time an attacker has in your environment to cause damage before you contain them is drastically reduced. In terms of the SolarWinds attack, if the organization had implemented automation and response as part of their ZTA, they would likely have been able to identify lateral movement and contain it much faster than they were able to be resulting in less organizational compromise overall..

VII: Conclusion:
The new way of thinking about security with Zero-Trust Architectures (ZTA) means organizations are no longer going to trust everything inside their networks, but instead they will continue to authenticate/validate every single user, device, and requests regardless of where the user/device/request is coming from. This paper has shown that the three main principles of Zero-Trust Architecture — explicit validation, least privilege access, and assume breach — provide a solid base for preparing for, defending against, detecting, and responding to the types of attacks we see today.
Incidents like SolarWinds have clearly illustrated the devastating impact of trusting implicitly and create a strong case for adopting Zero-Trust Architecture across all industries. Although there are many obstacles to implementing Zero-Trust Architecture — including legacy systems, cultural resistance, and cost — there is still a practical method of implementing Zero-Trust Architecture using a phased approach with the use of guidelines like the CISA Zero-Trust Maturity Model.
Zero-Trust is not a product or a destination, it is a philosophy of security. Organizations that adopt it and implement it completely (not superficially), will have a much greater chance of successfully defending themselves against an ever-evolving threat environment. The concept is simple; do not trust anything without validating it first
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TASK 2   

Section 1: Organisation Structure
As MediTrust Analytics Ltd extends into the European Union (EU) health care market, a key element in the protection of sensitive clinical data, the satisfaction of regulatory requirements and the building of trust among health care partners will be the creation of an Information Security Unit for MediTrust Analytics Ltd. The proposed structure includes two technical positions to address the top three Information Security issues at MediTrust Analytics Ltd in a Hybrid Multi-Cloud Environment.
A: Cloud Security Architect
The Cloud Security Architect will develop a secure architecture to protect the multiple clouds where MediTrust operates, in addition to protecting the large amount of sensitive patient data processed by MediTrust across those multiple clouds. This includes end-to-end encryption, strict access controls and constant cloud security posture management to ensure that all data always remains secure. In addition to ensuring cloud environments are secure enough to be compliant with GDPR, DORA and NIS2, the Cloud Security Architect also works to minimize the risk of misconfiguration that would potentially put clinical data at risk and/or negatively impact service to the hospital partners.[1].
B:DevSecOps Lead
As part of the DevSecOps Lead position at MediTrust, security will be embedded throughout all of MediTrust's software development and deployment processes (pipelines). In contrast to addressing security as a separate activity after software has been created, the DevSecOps Lead will ensure that automated security testing, vulnerability scanning, and code integrity checking activities are included in the software development process as early as possible. This is especially important for MediTrust since the AI-powered clinical decision support systems and third-party software components being developed by MediTrust have inherent risks associated with them, and a single vulnerability could have an adverse effect on both the safety of patients and the reputation of MediTrust.[2].
C. Proposed Security Unit Structure
	Role

	Primary Responsibility

	Cloud Security Architect
	Multi-cloud security design, encryption, CSPM, compliance

	DevSecOps Lead
	Secure development pipelines, vulnerability scanning, supply chain security
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Figure 1: 
Section 2: Policies & Procedures


Effective security governance at MediTrust requires clear, enforceable policies that address the unique risks of its hybrid workforce, AI-driven products, and cloud-based operations. Three core policies are proposed below.
AI Usage Policy
The policy must identify which employees can use the clinical decision support system using AI, and state that only the minimum anonymized, relevant patient data should be used in accordance with the data minimization principle of the General Data Protection Regulation. The final decision always rests with the clinician, and every interaction must be recorded and audited [3].
BYOD Policy
BYOD usage of a worker's personal device to access and store clinically sensitive patient information while working at home creates new risk exposures to MediTrust including potential loss of medical records due to theft or loss of a personal device, as well as exposure of confidential patient information. A BYOD policy for MediTrust should include mandatory encryption of devices used by workers to access company information, mandatory two-factor authentication via Multi-Factor Authentication, and installation of MediTrust-approved anti-virus software. Remote wiping of devices must be included so if a device is lost or stolen MediTrust can erase all company information stored on the device [4].
Secure SaaS Configuration Policy
If a cloud-based SaaS tool is not properly set up (Secure SaaS Configuration), then MediTrust could have issues with authorized personnel using the tool (e.g., unauthorized users or employees using their role-based privileges inappropriately). Therefore, the Secure SaaS Configuration Policy needs to ensure that only approved staff members can use any SaaS tool (provisioning) and that each user has the correct permission to use the different tools (role-based permissions). Each SaaS tool should enable multi-factor authentication as the default setting. Data sharing should also be limited to keep unauthorized people from accessing clinical information through an outside source (data sharing restrictions). There should be a centralized process to establish and audit security settings for all SaaS tools so that they do not vary (configuration drift). This would help prevent unauthorized access to patient information through cloud breach.



Section 3: DORA & NIS2 Compliance

As MediTrust Analytics Ltd seeks to enter the EU Healthcare Market, compliance with DORA and NIS2 is both legally and operationally obligatory as these two EU Regulations outline very specific obligations for how MediTrust will be able to design and operate the security part of its programme.

DORA Digital Operational Resilience Act
Dora calls for a requirement of organizations in critical digital infrastructure to be able to withstand ICT related disruptions; as well as being able to respond to such disruptions and recover from them. In this regard, for MediTrust, which relies on AI powered clinical systems used by hospitals and health care providers, any outage will likely have an immediate and negative affect on patient safety, as well as its relationships with clinical partners and thus negatively affect trust with its partners.

To meet DORA's operational resilience requirements,
MediTrust needs to develop a strong backup plan and disaster recovery process in all cloud-based environments so that it can quickly restore any critical applications or AI training data following a disruption. Testing for cyber resilience will need to be done regularly by testing with penetration attacks and scenarios-based simulation of disruptions to identify potential vulnerabilities before an attacker does. DORA has placed substantial responsibilities on managing third-party risks and requires MediTrust to evaluate and track the level of resiliency of all cloud-based vendors and research-based partners in the Meditrust's supply chain.[5].

NIS2 — Network and Information Security Directive 2
"MediTrust will need to have an effective and practiced incident response process in place in order to meet the reporting timeline requirements under NIS2 (i.e. report on the incident to the appropriate national authority within 24 hours of discovery; submit a complete incident report within 72 hours of discovery).[6].

MediTrust’s use of both a hybrid work force and a multi-cloud environment create legitimate obstacles for meeting those responsibilities. Continuous monitoring by SIEM systems is necessary to detect incidents quickly in a distributed system environment; however, determining the extent of the damage caused by an incident during an ongoing crisis necessitates clear internal escalation processes as well as pre-assigned incident response roles. In order to mitigate these obstacles, MediTrust must create a documented incident response plan which will outline the procedures for detecting, assessing, notifying and recovering from incidents to ensure timely fulfillment of NIS2 reporting requirements when under pressure.
Compliance Summary

	Regulation

	Key Obligation
	MediTrust Action

	DORA
	Operational resilience testing
	Regular penetration testing and DR simulations

	DORA
	Third-party risk management
	Regular penetration testing and DR simulations

	NIS2
	24hr initial incident notification
	SIEM-driven detection and escalation procedures

	NIS2
	72hr full incident report
	Documented incident response plan

	BOTH
	Audit and accountability
	Security logging and compliance reporting




Section 4: NIST CSF 2.0 Governance
To create an overall security governance strategy for MediTrust, the NIST Cybersecurity Framework 2.0 can be used as the over-all governance strategy for MediTrust because it is flexible, is based on risk and organized in a way that aligns with all of MediTrust's operational needs and regulatory requirements by providing a framework of six functions (Govern, Identify, Protect, Detect, Respond and Recover)[7].

Govern
The Govern Function represents a shift from a technical to an organizational approach to Cybersecurity; for MediTrust, it will be the CISO's responsibility to develop and clearly articulate a Security Strategy that is linked to its Business Objectives; as a result of expanding into the EU Healthcare Market, there are regulatory requirements, Clinical Partner Trust and Operational Continuity needs, all of which require a Mature Governance Model with Clear Accountability at the Board Level.

Identify
MediTrust must maintain a comprehensive inventory of all assets — including cloud environments, AI models, patient data repositories, IoT devices, and third-party dependencies. Understanding what assets exist and what risks they carry is the foundation of effective security governance [8].

Protect
MediTrust’s security solutions must represent the level of risk for the information it holds and the diverse nature of its hybrid work force. The data from patients and the systems used in AI must be protected by end to end encryption, phishing resistant MFA, and strictly defined role based access to ensure that developers working remotely, clinical analysts, and third party partners have the least amount of access to what is required to perform their jobs. Zero Trust reinforces this concept by removing all implied trust across all environments[9].

Detect
Continuous monitoring of anomalous behavior using Security Information and Event Management must be implemented in every cloud environment used by MediTrust to allow timely detection of threats. To detect anomalies, given MediTrust has many employees working remotely and uses multiple cloud architectures, detection must occur outside the perimeter of the organization's networks; on end-user devices, at the level of application logs, and at third-party access points.

Respond
MediTrust must also have a documented and tested Incident Response Plan describing the roles and responsibilities of personnel involved in responding to a security incident and the processes they will follow. The plan must include the escalation path and describe how each department will communicate regarding the status of the security incident.

Recover
MediTrust must develop a Recovery Plan outlining steps to restore critical systems after a service disruption. Recovery Time Objectives and Recovery Point Objectives must be defined and regularly reviewed to ensure objectives remain current and realistic [10].

Linking Security to Business Goals
	Business Goal

	Security Strategy
	CSF 2.0 Function

	EU market expansion
	GDPR, DORA, NIS2 compliance
	Govern, Identify

	Hospital partner trust
	Data protection and audit trails
	Protect, Detect

	Operational continuity
	Incident response and DR planning
	Respond, Recover

	AI product integrity
	Supply chain and model security
	Identify, Protect





This alignment ensures that security investment at MediTrust is not viewed as a cost centre but as a direct enabler of business growth and competitive advantage in the EU healthcare market.




Section 5: Risk Assessment



A high-level risk assessment for MediTrust identifies two critical risk domains that pose the greatest threat to its operations, regulatory standing, and clinical reputation — software supply chain risks and cloud misconfigurations.
Software Supply Chain Risks
In addition to being vulnerable to cyber-attacks by hackers using third-party code libraries, pre-trained machine learning models trained from research collaborations, and other third-party code, MediTrust is also at risk from its use of multiple clouds. The use of multiple clouds creates additional risks due to the possibility of accidental misconfiguration. For example, if a public-facing cloud storage bucket is created and left unsecured, it may allow unauthorized parties to access personal health information of thousands of patients. This type of breach would likely result in severe penalties pursuant to GDPR, damage to the reputation of hospitals that use MediTrust, and decreased confidence among hospitals.
Misconfiguration is consistently cited by researchers as a major cause of data breaches associated with cloud services. To mitigate this risk, CSPM tools must be used across MediTrust’s cloud architectures to continuously monitor misconfigured resources, provide compliance with established security standards, and notify the Cloud Security Architect of misconfigurations in real-time. Additionally, each third party must be viewed as a potential threat vector and thoroughly vetted prior to entering a partnership. MediTrust must implement rigorous vendor assessment, SCA tools to identify vulnerabilities, and cryptographic code signing to validate code integrity
.
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Section 6: Disaster Recovery
A ransomware attack targeting MediTrust's AI training data and source code repositories would represent a critical threat to both operational continuity and patient safety. Given MediTrust's obligations under DORA to maintain operational resilience, a comprehensive Disaster Recovery (DR) plan is essential.
Immediate Response (0–24 Hours)
When a ransomware attack has been detected, it is critical to contain the damage as quickly as possible. Systems infected with ransomware should be immediately disconnected from all other systems on MediTrust’s multi-cloud network to prevent the attack from spreading laterally. The Incident Response Team (IRT) should be alerted immediately to activate the team responsible for technical containment; management communication; and regulatory notification. No recovery actions should be taken until evidence has been collected in support of forensic analysis. A rapid assessment of the extent of the attack must be conducted -- determining which systems, data storage facilities and AI training pipeline(s) were affected -- while ensuring that those clinical health care services provided through unaffected systems are not impacted or put at risk [11].
Recovery Phase (24–72 Hours)
After a successful containment of an attack, it will be necessary for MediTrust to initiate recovery efforts from valid backups stored in secure, immutable storage (i.e., in segregated, non-production systems). Affected systems should be completely rebuilt in lieu of restoring data from a compromised environment to ensure all persistence mechanisms used by malware have been removed. Immediately upon completion of rebuilding, all user credentials and access tokens on all impacted systems must be reset; identified vulnerabilities must be addressed prior to returning any system to production. Simultaneously with the above steps, MediTrust must prepare and file its NIS2 incident report with the appropriate national authority no later than 72 hours after the commencement of the reporting requirements
Post-Recovery Hardening
MediTrust should implement security enhancements after this incident to ensure it does not happen again. These include enforcing multi-factor authentication for systems, improving network micro-segmentation to prevent lateral movement by unauthorized users, regularly testing backups to ensure disaster recovery plans work, and using SIEM to monitor early signs of ransomware attacks
Disaster Recovery Timeline


	Phase
	Timeframe
	Key ACTION

	Detection & Containment
	0-2 hours
	Isolate systems, activate IR team, preserve evidence

	Scope Assessment
	2–12 hours
	Identify affected systems, secure backups, notify management

	NIS2 Initial Notification
	Within 24 hours
	Report incident to national authority

	System Recovery
	24–72 hours
	Restore from clean backups, rebuild environments

	NIS2 Full Report
	Within 72 hours
	Submit full incident report

	Post-Recovery Hardening
	72+ hours
	Patch vulnerabilities, rotate credentials, strengthen controls



         Section 7: Protection Mechanisms

Implementing Zero Trust Architecture at MediTrust requires a layered set of modern security controls that work together as an integrated defence system. The following mechanisms are recommended to protect MediTrust's clinical systems, AI infrastructure, and sensitive patient data.
Phishing-Resistant MFA
Traditional password-based authentication does not provide sufficient protection for an organisation that handles clinical data using a hybrid workforce. Phishing-resistant MFA such as hardware security keys based on FIDO2 or certificate-based authentication eliminates credential theft through phishing attacks which remain the most common first attack vector. Unlike SMS codes used in standard MFA methods, phishing resistant MFA cannot be intercepted by malicious actors nor socially engineered, providing a stronger layer of defence for staff members and third party partners. CSPM tools continuously scan multiple cloud providers for misconfigured settings, policy violations, and compliance drift to detect issues such as exposed storage buckets or overly permissive access control [12].
Security Information and Event Management (SIEM)
SIEM systems collect and correlate log files from throughout MediTrust’s environment including cloud services, end points, applications, and network traffic, enabling a real-time view of security events. By identifying patterns within collected logs, SIEM allows early identification of malicious activity such as unauthorized login attempts, anomalous data transfer, or lateral movement

Endpoint Detection and Response (EDR) with Automated Response
EDR solutions monitor endpoint devices including remote developer laptops and clinical workstations for malicious behaviour in real time. EDR with automated response capabilities can act without waiting for human intervention. As soon as ransomware behaviour is identified, the system isolates the infected machine from the network, stopping ransomware from spreading laterally.
Integrated Automated Response
The real strength of these tools comes from how they integrate. When one detection system identifies a possible threat, all the others respond together - EDR will isolate a possibly infected computer, SIEM will correlate this possible threat to similar past threats, and automatically locking down an account that has been compromised prevents further unauthorized use of those credentials. All these responses are coordinated by a Security Orchestration, Automation and Response (SOAR) system which enables MediTrust to limit the damage caused by a threat within minutes of its occurrence versus hours or longer; therefore, minimizing the disruption to clinical services and the risk to patient safety.


	Control 
	Purpose
	MediTrust Benefit

	Phishing-Resistant MFA
	Prevent credential theft
	Protects remote workforce and clinical access

	CSPM
	Detect cloud misconfigurations
	Maintains GDPR and DORA compliance

	SIEM
	Centralised threat detection
	Enables NIS2 rapid incident reporting

	EDR + Automated Response
	Endpoint protection and containment
	Stops ransomware spread automatically

	SOAR
	Orchestrated automated response
	Reduces response time from hours to minutes
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Figure 1: MediTrust VPN & Remote Access Architecture (Author's Own, 2025)

All remote connections are encrypted via TLS and authenticated through Multi-Factor Authentication before reaching
MediTrust's cloud infrastructure. The Zero Trust Gateway enforces identity verification and least-privilege access
controls on every session, ensuring patient data and Al systems remain protected in line with GDPR, DORA, and NIS2.
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