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Due to the networking industry being such a rapidly growing industry, it is becoming increasingly essential for organisations to incorporate key ideas and concepts of network programmability and automation. This is being aided by the advances in new protocols, technologies and delivery models. Chapters 2, 3 and 4 of Cisco’s Certified DevNet Associate Course covers the DevNet developer environment, software development and design, and understanding and using APIs (Application Programming Interface).
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Chapter 2 discusses and explores the online resources that are available within Cisco’s DevNet. Cisco DevNet is an online developer environment that offers help with learning, testing, experimenting, as well as the capability to exchange tools and resources to complete tasks. The features of Cisco DevNet are not only useful for individuals, but also highly advantageous for organisations who are constantly striving to adopt new technologies. 
Cisco DevNet gives users access to various useful resources such as, learning labs, sandbox’s, exchanges, developer support, etc. Learning labs are self-paced and interactive tutorials which can help users get used to emerging technologies, programming languages, etc. As well as provide a walk-through of the use of DevNet Sandbox. An advantage of Devnet learning labs is that the self-paced learning labs cater to various different skill levels, this can include everyone from beginner programmers to advanced programmers as well as anyone who is seeking to explore further capabilities. [1]
DevNet Sandbox is a realistic environment that allows users to develop and test technology or experiment with code and APIs, without affecting any existing systems. This can be in the context of networking, security and data centres. Another helpful feature that Cisco DevNet offers is ‘Exchanges’. Exchanges allow the members of the Cisco community to share resources with each other, the three types of exchanges are automation, code and ecosystem exchanges. The automation exchange offers a collection of network automation which are accompanied with various solutions and toolkits. The code exchange allows members to add and create repository’s as well as search for required source code or tools. The ecosystem exchange offers more than 1500 solutions that can be adopted across various technologies and industries which can definitely benefit organisations and individuals to help with design and development. [2]
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Chapter 3 dives into key aspects and considerations of software development such as, the software development life cycle and all of its phases, patterns, version control systems, the basics of code, reviewing and testing of code and data formats. This chapter emphasises the importance of the software development life cycle and how it has shaped the way that software is developed today. In modern times, dynamic and flexible methodologies such as Agile and Lean are commonly used, which have stemmed from the popular waterfall method, to produce more effective code in a more efficient manner. The difference between these methods is that the waterfall model is phase dependent, meaning that each phase in the cycle depends on the results of the former phase. This model acts like a real-life waterfall where the process can only travel in one direction and can not go backwards. Due to this cycle being phase dependent, one mistake in a previous phase can hinder the entire iteration which can be very tedious and time consuming. [2]
This chapter also goes on to discuss version control systems which are a way to administer changes to a collection of files to give us the ability to keep a history of who has made changes to the files. Version control systems are very effective for enabling collaboration, accountability between peers, and the ability to work in isolation. There are different kinds of version controls systems such as, local, centralized and distributed which can all offer different benefits based on the needs of the system. A popular example of a distributed version control system is Git. Many benefits of Git are that its free, flexible, easy to use, and fast performing. 
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Chapter 4 focuses on the use and understanding of APIs. An API, or Application Programming Interface, is a set of rules that allows a piece of software to communicate with another. APIs are critical to how a programmer can write one piece of software which can communicate with existing features of an application or create completely new applications. APIs can be used in many different ways such as, automation tasks, where a script can be created to perform typical manual tasks automatically or data integration, where an application is able to acknowledge and react to data which has been provided via another application. [2]
There are three common types of APIs which include RPC (Remote Procedure Call), SOAP and REST (Representational State Transfer). The RPC model is where an application which acts as a client, makes a procedure call to another application which acts as a server. The latter application would be commonly located on a separate system within the network. However, the client application would be completely unaware that this procedure is being executed on a remote system. SOAP is a very useful messaging protocol that can be used to communicate between applications on distinct platforms or applications that are developed within different programming languages.
[3] Finally, REST can be defined as an interface that two different computer systems can use to communicate information over the internet. This uses HTTP for communication where the responses of REST API are basically HTTP responses. This works by an application or client requesting the server to execute a function. A challenge with REST APIs is that they are stateless. This means that with every request made to the API, it is essential that all of the necessary information is included in order for the request to be understood and processed. [4]
Overall, completing these chapters has furthered my understanding of Cisco’s DevNet, software development and design, as well as understanding and using APIs. I have found how these concepts and ideas can be used by organizations to better advance their network programmability and automation.

[bookmark: _Toc213338719]Case Study    

[bookmark: _Toc213338720]Introduction 

Network programmability is known as the process of cod and concepts, based on the software development lifecycle, to allow networks to operate. [5] DevOps is referred to as a blend of different cultural philosophies, practices, and tools that is able to enhance an organization’s understanding on how to distribute applications and services efficiently. This can give the organization the opportunity to more effectively compete in the market and serve their customers. [6]
This case study will illustrate how network programmability has the ability to enhance the workflow performance of a specific organization in the industry as well as discuss automation. The organization that I have chosen for this case study is a hypothetical company known as NetCloud. NetCloud is a cloud platform that allows individuals and organizations to sign up and use IT services such as storage, servers, and databases via the internet. This saves their clients the need to purchase and maintain their own physical computers and hardware where they can instead only pay for what they use. This can not only be cost effective for these organisations and individuals but also save them time implementing their own systems and the expertise to configure them effectively. [7]
This chosen organization fits well for this case study because network programmability and automation are crucial to their operations. This is because they have specific needs such as being able to scale network resources based on demand, have minimal downtime and lower operational costs. NetCloud strive to offer global infrastructure that maximizes resilience and performance as well as efficient data transfer, minimal latency and substantial application performance. These are all qualities that effective network programmability can offer to an organization. 
NetCloud is in the cloud computing and web services industry with nearly a dozen isolated data centres that all have their independent power, networking and cooling. However, due to the considerable customer growth that the organization has experienced in the last few months, they are starting to run into some challenges within their operations. This meant that an automated and more programmable infrastructure would be required to maintain the organizations standards. 
Based on this, the aim of this case study is to thoroughly analyse how implementing network programming and DevOps techniques can enhance the workflow performance of NetCloud’s operations and services. Additionally, this study will intend to reflect on how automation is allowing this industry to evolve by enhancing efficiency, scalability, and resilience. This case study will primarily focus on two key challenges that NetCloud are currently facing without the implementation of network programming. Firstly, inefficient service provisioning, which is where the organization struggles to rapidly deploy new environments to their customers. Secondly, the use of manual configurations, which can be very prone to errors, inconsistent, and as a result may lead to potential network downtime or even further maintenance costs. It is possible for these issues to be resolved via programmable automation to further enhance overall workflow performance as well as transition the organization towards more intelligent, self-managing network systems. 
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The main challenges of NetCloud, slow service provisioning and error-prone manual configuration, highlight the importance of agility and accuracy in the cloud computing industry. Through the implementation of network automation and DevOps practises, NetCloud can evolve their operations to enable them to deploy their services more efficiently for future customers.  
The first challenge that has been mentioned is inefficient service provisioning. Network provisioning is the process where a network is set up to allow authorized users and devices to access it. [8] To resolve this issue, the implementation of network programming can allow us to automate tasks such as configuring VLANs across network devices to eliminate need to do this manually. According to [9], the process of automating device provisioning can be carried out in two steps. This is explained by firstly separating the configuration parameters from the fundamental vendor-proprietary syntax within the configuration files. This then results in having two separate files, one which contains the values for the configuration parameters. This may include VLANs, domain details, interfacing, routing, etc. The second file would act at the configuration template which would be used for all future devices that are configured and deployed. 
The use of this template can enable us to more efficiently create network configuration files that are much more coherent and specifically tailored for the network. The source then mentions that tools such as Ansible (which uses python as one of its main languages) can be used to generate a vast number of configuration files in a predictable and very accurate manner. The upside of doing this is that this can eliminate the need for manual configurations whenever the organization need to deploy any infrastructure or applications to clientele, which can ultimately save the organization time, money, and allow them to be agile whilst improving customer satisfaction. 
However, an important factor to consider when developing these scripts and software is continuous integration. This is what refers to the integration stage of the process. This is where the developers who are working on the configurations should be consistently merging their alterations into a main repository of a version control system. The use of a version control system for an organization like NetCloud can be incredibly beneficial especially when workflow performance is so essential. Version control systems can offer the ability to develop code with more efficiency and greater quality, as well as being able to better manage and adjust code. [10] 
Additionally, the use of python scripts can aid the execution of tasks and allow for parallel processing across various devices. Python can be used as a programming language to develop APIs via web frameworks such as FastAPI. FastAPI is an example of an efficient-performing framework that can offer a pleasant development experience for developers. The use of a framework such as FastAPI can help facilitate the process of creating and managing APIs. As well as this, this tool can make network automation much more efficient and simpler by offering flexible workflows. [11]
The influence that the network programmability and DevOps tools/technologies that have been mentioned would be incredibly significant. Factors such as workflow performance would be enhanced via more efficient provisioning. This would be due to automated scripts and APIs having the ability to complete time consuming tasks in only a fraction of the time. Potential downtime would also be less of an issue as future changes would be tested and implemented on a more consistent basis, resulting in misconfigurations and network outages being kept to a minimum. Future scalability would also be enhanced as NetCloud would be able to comfortably take on more clientele without enduring any major challenges, as well as not needing to increase their workforce. 
Despite the obvious benefits that NetCloud would reap from a step into network automation, there still may be limitations that come along with this. This may include the initial cost of implementing the required programming infrastructure such as, the licensing for new tools and retraining/hiring staff. To add to this, integrating APIs and DevOps technologies comes with a potential skill gap as the organization’s current network engineers may need to learn how to use this technology. Furthermore, an excessive reliance on these automated systems could lead to a risk of over-automation where there could be a lack of human oversight. This has the potential to lead to unnoticed errors or vulnerabilities creeping into the network. 
In the future of this industry, emerging automation technologies such as AI-driven networking and zero-touch provisioning may have a later impact. AI-driven networking would be a way of eliminating the need for human-centric management. This may result in enhances in efficiency, cost, and resource planning. However, this may also lead to potential limitations like, overly complicated systems, interoperability, and the need for excessive power consumption [12]. Whereas zero-touch provisioning is where unconfigured devices on a network have the ability to automatically load deployment files. These files may include basic system software and configuration files. Zero-touch provisioning would allow networks to automatically configure devices to the exact same standard, improve security by eliminating potential human error, and allow for management to be centralized. [13]
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Finally, this case study of NetCloud illustrates the effect that network programmability and DevOps practises has on enhancing workflow performance within the cloud computing industry. Through implementing tools such as Python scripting and REST APIs, NetCloud will be able to automate vital processes, minimize configuration errors, and increase service provisioning. Additionally, making use of version control systems should also promote better collaboration, consistency, and steady improvement via network operations. Even though automation can introduce challenges like high initial costs and skill growth, the benefits in terms of scalability and reliability outweigh these limitations. After discussing the future of cloud services, AI-driven networking and zero-touch provisioning, it displays a future where networks will become more and more intelligent, adaptive, and capable to manage themselves. Therefore, for NetCloud and other similar organisations, accommodating automation now can start to set up future automation.  


References

[1] 	C. Kurkdjian, “Understanding Cisco DevNet: Key Features and Advantages,” Firefly, 17 January 2025. [Online]. Available: https://www.firefly.cloud/understanding-cisco-devnet-key-features-and-advantages/. [Accessed 24 October 2025].
[2] 	“DevNet Associate - Network Programmability Module,” Cisco Networking Academy, [Online]. Available: https://www.netacad.com/launch?id=4a04bf0f-321f-4ac8-8226-3cea34fd28c1&tab=curriculum&view=ecd8b536-da66-5a72-9a8a-7ba0a8011433. [Accessed 31st October 2025].
[3] 	“What is a RESTful API,” Amazon Web Services, 2025. [Online]. Available: https://aws.amazon.com/what-is/restful-api/. [Accessed 3 November 2025].
[4] 	“What are the disadvantages of RESTful APIs?,” Tencent Cloud, 24 March 2025. [Online]. Available: https://www.tencentcloud.com/techpedia/102509. [Accessed 4 November 2025].
[5] 	“What is Network Programming?,” Cisco, 2025. [Online]. Available: https://www.cisco.com/site/us/en/learn/topics/networking/what-is-network-programming.html. [Accessed 4 November 2025].
[6] 	“What is DevOps?,” Amazon Web Services, 2025. [Online]. Available: https://aws.amazon.com/devops/what-is-devops/. [Accessed 4 November 2025].
[7] 	“Introduction to Amazon Web Services,” Geeksforgeeks, 31 July 2025. [Online]. Available: https://www.geeksforgeeks.org/cloud-computing/introduction-to-amazon-web-services/. [Accessed 4 November 2025].
[8] 	“What is Network Provisioning,” Cisco, 2025. [Online]. Available: https://www.cisco.com/site/us/en/learn/topics/networking/what-is-network-provisioning.html. [Accessed 5 November 2025].
[9] 	M. Oswalt, C. Adell, S. S. Lowe and J. Edelman, Network Programmability and automation: skills for the next generation network engineer, O'Reilly Media, Inc., 2023. 
[10] 	“What is Version Control,” Gitlab, 2025. [Online]. Available: https://about.gitlab.com/topics/version-control/. [Accessed 6 November 2025].
[11] 	T. Muhammad and M. T. Munir, “A Deep Dive into Modern Network Automation by Using REST APIs,” Network Automation , vol. 7, pp. 23-42, 2023. 
[12] 	E. Coronado, B. Gomez and G. Cebrian-Marquez, “Explainable AI for Communications and Networking,” Toward Responsible Automation, pp. 1-21, 2025. 
[13] 	“What is Zero Touch Provisioning (ZTP)?,” Paloalto, 2025. [Online]. Available: https://www.paloaltonetworks.co.uk/cyberpedia/what-is-zero-touch-provisioning-ZTP#how. [Accessed 6 November 2025].







2

