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[bookmark: _Toc197624965]Introduction 
Based on the continuation of the topology and planning from Coursework 1, this report shows the actual implementation of a network infrastructure configuration task. In a simulated business situation, the role focuses on configuring and overseeing fundamental network functions such IP forwarding, routing, and inter-subnet communication. As shown in the given network design, the objective is to guarantee the smooth functioning of essential TCP/IP services on both Windows Server 2022 and Debian Linux 12.5 systems. Numerous services, including NAT, DHCP, and routing, are set up on both the Linux and Windows operating systems as part of this implementation. The goal of the task is to show a thorough understanding of applying security policies, managing network resources, and creating dependable connectivity between various network parts. Every setup step is accompanied with pertinent scripts and pictures to ensure that the tasks are completed successfully.
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As needed, install and set up routing and other essential services. 
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Prmit ICMP traffic, install the Routing and Remote Access Service and adjust the firewall rules.
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Set up a CServer Network site-to-site virtual private network. Select "permanent connection" as the connection type.
Add the RRAS role
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Configuring RRAS to Enable VPN
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Configuring VPN Interfaces (Site-to-Site VPN)
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The Routing and Remote Access Service (RRAS) was used to set up a site-to-site VPN on the S-DC server. With the VPN type set to IKEv2, a demand-dial interface called "CServer" was made and connected to the CServer site's public IP address. Redial settings were activated to guarantee constant connectivity, and the connection was set up to be persistent. By creating a virtual tunnel that facilitates inter-site routing and policy enforcement, this configuration enables secure internet connectivity between the local network and the distant London location.


Make the domian cheng.acca.
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The S-DC Windows Server 2022 machine had Active Directory Domain Services installed and set up. With the root domain cheng.acca, a new forest was established, signifying a scalable and safe directory environment. With the necessary Domain Services Restoration Mode (DSRM) password set up for recovery scenarios, the server was marketed as the first domain controller in the new forest. The Active Directory Users and Computers console was used to confirm the domain structure following a successful reboot.


For every server on 10.20.20.1/24 and 192.168.20.0/24, create the necessary A records.
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To enable name resolution for all servers and clients situated in the 192.168.20.0/24 and 10.20.20.0/24 networks, a record was manually generated in the DNS zone cheng.acca. To enable domain-joined systems to find resources by Fully Qualified Domain Name (FQDN), each host was given a unique name and IP address mapping.


Make PTR records for every server in a reverse lookup zone.
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In the DNS server, reverse lookup zones were established for the 192.168.20.0/24 and 10.20.20.0/24 networks. To enable IP-to-hostname resolution for every server on the network, PTR entries were manually inserted. Backward DNS lookups are made possible by this setting, which is necessary for enhanced traceability and for some services.

Make user accounts for the domain cheng.acca.
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The data in the cheng_users.csv file was used to establish user accounts on the cheng.acca domain. A consistent format that combined the first initial and entire last name was used to name each account. The entire user creation procedure, including assigning organizational units, establishing display names, and applying safe passwords, was automated using a PowerShell script. Active Directory tools were used to successfully verify the accounts.


The second disk drive should be mounted at D:\SwanseaFile
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The second disk drive is initialized and formatted using the NTFS file system and then mounted to the directory path D:\SwanseaFile.


Set up the DHCP services. 192.168.20.1 to 192.168.20.100 is the range. Find additional DHCP choices based on the infrastructure.
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S-DC's DHCP server was successfully set up with a working IPv4 scope that was between 192.168.20.1 and 192.168.20.100. The default gateway, DNS server, and DNS domain suffix (cheng.acca) were among the DHCP parameters that were used. The server interface settings were checked to confirm the validation, and a client computer that successfully received dynamic network parameters via DHCP was used for additional verification.

Join the ClientS1 to chang.acca domain.
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The cheng.acca domain was successfully connected to the ClientS1 computer. The DNS settings were set up to point to the domain controller (192.168.20.1) before joining. After utilizing domain administrator credentials to finish the domain join process, the system was rebooted. Successful domain integration was confirmed when the client was able to authenticate using domain credentials after rebooting.


Assign a DHCP IP address to Client S1.
[image: A computer screen shot of a blue screen

AI-generated content may be incorrect.]
DHCP was successfully set up for IP addressing on ClientS1. The S-DC DHCP server (192.168.20.1) provided the computer with an IP address of 192.168.20.100 in addition to the default gateway and DNS configurations. Full integration into the cheng.acca domain environment was made possible by the setup being validated with ipconfig /all, which verified that DHCP and DNS parameters were received appropriately.


Add roles and features
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DNS
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]


[bookmark: _Toc197624968]Cardiff Network
Install the equivalent of Routing and Remote Access Service and change firewall rules to permit ICMP traffic.
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Configuring `iptables` and enabling IP forwarding on the Linux side can accomplish the equivalent installation of the Routing and Remote Access service. To do this, first edit `/etc/sysctl.conf` to enable `net.ipv4.ip_forward=1`, and then use `iptables` to set forwarding rules. To enable ICMP communication, open ICMP type packets through `iptables`, for instance, `iptables -A INPUT -p icmp --icmp-type echo-request -j ACCEPT`. Once this is done, basic routing and remote access functions can be accomplished.


Set up Swansea Network's site-to-site virtual private network. Select "permanent connection" as the connection type.
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To establish a long-term connection to the Swansea network, set up site-to-site VPN on Linux and using WireGuard. To implement routing forwarding, create key pairs on both ends, set up the wg0.conf file, and activate net.ipv4.ip_forward. To establish a persistent connection, set the connection to begin automatically at boot (systemctl enable wg-quick@wg0). Lastly, to accomplish safe and reliable cross-site communication, permit VPN traffic via iptables and verify compatibility.

Connect devices to the cheng.acca domain within this network.
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A crucial first step in creating centralized identity, security, and administrative control is integrating every device in the network into the cheng.acca domain. Using Active Directory Domain Services (AD DS) on a Windows server, the cheng.acca domain enables simplified network-wide management of people, devices, policies, and security settings. This is especially crucial in an enterprise or multi-site network setting, such as Swansea's site-to-site VPN arrangement, where smooth communication and uniform access controls are necessary.

Each computer was set up to utilize the domain controller's IP address as its primary DNS server to link Windows devices to the domain. This guarantees that domain names are resolved correctly. Each Windows client was then connected to the domain using domain credentials (often a domain admin account) via "System Settings" or sysdm.cpl. Rebooting the device and logging in with a domain user account verified that the domain join had been successful.

Tools like realmd, sssd, krb5-user, samba, and adcli had to be installed for Linux clients (like Debian) to integrate. The domain was joined using "sudo realm join cheng.acca -U administrator" after the DNS settings were pointed to the domain controller and precise time synchronization was confirmed (this is crucial for Kerberos authentication). By confirming that group policies could be searched and domain users could log in, the domain join was validated.

Justification:
· Centralized Management: Administrators can control software distribution, enforce Group Policies (GPOs), and universally define security settings on all PCs by joining devices to a domain.
· Enhanced Security: By eliminating the requirement for local user administration, domain-based logins improve security. The domain controller manages authentication, enabling password policies, account lockout rules, and multi-factor authentication.
· Source Access: By eliminating the need for re-authentication, users can access shared files, printers, and services across VPN-connected sites, increasing productivity.
· Scalability and Maintenance: Using AD to manage people and devices streamlines the onboarding, offboarding, and auditing procedures as the network expands.

Enforcing a professional IT infrastructure standard, improving security, and facilitating centralized, scalable network management by connecting all Swansea network devices to the cheng.acca domain guarantees that the network is prepared for future growth and complies with organizational IT policies.


Set up the DHCP services. 
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On the server s-dc.cheng.acca, the DHCP service was successfully set up to dynamically assign IP addresses to devices in two different network scopes. They are:

[10.0.0.0] Scope DHCP_Linux is probably reserved for infrastructure servers or Linux-based devices.
[192.168.20.0] is the range Client – only for internal network client devices.

Both scopes are active, according to the service status, indicating that DHCP is working and allocating IPs as intended. This configuration facilitates scalability and dynamic device connectivity within the domain-enabled network, lowers administrative cost, and guarantees automated, centralized IP management.

Assign the ClientC1 a DHCP IP address and connect it to the proper domain.[image: A screenshot of a computer
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The server 10.20.20.2 successfully provided ClientC1 with a DHCP-assigned IP address 10.20.20.3, verifying correct network setup. The dhclient command on interface enp0s8 was used to do this. Additionally, the DHCP server supplied the DNS configurations required to resolve the cheng.acca domain. ClientC1 was linked to the cheng.acca domain using realm join with domain admin credentials once network connectivity and name resolution were confirmed. This made it possible to manage policies and authenticate users centrally. ClientC1 can apply Group Policies, access domain resources, and be securely controlled within the company network thanks to the successful domain connection.
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Check for connectivity on the network. 
S-DC – CLIENTS1
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S-DC – C-SERVER
FAILED
CLIENTS1 – CLIENTC1
FAILED


S-DC -C-SERVER
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C-SERVER – CLIENTC1
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C-SERVER – CLIENTS1
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CLIENTC1- S-DC
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CLIENTC1 – CLIENTS1
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An overview of the problems with network communication failures: Troubleshooting and remedies for ping failures
I ran into the issue of some sites being unable to ping one another in this network deployment and VPN integration experiment, particularly when it came to access across Windows and Linux subnets. The following are the manifestations:
The issue is that Windows Server (S-DC) is unable to ping 10.20.20.1 and 10.20.20.100, and Windows client (ClientS1) is unable to ping Linux hosts (such as 10.20.20.100 and 192.168.10.2).
Most of the time, reverse access (Linux → Windows) is common.

Even though WireGuard VPN, PPTP tunnel, IIS service, and static routing between multiple subnets were all successfully configured in this network integration experiment, the Windows client was still unable to successfully ping hosts in the Linux subnet (such as 10.20.20.100 and 192.168.10.2). To resolve this issue, we set up static routing on Windows clients and servers, enabled IP forwarding and NAT on the Linux gateway (C-Server), verified that the client's default gateway points to the correct device, temporarily closed firewall rules, and changed AllowedIPs in the WireGuard configuration to prevent route hijacking. Made several rounds of attempts. Some routing links, particularly the one that blocked or redirected traffic from the Linux client back to Windows, were unable to create an efficient closed loop in the intricate cross-routing environment across multiple devices.

Gained a stronger understanding of Linux routing, Windows static routing administration, VPN tunnel debugging, and cross-platform communications because of the practice, even though the communication was ultimately unsuccessful. Additionally, it established a foundation of experience for the implementation of a more reliable and expandable network architecture in the future.
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The shared folder SwanseaFile can be successfully accessed via the network at \\192.168.20.1\SwanseaFile, as the screenshot demonstrates. A UNC path (\\S-dc\SwanseaFile) is set up on the host computer, and the SwanseaData (D:) drive has been shared with network permissions using Advanced Sharing. The shared folder is being browsed by another client device on the same network, indicating that SMB file sharing was successfully set up. The connection confirms that file sharing across the network is operating as intended, even though the folder is now empty. This makes it possible for machines inside the cheng.acca domain or local subnet to collaborate and access files centrally.
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Internet Information Services (IIS) has been successfully installed and is available on the ClientS1 and domain controller (S-DC) computers running VirtualBox. The local web server setup is indicated by the left window, which displays IIS running on localhost (S-DC). ClientS1 is able to access IIS using IP address 192.168.20.1 in the right window, confirming remote HTTP connectivity over the network. This illustrates IIS availability, DNS resolution (if a hostname is used), and appropriate network routing. Additionally, it verifies that both servers are appropriately interacting within the cheng.acca domain or internal subnet and that firewall restrictions permit HTTP traffic.
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This shows that domain roles and Remote Desktop Services (RDS) have been successfully configured within the cheng.acca network. The server is actively listed with IP 192.168.10.1, and Remote Desktop is enabled, according to S-DC (domain controller) on the left. The Server Manager verifies that it is reachable over the network and that it oversees remote desktop access. ClientS1 is linked to the cheng.acca domain and displays active AD DS and DHCP roles in Server Manager on the right. In the virtualized lab environment, this validates domain trust, role-based service deployment, and appropriate remote management between the two servers.
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1, Vesenia Stevenson User

&, Yolanda Morris User

2, Vvonne Aguilar User

& vvonne Garcia User

2, vvonne Wilson User

2 Zoe Palmer User
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[ Quick Format
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[ Install the latest Powe
~Shell for new features and improvements! https://aka.ms/PSHindows

PS C:\Users\Administrator> Add-DhcpServerva4Scope -Name "LANScope” -5t
srtRange 192.168.20.1 -EndRange 192.168.20.10@ -SubnetMask 255.255.255.8
Add-DhcpServervascope : Failed to add scope 192.168.28.8 on DHCP server S-DC.

At line:l char:l + Add-DhcpServerva
Scope -Name "LANScope” -StartRange 192.168.20.1 -EndR ... PR R————
+ CategoryInfo : ResourceExists: (192.168.20.8:root/Microsoft/...cpServervaScope) [Add-DhepServervascope]

, CimException
+ FullyQualifiedErrorId : DHCP 20@52,Add-DhcpServervaScope

PS C:\Users\Administrator>
PS C:\Users\Administrator> Set-DhcpServerv40ptionValue -Scopeld 192.168.28.8 °

> -Router 192.168.20.1 °
> -DnsServer 192.168.20.1 °
> -DnsDomain "cheng.acca"

PS C:\Users\Administrator>
s C:\Users\Administrator> o
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C:\Users\Administrator>ipconfig /all

Hiid(ms IP Configuration

Host Mame .

Primary Dns Sufflx
Node Type . . .

IP Routing Enabled
WINS Proxy Enabled. .
DNS Suffix Search List.

Ethernet adapter Outer:

Connection-specific DNS Suffix
Description . . .
Physical Address.

DHCP Enabled.
Autoconfiguration Enabled
Link-local IPv6 Address
IPv4 Address.

Subnet Mask .

Default Gateway .

DHCPv6 IAID . B
DHCPv6 Client DUID.

DNS Servers

NetBIOS over Tcpip.
Ethernet adapter INter:

Connection-specific DNS Suffix
Description . . .
Physical Address.

DHCP Enabled.
Autoconfiguration Enabled
Link-local IPv6 Address
IPv4 Address.

Subnet Mask .

Default Gateway .

DHCPv6 IAID . B
DHCPv6 Client DUID.

DNS Servers

NetBIOS over Tcpip.

: 5-DC

cheng.acca

: Hybrid
: Yes
: No

cheng.acca

Intel(R) PRO/100@ MT Desktop Adapter

: 98-80-27-1C-@9-D7

: No

: Yes

: fe8@::a9a5:eb84:albb:38ea¥13(Preferred)

192.168.10.1(Preferred)
255.255.255.252

181187623

80-81-080-01-2F-3B-57-FC-08-808-27-1C-89-D7

HE §
127.8.8.1
Enabled

Intel(R) PRO/10@@ MT Desktop Adapter #2

: 88-8@-27-AD-55-BD

: No

: Yes

: fe80::9de3:7e59:fd19:76b5%9(Preferred)

192.168.20.1(Preferred)
255.255.255.9

168296487

80-81-080-01-2F-3B-57-FC-08-808-27-1C-89-D7

HE §
127.8.8.1
Enabled
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PS C:\Windows\system32> nslookup cheng.accaAddress -InterfaceAlias

>> nslookup _ldap._tcp.dc._msdcs.cheng.acca
Server: s-dc.cheng.acca
Address: 192.168.28.1

Name:  cheng.acca
Addresses: 192.168. R.1
192.168.10.1

Server: s-dc.cheng.acca
Address: 192.168.28.1

Name:  _ldap._tcp.dc._msdcs.cheng.acca

PS C:\Windows\system32>

0

Ter

-ServerAddresses 192.168.20.1
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PS C:\Windows\system32> Set-NetIPInterface —InterfaceAlias "INter” -Dhcp Enabled
Set-DnsClientServerAddress -InterfaceAlias "INter” -ResetServerAddresses

PS5 C:\Windows\system32> ipconfig /all
Windows IP Configuration

Host Name . . . . . . .
Primary Dns Suffix . .
Node Type . . . . . . .
IP Routing Enabled. . .
WINS Proxy Enabled. . .
DNs suffix Search List.

Ethernet adapter INter:

Connection-specific DNS
Description . . . . . . .
Physical Address. . . . .
DHCP Enabled. . . . . . .
Autoconfiguration Enabled
Link-local IPv6 Address
IPv4 Address. . .

Subnet Mask . . .

Lease Obtained. .

Lease Expires . .
Default Gateway .

DHCP Server . . .

DHCPV6 IAID . . . .
DHCPv6 Client DUID.

DNS Servers . . . .
NetBIOS over Tcpip.

PS C:\Windows\system32> |

Client51
cheng. acca
Hybrid

No

No
cheng. acca

cheng. acca
Intel(R) PRO/1000 MT Desktop Adapter
08-00-27-67-C2-39

FeB0::30ca:999a:43ee:2e2e%3 (Preferred)
192.168.20.100(Preferred)
255.255.255.0

11 April 2025 18:

19 April 2025 1

192.168.20.1

192.168.20.1

101187623
00-01-00-01-2F-3A-C6-5E-08-00-27-67-C2-39
192.168.20.1

Enabled

1851
oG NG s [

B 0¥ T 4MErT S, &K Right Ctr
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Jetossysctl.conf - Configuration file for setting system wvariahles
See setossysctl.ds for additional system variables.
See sysctl.conf (5) for information.

i
i
i
i
#

gleernel.domainname = example.com

¢ Uncomment the following to stop low-level messages on console
gleernel.printl = 3 4 1 3

s s S L s
¢ Functions previously found in nethase
3

# Uncomment the next two lines to enahle Spoof protection (reverse-path filter)
# Turn on Source Address verification in all interfaces to

¢ prevent some spoofing attacks

#net . ipvd.conf.default.rp_filter=1

gnet . ipvd.conf.all.rp_filter=1

# Uncomment the next line to enable TCR/IP SYN cookies
¥ See http://lun.net/articles/2771467

# Note: This may impact IPwE TCP sessions too

#net . ipvd . top_syncookies=1

¢ Uncomment the next line to enable packet forwarding for IPwd
net . ipwd. ip_forward=1

¢ Uncomment the next line to enable packet forwarding for IFWE
¥ Enabling this option disahles Stateless Address Autoconf iguration
#  based on Router Advertisements for this host

#net . ipva.conf.all. forwarding=1

s
additional settings - these settings can improve the network
security of the host and prevent against some network attacks
including sponfing attacks and man in the middle attacks through
redirection. Some network environments, however, require that these
settings are disahled so review and enable them as needed.

Do not accept ICMP redirects (prevent MITH attacks)

3
3
3
3
3
3
3
gnet. ipvd.conf.all.accept _redirects = @

i Hrite out
)i Read File

Hhere Is Location

“Hy
) i Go To Line

0w
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ront@c-server: shome/cserverd fusrsshindiptables -A INPUT -p icmp --icmp-tupe echo-reguest -3 ACCEPT
ront@c-server: shome/cserverd fusrsshindiptables -4 OUTPUT -p icmp --icmp-tupe echo-reply -§ ACCERT
root@c-server: shomescserverd
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i SCVpn Inth¥ace: SCVpn
Status: Inactive bPX v+1/rEOwhb/k TUAF!
r Public key:  FdevFa6V2ysxasWwajIFuOBVeaOnTqWyvnOgndiQSGl=

Listen port: 65000

Addresses:  172.16.0.1/24
4 Activate
Peer

Public key:  4taMxtiyDKeCMPHETIh1PQSqzNIZInBRUSGhatg6rQY=

Allowed IPs:  172.16.0.2/32, 10.20.20.

Endpoint:  192,168.10.2:65000

Persistent keepalive: 25
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€) WireGuard

oup default olen 1000

Tunnels Log Lv
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@ sCVvpn Interface: SCVpn

Status: @ Active
INPUT ACCEPT [0:

Public key:  FdevFabY2ysxasiWwqjlFuO6VeaOnTqWvnOgn4iQSGl= :FORARD ACCEPT [0:0]

Listen port: ~ 65000

Addresses:  172.16.0.1/24

Peer

Public key:  4taMxtiyDKeCMPHETh1PQSqzNIZInBRUGhatg6r
Allowed IPs:  10.20.20.0/24, 172.16.0.2/32
Endpoint:  192.168.10.2:65000
Persistent keepalive: 25
Latest handshake: 42 seconds ago

Transfer: 504 B received, 924 B sent

£ Add Tunnel ~ | X Ed
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"
# (Recommended)

localip 192.168.18.2
remoteip 132.168.18.1

# or
#localip 192.168.0.234-238,192. 168.0.245
#remotein 192.168.1.234-238,192.168.1.245
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File
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root@c-server: /home/cserverd

root@c-server

sudo: systmct
root@c-server

pptpd.service - POPTOP

Loaded: loaded (/1ib/systend/systemn/pptpd.service

Active:

Docs: man:pptpd(8)

/home/cserverd

root@c-server:/home/cserverd sudo
root@c-server:/home/cservers sudo
command not found
/home/cserver# sudo
root@c-server:/home/cservers sudo

chmod 600 /etc/ppp/chap-secrets
systmctl restart potpd

systemctl restart pptpd
systemctl status potpd

Foint to Point Tunneling Server

3 preset:

since Sun 2625-05-11 15:42:56 BST; 175 ago

man:pptpetrl(8)
man:pptpd . conf (5)

Main PID:
Tasks
Hemory: 1.6H
CRU: 13ms

2513 (pptpd)
3 (limit: 2306)

CGroup: /system.slice/pptnd.service
2513 /usr/shin/pptpd --fg

2514 "pptpd [192.168.10.
2515 /usr/shin/pppd local file /etc/ppp/pptpd-options 115260 10.20.20.1:10.20.20.100 ipparam

c-server
c-server
c-server
c-server
c-server
c-server
c-server
c-server
c-server
erver

pptpd [2514]
pptpd [2514]
pppd [2515:
pppd [2515:
pppd [2515:
pppd [2515:
pppd [2515:
pppd [2515] :
pppd [2515:
pppd [2515.

:E663 - 0000]'

¢ CTRL: Client 192.168.10.1 control connection started
CTRL: Starting call (launching pppd, opening GRE.
Flugin /usr/lib/pptpd/potpd- logutmp.so Loaded.

pppd 2.4.9 started by root, uid o
Using interface pppa
Connect: pppe <--> /dev/pts/il

peer from calling number 192.168.10.1 authorized
MPPE 128-hit stateless compression enabled
816:6601:heca:adlf
44f :heca: T5ea:dsaf

local LL address feso::
remote LL address fes
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root@c-server: /home/cserverd

root@c-server: /home/cserverd

root@c-server: /home/cserverd
root@c-server:/home/cserver# ping cheng.acca

PING cheng.acca (192.168.10.1) 56(84) butes of data

64 bytes from
64 bytes from
i3

[8]+ Stopped
root@c-server
"2

[91+ stopped
root@c-server
Server:
Address:

192.168.10.1: icmp_seg=1 tt

28 tine=0.442 ms

192.168.10.1: icmp_seg=2 tt1=128 time=0.438 ms

ping cheng.acca
+/home/cserver# nslookup cheng.accad

nslookup cheng.acca#
+/home/cserver# nslookup cheng.acca
192.168.10.1
192.168.10.1#53

Name:  cheng.acca
Address: 192.168.10.1
Name:  cheng.acca
Address: 192.168.20.1

root@c-server: /home/cservers nslookup 192.168.20.1
1.20.168.192. in-addr.arpa name = S-DC.cheng.acca.

root@c-server: /home/cservers nslookup 192.168.10.1

35 communications error to 192.168.10.1#53: timed ou

;5 Got SERVFAIL reply from 192.168.10.1

i server can't find 1.10.168.192. in-addr.arpa: SERVFAIL

root@c-server:/home/cservers nslookup 10.26.20.1
1.26.20.10. in-addr.arpa name = c-server.cheng.acca.

root@c-server: /home/cserverd

. .Y =P =
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rooteclientcl:/home/clientcl# sudo dhclient -v enp@ss
Internet Systems Consortium DHCP Client 4.4.3-P1
Copyright 2004-2022 Internet Systems Consortium

A11 Tights reserved

For info, please visit https://waw.isc.org/software/dhcp/

Listening on LPF/enp@s8/@8:00:27:21:3c:cd

Sending on LPF/enp@s8/@8:00:27:21:3c:cd

sending on  Socket/fallback

DHCPREQUEST for 10.20.20.3 on enp@s8 to 255.255.255.255 port 67
DHCPACK of 10.20.20.3 from 10.20.20.2

RTNETLINK answers: File exists

oound to 10.20.20.3 Tenewal in 235 seconds

rooteclientcl: /home/clientci# ||
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C (Snapshot 4) [Running] - Oracle VirtualBox - o X ClientS1 (Snapshot 3) [Runni — [m] X
File Machine View Input Devices Help File Machine View Input Devices Help
Recy Recycle Bin

C:\Users\Administrator>ping 192.168.208.100
C:\Users\a.adams>ping 192.168.28.1

Pinging 192.168.208.100 with 32 bytes of data:
lReply from 192.168.20.100: bytes-32 time<ims TTL=-128 Pinging 192.168.28.1 with 32 bytes of data:
Reply from 192.168.20.100: bytes=32 time=2ms TTL=128 Reply from 192.168.28.1: bytes=32 time<ims TTL=128
FReply from 192.168.208.100: bytes=32 time<ims TTL=128 | Reply from 192.168.208.1: bytes=32 time<ims TTL=128
Reply from 192.168.20.108: bytes=32 time<ims TTL=128 g Reply from 192.168.20.1: bytes=32 time<ims TTL=128

Reply from 192.168.28.1: bytes=32 time<ims TTL=128
Ping statistics for 192.168.20.100:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss), ] Ping statistics for 192.168.20.1:
Approximate round trip times in milli-seconds: ] Packets: Sent = 4, Received = 4, Lost = & (8% loss),
Minimum = @ms, Maximum = 2ms, Average = @ms R Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 8ms, Average = @ms

C:\Users\Administrator>
C:\Users\Administrator> C:\Users\a.adams>ping 192.168.18.1
C:\Users\Administrator>
C:\Users\Administrator> Pinging 192.168.16.1 with 32 bytes of data:
C:\Users\Administrator> Reply from 192.168.18.1: bytes=32 time<ims TTL=127
C:\Users\Administrator> Reply from 192.168.18.1: bytes=32 time<ims TTL=127
C:\Users\Administrator> 1 Reply from 192.168.18.1: bytes=32 time<ims TTL=127
C:\Users\Administrator> Reply from 192.168.10.1: bytes=32 time<ims TTL=127
C:\Users\Administrator> 1
C:\Users\Administrator> Ping statistics for 192.168.10.1:
C:\Users\Administrator> Packets: Sent = 4, Received = 4, Lost = & (8% loss),
C:\Users\Administrator> Approximate round trip times in milli-seconds:
C:\Users\Administrator> Minimum = @ms, Maximum = @ms, Average = @ms
C:\Users\Administrator>
C:\Users\Administrator> C:\Users\a.adams>
C:\Users\Administrator>, C:\Users\a.adams>

C:\Users\a.adams>

C:\Users\a.adams>

C:\Users\a.adams>

C:\Users\a.adams>

C:\Users\a.adams>

C:\Users\a.adams>

C:\Users\a.adams>

s C:\Users\a.adams>_
B~ R ™ id m-m <

»

BOXISFMEN S & B Right Ctrl B O[T ¢ mE™ S & [ rRight Ctrl
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& 5-DC (Snapshot 4) [Running] - Oracle VirtualBox = [m] X | @ c-Server [Running] - Oracle VirtualBox - [m] X

Machine View Input Devices Help

File Machine View Input Devices Help

:\Users\Administrator>
C: \Users\Administrator>
C: \Users\Administrator>

: \USEI"S\Adml"lStI"BtGI")pl"g [RZETCESI AR 64 bytes from 192.168.20.100: icmp_seq=7 tt1=255 time=1.07 ms

64 butes from 192.168.20.100: icmp_seq=g tt1=255 time=1.69 ms

A 3 3 64 butes from 192.168.20.100: icmp_se .16 ms
R D (rF e 64 butes from 192.168.20.100: icmp_se +41=255 time=1.33 ms
Reply from 192.168.10.2: bytes=32 time<ims TTL=64 64 bytes from 192.168.20.100: icmp_seq=11 tt1=255 931 ms
e 3 - S = 64 butes from 192.168.20.100: icmp_seq=12 tt1=255 508 ms

=y 4 DT 10,283 Tyikes=2e time=ims TTL-6% 64 butes from 192.168.20.100: icmp_se: +11=255 02 ms
Reply from 192.168.10.2: bytes=32 time<ims TTL=64 64 bytes from 192.168.20.100: icmp_se +11=255 937 ms
e 3 - 3 = 64 butes from 192.168.20.100: icmp_seq=15 tt1=255 15 ms
Renlvas LT 10-0s ies=s Ei=dls Til=3 64 bytes from 192.168.20.100: icmp_seq=16 tt1=255 978 ms
64 butes from 192.168.20.100: icmp_seq=52 tt1=255 28 ns

3 A 3 64 butes from 192.168.20.100: icmp_seq=53 tt1=255 61 ms
Ty SEEebies P 192.168.19.2: 64 butes from 192.168.20.100: icmp_seq=54 tt1=255 30 ms
Packets: Sent = 4, Received 4, Lost = @ (8% loss), 64 bytes from 192.168.20.100: icmp_seq=SS ttl=255 time=1.73 ms

i 3 3 3 ATlH= 5 64 butes from 192.168.20.100: icmp_seq=56 tt1=255 90 s
|Approximate ] trip times in —ild=czerTibs 64 butes from 192.168.20.100: icmp_seq=57 tt1=255 61 ms
Minimum = @ms, Maximum = 1ms, Average = @ms 64 bytes from 192.168.20.100: icmp_sel tt1=255 22 ms

64 bytes fram 132.168.20.100: icmp_seq=59 tt1=255 time=1.45 ms
A q 64 bytes fram 132.168.20.100: icmp_seq=60 tt1=255 time=2.34 ms
IC: \Users\Administrator>ping 192.168.10.2 "z

[s]+ Stopped ping 192.168.20.100
A o 3 cserver@c-server:™$ ping 192.168.20. 100

Pinging 192.168.108.2 with 32 bytes of data: PING 192.168.20.100 (192.168.20.100) 56(84) hytes of data.

3 — 3 = 64 bytes from 192.168.20.100: icmp_seq=6 ti1=255 time=1.65 ms
Ezly SArin TELITLI0.23 Bies=h ELEELE U= 64 bytes from 192.168.20.100: icmp_se 34 ms
Reply from 192.168.10.2: bytes=32 time<ims TTL=64 64 bytes from 192.168.20.100: icmp_seq: .80 ms

3 - 3 = 64 butes from 192.168.20.100: icmp_seq=3 tt1=255 time=1.32 ms
Reply from 192.168.10.2: bytes=32 timecims TTL=-64 o4 bares from 190, 16850, 100: lomoros
Reply from 192.168.10.2: bytes=32 time=1ms TTL=64 64 bytes from 192.168.20.100: icmp_se

2
3 g [6]+ Stopped ping 192.168.20.100
Ping statistics for 192.168.10.2: cserver@c-server:™$ ping 192.168.16.1
S _ 3 _ PING 192.168.10.1 (192.168.10.1) 56(84) bytes of data.
PaFkEts' sent - 4, R?[Elv?d 3. Lost - @ (e L=y 64 bytes from 192.168.10.1: icnp_seq=1 ttl=128 .814 ms
|Approximate round trip times in milli-seconds: 64 bytes from 192.168.10.1: icmp_seq=2 ttl=128 615 ms
A - i . - 64 butes from 192.168.10.1: icmp_seq=3 tt1=128 382 ms
GHIEEID = G5, i oy Qrarese = 5 64 bytes from 192.168.10.1: icmp_seg=4 ttl=128 471 ms
64 butes from 192.168.10.1: icmp_seq=5 tt1=128 938 ms
3 A 64 butes from 192.168.10.1: icmp_seq=6 tt1=128 771 ms
Gt enshiin i ERako Gy 64 butes from 192.168.10.1: icmp_seq=7 tt1=128 866 ms
64 butes from 192.168.10.1: icmp_seq=8 tt1=128 633 ms
64 butes from 192.168.10.1: icmp_seq=3 tt1=128
64 butes from 192.168.10.1: icmp_seq=10 tt .
64 bytes from 192.168.10.1: icmp_seq=11 +t1=128 time=1.94 ms
64 butes from 192.168.10.1: icmp_seq=12 tt
64 butes from 192.168.10.1: icmp_seq=13 tt
64 butes from 192.168.10.1: icmp_seq=14 tt
"z
[7]+ Stopped ping 192.168.10.1
cserverac-server:“s
K1} D

Z”.-.F'l.-

]
BOorSsmOmSs 60 MO S Er™S & MRight Ctrl
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cserverd@c-server: % plng 132.168.20.

PING 152.168.20. 100 (192.1683.20. 100) S6(84) butes of data.
J6¢ hytes from 192.168.20.100:
bytes from 192.168.20.100:
bytes from 192.168.20.100:
bytes from 192.168.20.100:
bytes from 192.168.20.100
bytes from 192.168.20.100
bytes from 192.168.20.100
bytes from 192.168.20.100: icmp_seq=13
bytes from 192.168.20.100: icmp_seq=14
bytes from 192.168.20.100: icmp_seq=15
bytes from 192.168.20.100: icmp_sed=16
bytes from 192.168.20.100: icmp_seq=17
bytes from 192.168.20.100: icmp_seq=18
bytes from 192.168.20.100: icmp_sed=19
bytes from 192.168.20.100: icmp_seq=2e
bytes from 192.168.20.100: icmp_seg=2l
bytes from 192.168.20.100: icmp_seq=22
bytes from 192.168.20.100: icmp_seq=23
bytes from 192.168.20.100: icmp_seq=24 t+t1=255 time=86.5 ms
bytes from 192.168.20.100: icmp_seq=25 t+t1=255 time=37.6 ms
bytes from 192.168.20.100: icmp_sed=26 ttl=:

bytes from 192.168.20.100: icmp_seq=2]
bytes from 192.168.20.100: icmp_seq=28
bytes from 192.168.20.100: icmp_seq=29
bytes from 192.168.20.100: icmp_seq=30
bytes from 192.168.20.100: icmp_seq=31
bytes from 192.168.20.100: icmp_seq=32 tt1=255

icmp_seq=10
icmp_seq=11 tt1=255 time=75.2 ms
icmp_seq=12 tt1=255 time=78.0 ms

+41=255
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