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1. What is a virus?
1.1 Overview
A virus is a piece of malicious code or a program that is written and infected into systems with the main goal or altering or deleting files to damage the system or and even replicate itself to other systems within the network. Some are also designed with financial gain as the main goal. [1]
A computer virus acts very similar to the flu virus, it spreads between hosts and replicates itself. Also, similarly as the flu virus needs a host cell to reproduce, a computer virus needs a piece of code or a file from a host to reproduce. [1]

1.2 Brief history
Viruses first appeared in the 1980s as that’s when computers spread to homes and business with machines being released such as the IBM PC and the Apple Macintosh. One of the first ways viruses started to spread was through the widespread use of computer bulletin boards. People would dial into a bulletin board and download games and files, and this led to the first Trojan Horse virus. The floppy disk was also very popular for viruses as entire operating systems were stored on these disks and file sizes were very small, this is when virus authors created the first self-replicating programs. [2]
2. What types of virus are there?
There are many different types of virus and not all software attacking your PC is a virus, a computer virus is a type of malware [3]. Below are the most common kinds of virus:
· Trojans
· Ransomware
· Spyware
· Worms
· Adware

3. What is ransomware?
3.1 Overview
Ransomware is a type of malware that accesses a host and prevents any users from accessing their system or personal files and demands payment to grant access to the files that it has blocked. Ransomware has been around since the 1980s and payments today are usually ordered to be paid in cryptocurrency. [4]

3.2 Cryptowall
Cryptowall is a vicious form of ransomware [5]. Where a normal typical ransomware will encrypt files and demand money to grant access to them, Cryptowall takes this a few steps further, it hides within the Operating System, and puts itself in the start-up folder. And to make matters even worse for the host it deletes the Volume Shadow Copies of your files which makes it incredibly difficult and sometimes impossible to recover encrypted files for free. It encrypts the files on any drive on the system that has an assigned letter, even if this drive is connected via a network, So even some cloud style storage are not safe from being encrypted. Finally, they will also try to capture your passwords and access your bitcoin wallet at the same time. [5]
4. How do you get Cryptowall?
Cryptowall is spread in a few different ways, but most commonly through Spam emails, compromised websites, malicious ads or from other malware [6]. When a spam email is received it is usually made to be from a different sender that would usually be a trusted source e.g Bank or government, but it is in face just made to deceive the receiver into believing they can trust this email, when in fact it has just been cloned and is waiting to infect your computer with malicious code.
5. How to prevent Cryptowall?
5.1 Good Practices
The first thing any system should have, not just to prevent Cryptowall but for general security purposes, is an anti-virus software that is fully up to date with the latest updates. Additionally, there should be a fully up to date malware scanner too. This will provide the system with a good level of protection to most potential virus attacks. But the software cannot always protect you against everything 100% of the time. Sometimes things manage to slip through the security and cause the user problems. Thee are a few things that we can implement to try and prevent this from happening.
Firstly, there are ‘Safe internet Practices’ that can be followed in order to increase the level of safety. This would include not visiting untrusted or questionable websites, eont ever open web links received via email, never provide personal information in any form of chat room, forum or social media style environment [7].
Finally, implementing software restrictions to lower users on the network can prevent Cryptowall accessing all of your data and encrypting it from you. If a user only has access to the essential files, they need to carry out their job/role then when hit by a Cryptowall attack only the available files can be encrypted.


5.2 Backup plan
Having a good, reliable and robust backup plan can save a business or even an individual a substantial amount of time and money when they need to restore their files back to a pre-encrypted state. If a good backup plan is in place Cryptowall would be only and inconvenience more then anything as you would need to remove it off the system and then restore from one of your recent back ups and you would be good to continue with your files in a reasonable amount of time and in a costly manner. This would also prevent you from having to pay the ransom being demanded to de-encrypt your data.
6. What if I get Cryptowall?
6.1 first steps
When it is known that your computer has been hit by a Cryptowall attack, the first step to take would be scan the system with antivirus and antimalware programs. This will not remove Cryptowall itself as usually it is not known that you have been hit by this attack until all your files have been encrypted and there is a message asking for the ransom, the software scan could also detect and remove any other ransomware that was installed alongside Cryptowall [8].
Firstly, there are only a few ways the encrypted files can be re-accessed. The First way to get back into the files that you lost are from backups, this is the best method to make sure the data lost is minimal in an attack of this kind.
Secondly, there is a very slim chance that you maybe able to recover some of the original un-encrypted files using some form of third-party file recovery program. It is important to note the more your computer is use post-attack the less likely your file recovery is to retrieve anything useful [8].
Finally, this method will only work for you if you are very lucky. The Cryptowall infection always attempts to delete the Shadow Volume Copies on your computer, but in a few cases ait has been known that sometimes it fails to remove this file and you can access and attempt to restore you data [8].

6.2 Should you pay?
The likely hood that payment would be needed to pay this ransom would depend on several factors. If the correct security measures are in place, the correct practices are being followed, and a robust, reliable backup plan in place then it is likely that payment would not be needed to recover all your files as the correct precautions are in place and all the data can be recovered quickly and easily from a back up once the ransomware has been removed.
If these precautions were not in place and the files were encrypted with no back up to restore from, the question then becomes a little bit more complicated. There are some ways as discussed previously in which files can attempt to be recovered, but this is very unlikely and not to be relied on. The question of if you should pay depends on the value of the files lost and if you can replace them easily [8].
7. Summary
As it has been discovered in the main body of this report, anyone who uses technology is at risk from being attacked by a virus and it can cause devastating effect on a business or individual if they are unprepared for such things to happen. When preparing for a ransomware attack or more specifically a Cryptowall attack it is essential that there are good practices and precautions in place to avoid being hit by this nasty virus. If an unprepared system was struck by Cryptowall there is a very slim chance that any of the files would be recovered without paying the ransom, and if a business was hit it could be crucial for them to get their files back for the functionality of the business to continue.
It is believed to be essential to have a reliable and robust backup plan in place to prevent losing any data if a scenario like this were to pan out, also a backup plan is also piece of mind in any situation not just a cyber-attack and is recommended for any user of a system to have this implemented.
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