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Explain the context for the project. Who is the industrial partner? What is the background reason for doing this particular project? What specific skills or interests does the researcher have that makes them the right person to do this project?
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Critical National Infrastructure (CNI) has always been classified as at risk due to the impact that it can have on social, health and transport. If a CNI industry such as a water and sewage company is targeted there is the possibility of not only making people ill, but there is the risk of fatalities especially if the chemical dosing is altered. This paper will examine the criticality and effects of having cyber threat intelligence (CTI) with a closer focus on CNI.
Whilst the majority of CNI have a segregation between their operational technology (OT) and their IT estates, this segregation can also leave organisations open to attack if not properly configured or managed. Some OT sites are at a greater risk as the Supervisory Control and Data Acquisition (SCADA) software, application and architecture are utilising older operating systems as they are often not upgraded after implementation due to the cost and architecture that exists and relies on them. Due to this the Cyber Security Risk Management (CSRM) for CNI even more challenging.
CTI can be gathered from both open-sourced intelligence (OSInt) and from threat intelligence platforms (TIP).  Whilst TIP’s utilise OSInt sources they also can provide dark web monitoring as well as additional analysis however this is not always affordable for businesses. dThere are CTI and Threat Intelligence Platforms but none that specifically are targeted for CNI usage therefore my solution will consider the OT threats that Dwr Cymru Welsh Water (DCWW) may be affected by as well as the IT threats. This can be done by creating a tailored list that could be applied to any water industry to provide alerting that enables the reactive response timeframe to be minimised.
 The SANS cyber threat survey response [6] indicates that “the leading use was for threat detection (89%), followed by threat prevention (77%), threat response (72%) and threat mitigation (59%).” It also implies that any organization that are focusing too heavily on threat prevention often struggle with detection and response elements that occur in an incident.  Whilst [6] CTI is predominantly seen as a primary data driver for the detection of threats found in their estate however the most beneficial CTI is the indicators of compromise (IoC) especially when used with the tactics, techniques, and procedures (TTP). 
[1] Emphasises that there is necessity for industries to share CTI however there is a “lack of focus on how CTI information can support the CSRM activities” this is also due to attacks being more sophisticated and multi-vectored. Which is also backed up by the attacks seen against the Ukraine power grid [4] targeting CNI SCADA along with the 2013 Rye dam attack [3] which specifically targeted the floodgate of the Bowman Avenue Dam. 
As CNI are not only vulnerable from OT and SCADA attacks as well as IT attacks such as the recent 2023 MoveIT automated attack from Clop [7], but this also emphasises the need for a tailored CNI alerting tool that can be utilised within the water industries. As SCADA are Industrial Control Systems (ICS) that provide a supervisory-level control over a machine or industrial process [8] their versatility means that they can be found in numerous CNI settings as well as in manufacturing processes – this means that they are likely to have vulnerabilities. Trend Micro’s zero-day initiative [8] indicates that vulnerabilities are known in SCADA and they are likely to be present for some time. Whilst this does not indicate whether mitigations are possible for these vulnerabilities alerting and monitoring systems would be required to ensure that the SCADA and ICS systems are not being exploited. With technological advancements cyber threats against SCADA are becoming more prevalent by exploiting elements such as weak IT and OT segregation [9] along with a lack of maintenance and weak protocols. Depending on the SCADA system it is likely that there may be elements that are exposed to the internet that sites such as Shodan may show vulnerabilities [9]. These known vulnerabilities can be mitigated via hardening and the appropriate monitoring of the devices however attacks that might circumvent the security controls are often not monitored as it would require a dedicated cyber threat analyst or an automated reporting system that is specifically looking for these exploits in the wild to enable an organisation to monitor and alert on the specific IoC’s.
With the constantly changing landscape in the field of Cyber Security means that organisations are regularly at risk of cyber threats and whilst this can vary depending on the services, data and applications that they use. This means that businesses must be on constant alert to be able to respond reactively when such incidents are identified. Whilst this is not always feasible for many organisations to respond promptly resulting in delays responding to incidents involving cyber threats especially if they don’t have a security operation centre (SOC) or a hybrid SOC.
CNI’s need for a dedicated and tuneable alerting system is highlighted from the sources reviewed in this document and if it is sharable amongst water industries it would strengthen the security postures and reactive response times in relation to the alert notifications. Having a shared tool that would allow for alerts to be received, reviewed, and added to reports whilst it would have some deviance in the initial response to such an alert would allow and organisation to assess the applicability as not all CNI especially in the water industry use the same systems or SCADA. Ensuring the input from customisable lists would allow organisations to tailor the alerts that they see which would grant flexibility as to the alerts received.

3. Aims & Objectives
	
Aims
To create a solution that enables organisations to automatically generate alerts for threats which can either be reviewed manually or automatically with the goal of minimizing the risk threats posed.
The solution will generate Cyber Threat Intelligence (CTI) alerts to enable an organisation to quickly respond to critical threats and to allow less-critical threats to be monitored, managed and mitigated in line with the dedicated Service Level Agreements (SLAs) that an organization has. 
The solution will also be and be able to produce reports based on the type and Threat score along with some details regarding the threat actor and be able generate reports suitable for board members.

Objectives
The project must have the ability to:
· Parse and process information
· Generate alerts by either email, SMS or to a dedicated teams channel upon the detection and processing of data from the sources
· Report a risk with the assigned CVE score
· Process information and ingest from a variety of sources such as security blogs or Twitter
· assign a SLA suggestion based on the threat posed such as critical, high, medium or low.

The project should have the ability to:
· Generate reports for daily, weekly and monthly reports
· Assess vulnerability via an application assets list which should be easily amendable and updatable.

The project could have the ability to:
· produce reports on threat actors based on threats seen and the IOC’s they use

The project won’t have the ability to:
· automatically generate lists regarding the tools, software and hardware that exist on the estate
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[bookmark: _Toc139978613]4.1 Research Methodology
	In this section you will describe what you are going to do, not explain what a research methodology is. You do not need to include the research wall or the research onion in this section.
[bookmark: _Toc139978614]4.1.1 Philosophy
	Positivist or phenomenological? Justify your choice. How will you use your philosophy’s advantages in your project? How will you work around any disadvantages? If you plan to use a mixed methods approach, explain which parts of your project use which philosophy. 
[bookmark: _Toc139978615]4.1.2 Approach
	Deductive or inductive? Justify your choice. How will you use your strategy’s advantages in your project? How will you work around any disadvantages? If you plan to use a mixed methods approach, explain which parts of your project use which strategy.
[bookmark: _Toc139978616]4.1.3 Strategies
	These will be a literature review (a specific form of document review) and two of experiment, software development, case study, document review, action research, ethnographic study,  and survey. Why did you choose these strategies? If you are doing a case study then briefly explain the situation covered.
4.1.3.1 Literature Review
4.1.3.2 <Strategy 2>
4.1.3.3 <Strategy 3>
[bookmark: _Toc139978617]4.1.4 Risks & Limitations
	What external factors could prevent your project from being a success? How will you attempt to prevent this from happening? If things do go wrong, how do you plan to work around this? Are there any limitations on your project? If so, then what are they and how are you going to handle them?
[bookmark: _Toc139978618]4.1 5 Ethical Issues
	Are there any ethical issues related to this research? Is there any potential of physical, mental, or reputational harm to the researcher, any industrial partners, any participants, or to the university?
[bookmark: _Toc139978619]4.1.6 Validity, Reliability & Generalisability
4.1.6.1 Validity
	Is this a good way to investigate this problem?
4.1.6.2 Reliability
	Would a different researcher investigating the same problem be likely to get the same results?
4.1.6.3 Generalisability
	What range of situations do your results apply to? Could they be used for similar problems or similar organisations, or with similar data sets?
[bookmark: _Toc139978620]4.1.7 Data Evaluation Methods
4.1.7.1 Data Collection
	What types of data do you plan to collect? How do you plan to collect this data? If you are doing a survey, then how many respondents will you need, and how do you expect to contact those people? What is the minimum amount of data needed for your project? What will you do if you cannot collect enough data?
4.1.7.2 Data Evaluation
	How will you evaluate your data? What statistical analysis techniques will you use? If you are performing an experiment then what are your experimental hypotheses and what level of statistical significance will you use? How will you present your data?
[bookmark: _Toc139978621]4.2 Development Methodology
	In this section you will describe what you are going to do, not explain how your development or analysis methodology works. 
[bookmark: _Toc139978622]4.2.1 Software Development Methodology OR Other Relevant Major Methodology
	State which software development you will be using and justify your decision. If you are doing a data mining project then you should state which data mining methodology you will be using. Most software development projects will use Feature Driven Development, as it is an Agile methodology suitable for small single-programmer projects.
[bookmark: _Toc139978623]4.2.2 (Optional) <Any Other Relevant Subsidiary Methodologies>
	Some projects may use more than one methodology. If this is the case for your project, state which other methodologies you will use and justify your decisions.


[bookmark: _Toc139978624]5 Resources and Planning
	In this section you will describe what you are going to use, not explain what a resource is.
[bookmark: _Toc139978625]5.1 Hardware Resources
	What hardware will you be using? Is there anything other than a normal networked PC?
[bookmark: _Toc139978626]5.2 Software Resources
	What software will you be using? What versions? If you need to download specialised software from anywhere, where will it come from?
[bookmark: _Toc139978627]5.3 (Optional) Information Resources
	If you need external data for your project, where will that data come from?
[bookmark: _Toc139978628]5.4 (Optional) Human Resources
	Do you need people other than yourself and your supervisor to provide input to your project? If your project includes user testing or a survey then you need to identify how many subjects you need and how you will contact these people.
[bookmark: _Toc139978629]5.5 Project Plan
	Provide either a simple Gantt chart or some other type of timeline chart or table to show the projected phases of the project. Include milestones such as submission dates and vivas if you know those dates. As a rule of thumb, the interim vivas are usually around the second week in January, the project report at the end of April (the first week back after the Easter break), and the final viva around the second week in May.

At the end of the section write a final paragraph to link it to the next section of your proposal.
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