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Section 1. [bookmark: _Toc176526114]Overview
1.1 [bookmark: _Toc176526115]General
Currently within the secure unit within which the author works, there is a wet-sign book that records visitors to the unit. The unit is not accessible to the general public, within a secure building and is not accessible to other staff that work at the building.  If they do visit then the sign-in book is utilised. 
The initial idea was to purely provide an electronic version of this book, however, that would be relatively simple. All staff members also carry RFID cards, and the next step to this system would be to add their RFID card number to the database, improving the useability of the system and to some degree the security, although a card could be misappropriated and entry gained without authorisation.
This led to a further progression of the project where the facial credentials of visitors could be stored, then when they subsequently arrived, their face would be matched to a database that contained their initial stored face image. Facial recognition is used at national level for border control and for security monitoring at large events. However, there are technologies available to use facial matching for simple door entry systems also, it is also commonly seen in recent times as a method for unlocking electronic devices such as mobile phones. It should now be possible to utilise these technologies for workplaces, with numerous benefits.
This facial recognition system would be run on a closed system, on a network that does not connect externally and would only have to check against a database of roughly 50 personnel. There are of course privacy concerns that would have to be addressed if the system were to be hosted externally, or if it utilised external databases, but this system would be closed and internal to the unit within which we work. This helps with the privacy aspect but it may be necessary to get permission from users to store their biometrics.
Initially the system was to be designed for visitors to the unit, especially regular visitors, such as cleaners, department managers and staff that routinely use our service. However, it soon became apparent that this system, if implemented correctly and if the software and hardware worked accurately enough, could become a fire register and/or a time register for staff working within the unit. As it is common for members of staff to leave the unit routinely in a given working day, it would really only record whether they are currently in the office. However, a system such as this for other industries could monitor breaks, start times and finishes automatically. For this to work seamlessly, there may have to be two cameras, facing different directions and ultimately if it could work via live video then there would be no physical interaction required with the system except when a new person’s face is added to the database of authorised staff visitors. There could also be a feature where snapshots of entries and exits could be stored, so that if there were to be someone accessing the unit without authorisation, there would at least be some record of the individuals, even if unknown to the system.
1.2 [bookmark: _Toc176526116]Scope
The purpose of this paper is to discuss the research that was performed to create such a system. The research within this paper covers such aspects as hardware, software, security, privacy and implementation challenges.
The hardware research is required to determine whether there is a certain resolution required to record the biometrics of a face to a degree that would allow recognition to occur. This research would attempt to determine whether in-build cameras of devices such as tablets would be suitable for such a project, as this would possibly drive the platform upon which the system was held. 
The software aspect centres around what libraries are available to code the facial recognition aspect of the project. The libraries would have to allow access to webcams, take stills and possibly analyse moving footage. There would have to be a database backend with libraries that provide that functionality and a web based front-end for users to interact with the system. 
Security centres around the storage of biometrics, personal identification data and the methods for securing that data. Database encryption, data hashing, user and admin level logins all contribute to the security of the system. The platform that the system runs on and its connectivity to outside networks all contribute additionally to the possibility of vulnerabilities.
The privacy of a system that is using biometrics to recognise its users would fall under the Data Protection Act and this would have to be adhered to or the system would have to obfuscate the data in such a way that there would be no usable personal data being held or any value to the data. Also the data could be made to be bespoke to the system and therefore only usable within that same system.
The implementation challenges would be manyfold, and perhaps would not present themselves until the project is in a minimal viable state. It may be that the frame rate of the hardware at certain resolutions is not adequate, there could be issues with the facial matching libraries that mean that the recognition is not effective unless the images are framed perfectly. Encrypting the database on the fly may require more processing power than some tablets can provide. The system initially is to be used on a closed network, offline, with colleagues that can sign for permission in such a setting, but could the system be implemented in a wider capacity and an online setting. Not least the programming of the system needs to be accomplished in a robust and accurate usable application.       
1.3 [bookmark: _Toc176526117]Report Sections
The report has been split into six sections that describe the project and any potential problems.
· Literary review – This includes research into the following areas
· Hardware research
· Software research
· Security research
· Privacy research
· The approach methods and techniques to be implemented.
· Project Planning
· Resources Required
· Potential Impact and further development
· Reflection
1.4 [bookmark: _Toc176526118]Definitions

	2FA
	Two factor authentication

	AMS
	Access Monitoring System

	DPA
	Data Protection Act

	MDPI
	Molecular Diversity Preservation International

	NCSC
	National Cyber Security Centre

	RFID
	Radio Frequency Identification

	SRS
	System Requirements Specification

	UAT
	User Acceptance Testing





Section 2. [bookmark: _Toc176526119]Facial Recognition as an Access Monitoring System
The project regards a subject that although not new to the author, is not something that they have required an in-depth amount of knowledge. To be able to code an application that can perform the requirements of an Access Monitoring System (AMS) will take an amount of research and clarification of the terms being used.

Firstly, before we continue with the research areas, it is important to define what is meant by Facial Recognition (FR) and by Access Monitoring System(AMS).
There are a few terms commonly used within these technologies, which are defined below:
Facial Detection
Facial Detection is the ability of technology to be able to locate a face in a given picture or frame of video. Commonly this can be seen on mobile phone camera apps where a face is highlighted with a box to show that the app recognises that portion of a picture as a face. Such as below:
[image: ] [1]
This project may utilise this technology, especially if monitoring a live video feed, however, if the users are prompted to place their face in a guided frame, then the detection is less relevant. Initial versions of the software may implement a frame for the face to fit, but later iterations of the software would have to employ detection so that the frame is not required and the user interaction is minimised or is obviated.  

Facial Matching or Verification
Facial matching or verification is a 1:1 check in relation to comparing a live image of an individual against a single pre-enrolled biometric template to confirm that the person is who they claim to be. [2]
This is commonly seen in app authentication when someone logs into a device or system, where their face is compared to the stored template associated with their account. [3]
It can also be seen with ID verification where an ID card for example is used to check against a live image to verify the person’s identity.
[image: ] [3]
Facial recognition
Facial recognition is a one-to-many process where a live image is checked against a database of many faces to identify the individual. 
This is commonly seen in high traffic locations such as airports, or within crowds to identify people from a watchlist or large database. However, within the scope of this project the database is only likely to be around 50 known individuals, who will provide permission to store their biometric data.
The tern Biometrics is defined by the NCSC as:
[image: ] [4]
In the context of what is required for this project, it will be the mathematic markers of their faces that will be stored. A Google Developers page contains good information as to how the face is analysed within facial verification or recognition systems. 
‘When you have face contour detection enabled, you also get a list of points for each facial feature that was detected. These points represent the shape of the feature. The following image illustrates how these points map to a face.
[image: ]’ [5]
Therefore, as can be seen in the table below a number of co-ordinates are recovered from the face image which provide the facial biometrics of the individual.
[image: ] [5]
Therefore, the below research calls on the above definitions to control the scope and direction of the project.
2.1 [bookmark: _Toc176526120]Literature review
Facial recognition has been around since the 1960’s and progression has been driven largely by the progression of computing power. Other technologies have obviously also contributed to its effectiveness but the availability and cost effectiveness of computing power, new hardware advances in imaging techniques also have all helped drive the facial recognition progression. In recent times the application of deep learning which is defined by the Oxford Dictionary as:
‘a type of machine learning based on artificial neural networks in which multiple layers of processing are used to extract progressively higher level features from data.’ [6]
Has driven the capabilities of Facial recognition forward quite dramatically.
2.1.1 [bookmark: _Toc176526121] History
The below diagram from MDPI provides a quick synopsis of the history of facial recognition:
[image: ] [7]
[image: ] [7]

2.1.2 [bookmark: _Toc176526122] Current Technologies:
 Convolutional Neural Networks (CNNs):
What They Do: CNNs are a deep learning model designed to process images and extract hierarchical features, such as edges, textures, and facial features like the distance between eyes and mouth. Insaf Adjabi et al state that 
‘CNN’s are a form of neural networks that have proved successful in areas such as the recognition and classification of images.’ [7]
In the context of facial recognition, CNNs are highly effective at identifying facial patterns and distinguishing between individuals even when there are variations in lighting, angles, or expressions. 
‘Recently, traditional face recognition methods have been superseded by deep learning methods based on convolutional neural networks (CNNs)’ [8]
Examples: Systems like Google's FaceNet and Facebook's DeepFace use CNNs to achieve high accuracy in facial recognition. CNNs revolutionized the field by allowing facial recognition to move beyond basic image processing techniques to more sophisticated feature extraction​.

Generative Adversarial Networks (GANs):
What They Do: GANs consist of two neural networks—a generator and a discriminator—that work together to create realistic synthetic images. In facial recognition, GANs are used to augment training datasets by generating additional faces under different conditions (e.g., various lighting, poses). Trigueros and Meng mention that 
‘It is expected that these advancements (in GANS) will be used to generate additional training images without requiring millions of face images to be labelled.’ [8]
This helps to improve the robustness and accuracy of facial recognition systems, particularly when training data is limited.
How They're Used: GANs are valuable in improving facial recognition models by generating adversarial examples that can help train systems to recognize faces under challenging conditions, such as occlusion or variations in appearance
2.1.3 [bookmark: _Toc176526123]Challenges and Limitations
There are several potential challenges with facial recognition, even with today’s technology it is not a perfect science and some of these are recognised below:
Accuracy issues
‘In unconstrained environments, where lighting or pose cannot be controlled, accuracy can degrade dramatically’ [7]
Facial recognition accuracy can degrade significantly when there are changes in lighting or when faces are captured from different angles. This problem arises because facial recognition algorithms, especially those based on 2D images, struggle to generalise across different lighting conditions and pose variations.
Masks or other facial-wear such as sunglasses or even a new hairstyle could alter some of the generated biometrics meaning that an identification could fail. This could be an issue with the system as sunglasses are sometimes worn by staff and obviously hairstyles will change over time. There is also the aspect of aging which over a longer period of time may become an issue with long-term staff. As Trigueros and Meng state ‘Some of these variations (in face images in the real world) include head poses, aging, occlusions, illumination conditions, and facial expressions’ [8]
The challenge of accounting for aging and facial expressions has been documented, and even advanced systems find it difficult to handle significant changes in a person's face over time​.


Security concerns
Facial recognition systems are vulnerable to adversarial attacks, where small changes (invisible to the human eye) are introduced into the facial image to fool the recognition system. Additionally, spoofing attacks, where a system is tricked using a photograph or video of an individual, can compromise security. From the references from MDPI, Scanmax and Trueface (Section 2.5), it can be inferred that the increasing sophistication of adversarial attacks and spoofing techniques highlights the security vulnerabilities in current facial recognition systems. Further use of 3D modelling and increased deep learning will help overcome these, but there will always be some risk with such systems.
2.1.4 [bookmark: _Toc176526124]Ethical and privacy concerns 

Data Storage
Concern: Storing biometric data such as facial images poses significant privacy risks. If this sensitive data is hacked or mishandled, it can lead to identity theft, unauthorized surveillance, or misuse of personal information. Once compromised, biometric data, unlike passwords, cannot be changed.
Mitigation: Strong encryption, as mentioned above, for this project there will be work performed that will render the stored data of little value. This coupled with limited data retention policies, and secure storage solutions must be in place to protect biometric data. Users will be informed about how long their data will be stored and how it will be used. Laws like the General Data Protection Regulation (GDPR) enforce the need for transparency and security in handling personal data.

User Consent
Concern: Collecting facial data without explicit consent raises ethical concerns around privacy and surveillance. Individuals may not be aware that their data is being collected or how it will be used, particularly in public or semi-public spaces.
Mitigation: Transparent consent mechanisms should be employed, where users are explicitly informed about how their data will be collected, stored, and used, and must provide clear, affirmative consent. Additionally, opt-out mechanisms should be made available.

Laws
General Data Protection Regulation (GDPR):
Overview: Although GDPR is an EU regulation, it is retained in the UK after Brexit. It sets strict guidelines on how personal data, including biometric data, should be handled. Under GDPR, facial recognition data is considered special category data, requiring explicit consent for collection and processing. Organizations must ensure robust measures for data protection and transparency regarding the collection, use, and storage of biometric data.
Key Provisions:
· Consent: Organizations must obtain explicit consent before collecting biometric data.
· Data Minimization: Only the minimum amount of data necessary for the system's purpose should be collected.
· Right to Access and Deletion: Individuals have the right to access their data and request its deletion (the right to be forgotten).
Reference: GDPR Article 9 outlines special category data protections, which include biometric data [9]

UK Data Protection Act 2018
Overview: This act works in conjunction with GDPR to regulate the use of personal data in the UK. It imposes stricter rules on the use of biometric data, including the need for clear legal bases and specific security measures to protect against misuse.
Reference: The UK Data Protection Act reinforces GDPR principles, ensuring that individuals' rights regarding their personal data are protected. [10]
2.2 [bookmark: _Toc176526125]The approach, techniques, and methods used to undertake the project.
The project’s aim and objective have already been outlined in earlier Sections 1.1 and 1.2. To recap briefly, the system will record the entry and exit of regular attendees to a secure unit. There is no requirement for control as the unit is housed within a secure building with multiple barriers to entry. The attendees have already accepted the security aspects of where they work and are therefore used to a certain amount of scrutiny within the workplace. 
The system will take live images of attendees and initially there may have to be user interaction with a touch screen to take the picture and then wait for the system to search for a match within the database. 
If there is no match then a warning will be sounded and a manager of the unit can attend to check the credentials of the visitor and if necessary, add them to the database. It is at this point that the description of what data is being produced, stored and retained will be provided to the visitor and agreement to retain will be sought.
From this point the visitor should then approach the camera when leaving and this will record the exit of the visitor.
The minimum viable product will include the ability to store the facial biometrics, search for them from live images which are prompted from a system that requires user input to enter and exit the unit.
Ultimately, if possible, there may be two cameras within a walkway, one monitoring incoming visitors and one monitoring visitors leaving. This would be using motion detection also and video footage to detect the faces and then automatically perform the above actions without the need for user interaction.   
This should clearly state the project’s aim and objectives, together with success criteria for the project and the minimum viable project. If you plan to do any statistical analyses of data you should state where the data will come from and what types of analyses will be used.
2.2.1 [bookmark: _Toc176526126] System Architecture:
· A flow diagram of the system is provided below, it is only an outline of the system but shows the stages of how the system will operate.
[image: ]
· The hardware components required will be as follows:
· Webcam (with HD 1080 resolution) [11]
· Computer (with closed network attachment and medium spec)
· Touchscreen (for initial project specification)
· The software components required will be as follows:
· Python language interpreter [12, p. 762]
· OpenCV library [12, p. 762]
· NumPy library [12, p. 762]
· Pillow library [12, p. 762]
· Integration with existing security systems is not required in this instance as the system is on a closed network within a secure environment.
2.2.2 [bookmark: _Toc176526127] Facial Recognition Algorithm:
· The most common algorithms are found on Amos Stailey-Young’s webpage on Medium.com where he has compared DLib, OpenCV, YuNet, PyTorch-MTCNN and RetinaFace. His conclusion is below:
‘Based on my tests (which I’d like to emphasize are not the most rigorous in the world; so take them with a grain of salt), I would only consider using either YuNet or RetinaFace, depending on whether speed or accuracy was my primary concern.’ [13]
· The above does say that his tests may not be the most rigorous and Richard Szeliski’ excellent Computer Vision book mentions using OpenCV, PyTorch and Tensorflow. Therefore, as I have initially seen code for using OpenCV that is readily available and both authors have used this, I will start with that model. It may become apparent that further libraries are needed and it this is the case then the above will be investigated. At this juncture it is difficult to ascertain exactly what is required purely from research. Some amount of coding will have to take place to determine exactly what is required. This will fall into the software lifecycle aspect of the project.
2.2.3 [bookmark: _Toc176526128] Security Measures:
There is part of this project that will seek to determine ways to obfuscate this data so that only this application will understand this data. This will be the first step to protecting the personal information.
This may take the form of hashing the received biometric data, however, as the imagery when compared to the biometric data will never be exactly the same and works on a ratio basis of how similar the images are against the stored biometric data this would only be achievable by maybe using fuzzy hashing or making ratios from the biometrics and then using those same ratios to compare against the new image. This may add a layer of inaccuracy to the system and will have to be trialled. 
The database itself can be encrypted quite easily as this feature is available within SQL libraries. However, as the passkey would be hard coded into the application, a hacker could reverse engineer the code to recover the passkey. This may mean that some form of 2FA may be required to start the application initially.
A combination of the above with data retention protocols for removing data when visitors do not access the system for longer than 6 months or one year would also help keep the data safe and comply with the DPA.

2.2.4 [bookmark: _Toc176526129]Software Lifecycle
The software lifecycle for the project is given overleaf:
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2.3 [bookmark: _Hlk176496161][bookmark: _Toc176526130]Project Planning
A Gantt chart has been created to provide a timeline for the different elements of the project that have been arranged in chronological order.
[image: ]
It is of note that the tasks appear very sequential, and this is largely due to the fact that the project is running alongside full-time employment and the author gets one day a week release. There is a gap between August and September for the production of this report and another gap in October – November as work demands at that time are particularly high. 
The Questionnaire for staff is part of the UAT testing and can be found in the Appendix at the end of this report.
2.4 [bookmark: _Hlk176496128][bookmark: _Toc176526131]Resources required
The main resources at this time are the author’s time, most of the coding environment and libraries required are free. There are subscription libraries, and online resources that can offer possible enhancements or compatibility with different OSs, especially iOS and Android for mobile devices, however, this system currently has to run on a closed network that has no outside access, and also has limited users. Budgets are always tight and for that reason the languages and libraries mentioned above will be used.
2.5 [bookmark: _Hlk176496107][bookmark: _Toc176526132] The potential impact of the project in the industrial context
The below two applications are examples of how the above technologies have been implemented successfully in real-world applications within two different industries. This project is not as far reaching as what has been achieved below but it does provide a backdrop to how the project could be implemented in other business areas.
Field Control Analytics in Construction - Trueface:
· Use Case: Facial recognition was implemented at construction sites by Field Control Analytics in collaboration with Trueface. The system used facial recognition as a second factor for authentication, alongside RFID badges, to ensure that workers entering the job site were properly verified.
· Outcome: This integration enhanced security by preventing unauthorized access (e.g., people using stolen or borrowed badges) and improved safety by ensuring that only authorized and compliant personnel were present on-site. The system also contributed to better tracking of attendance and time-keeping, optimizing workforce management​ [14]
Corporate Access Control - ScanMax:
· Use Case: A large corporation replaced its traditional access control system with facial recognition to improve security and streamline the entry process. The system scanned employees' faces at entry points, comparing them to a biometric database.
· Outcome: The implementation significantly reduced unauthorized access and bottlenecks during employee check-ins. The company experienced long-term benefits, including reduced operational costs, better compliance with safety regulations, and data insights for improved workplace management​. [15]
Section 3. [bookmark: _Hlk176496205][bookmark: _Toc176526133]Personal reflection on the project

The process of researching this project has been satisfying and helps to set out the tasks ahead. The author cannot state that all of the mathematics behind the methods of analysing pictures to determine biometrics is fully understood, but the application of libraries helps simplify this. If the author were to start from analysing a captured JPEG image then the project would have to be a lot longer to complete.
The subject of facial recognition is vastly complex, and the methodologies that have been employed over the years have progressed its capabilities enormously. Some AI based, deep learning driven algorithms are quoting 99.2% success rates in finding faces for verification against an ID photo but recognition is not quite as strong as stated in NIST’s test 
NIST’s 2017 Face in Video Evaluation (FIVE) tested algorithms’ performance when applied to video captured in settings like airport boarding gates and sports venues. The test found that when using footage of passengers entering through boarding gates—a relatively controlled setting—the best algorithm had an accuracy rate of 94.4%.[6] In contrast, leading algorithms identifying individuals walking through a sporting venue—a much more challenging environment—had accuracies ranging between 36% and 87%, depending on camera placement. [16]
The project will be challenging and there may have to be changes to the system as limitations become apparent. There was a lack of general information and very few books that are available for this subject. There are also a number of laws that may cause consternation around implementing such a system, which may have hampered the progress of its widescale adoption. The case-studies found were not from the UK where the author resides. 
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Section 4. [bookmark: _Toc176526135]Appendix
The below questionnaire is provided during UAT testing to provide quantitative and qualitative data from the same questions:
All questions to be answered with two answers – one answer numerically as below 
1 - Strongly Disagree, 2 - Slightly disagree, 3 – Neutral, 4 – Slightly agree, 5 - Strongly Agree
Then a one or few word phrase to describe what is felt by that aspect.
Questions:
1. Is there value to the system?


Score: …..		Phrase:…………………………………………..

2. Is the system easy to use?


Score: …..		Phrase:…………………………………………..

3. Is the system reliable?


Score: …..		Phrase:…………………………………………..

4. Does the system recognise you reliably?


Score: …..		Phrase:…………………………………………..

5. Do you have no concerns over the security of your data?


Score: …..		Phrase:…………………………………………..

6. Could the system be implemented in other business areas?


Score: …..		Phrase:…………………………………………..

7. Does the system have potential to be used in other industries?


Score: …..		Phrase:…………………………………………..

8. Does the system increase security to the unit?


Score: …..		Phrase:…………………………………………..

9. Can the system be fooled easily?


Score: …..		Phrase:…………………………………………..

10. Do you think that systems such as this will become more prevalent within industries?


Score: …..		Phrase:…………………………………………..
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The ISO and IEC standards bodies have defined biometrics as, “The automated recognition
of individuals based on their biological and behavioural characteristics.’

To be recognised, an individual must have been previously seen and their biometric data

recorded. This process is known as enrolment. Samples of biometric data, captured from an
individual, are stored to allow comparison with samples captured during subsequent
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Figure 1. Primary stages in the history of face recognition.
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1964: The American researchers Bledsoe et al. [11] studied facial recognition computer
programming. They imagine a semi-automatic method, where operators are asked to enter
twenty computer measures, such as the size of the mouth or the eyes.

1977: The system was improved by adding 21 additional markers (e.g., lip width, hair color).
1988: Artificial intelligence was introduced to develop previously used theoretical tools,
which showed many weaknesses. Mathematics (“linear algebra”) was used to interpret images
differently and find a way to simplify and manipulate them independent of human markers.
1991: Alex Pentland and Matthew Turk of the Massachusetts Institute of Technology (MIT)
presented the first successful example of facial recognition technology, Eigenfaces [12], which uses
the statistical Principal component analysis (PCA) method.

1998: To encourage industry and the academy to move forward on this topic, the Defense Advanced
Research Projects Agency (DARPA) developed the Face recognition technology (FERET) [13]
program, which provided to the world a sizable, challenging database composed of 2400 images
for 850 persons.

2005: The Face Recognition Grand Challenge (FRGC) [14] competition was launched to encourage
and develop face recognition technology designed to support existent facial recognition initiatives.
2011: Everything accelerates due to deep learning, a machine learning method based on artificial
neural networks [9]. The computer selects the points to be compared: it learns better when it
supplies more images.

2014: Facebook knows how to recognize faces due to its internal algorithm, Deepface [15].
The social network claims that its method approaches the performance of the human eye near to
97%.




image9.png
s
S~

Capture
Image

- g
] Detect Face
and Biometrics

_—
s
Image
Yes " recognisedin \_No
database?
Torveter )
Log visitor's

attendance as
entry or exit

Seek authorisation to
add visitor to database.

9

s
Yes permission No
granted?

Take picture & create.

biometrics Manually add log of vist

®

Store in

téf

database

Awalt new image and
1 restart




image10.png
Planning and Requirement Analysis
Define Goals, Scope and Requirements

Analyse requirements, identify hardware and
software, identify constraints.

Create project plan and SRS

Check budgets and commitment System Design
Is there budget for improvement and a commitment. Design architecture, hardware & software
Are new technologies available and the budget and Design the system architecture and describe
resource to implement. dataflow, interface for users.
Secure budget and resource. Create system flow diagram

-

Retirement or Upgrading Implementation (Coding)
Plan for retiring system or upgrading. Sof of Develop the system based on design spec.
Evaluate from testing, UAT feedback etc the ap ing Setup the development environment including
effectiveness of the system. Sy: ial necessary libraries. Code the components.
Research new or alterative technologies. Create working software components.

ol

Maintenance Testing

Provide on-going support and updates. Ensure that the system meels requirements.
) Unittesting of each module. Integration,
Monkorsystem's performance and updae 23 Performance and Securiy testing. UAT tesiing
requires
Create test reports and bug lists. Feedback
Update system and bug fixes questionnaire from UAT.
Deployment

Setup hardware and deploy in live environment.

Configure database, facial recognition settings,
train staff on use.

Have working live system.





image11.png
Tasks

Gantt Chart: Facial Recognition System Development with Progress

Learning python

Install and use numpy library

Install and use pillow library

Access webcam

Install and use Tkinter Library

Take pictures with camera

Create rudimentary front end window
Install and use OpenCV library

Utilise facial detection in OpenCV

Use facial recognition in OpenCV

Gather biometrics

Install and use SQL Library via Python
Store biometric data in a database (SQL)
Advance the user interface

Utilise data obfuscation

Encrypt SQL database

Implement system

Trial system

Questionaire for staff

Gather results of implementation
Optimise code and facial recognition settings
Re-trial

Investigate effectiveness

If effective attempt moving image analysis

i = —

’ /

* |

L . l

i [

: E=

* —

> > > > © o ©
IS S s R, L s v, LR,
O R A N O e

I I T A R NG

Timeline




image1.png




