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[bookmark: _Toc27485523]1 – Introduction

For this assignment we are going to answer the question how can cities leverage the benefits of digitalization to relieve stress on overstretched services and resources? And I have chosen to look at a smart energy solution regarding streetlights that will only turn on in the presence of a vehicle or a person and in doing so will reduce the energy consumption of streetlights.	Comment by John Rees: Careful of your grammar.  This doesn’t need the “and”, and the use of first person is not usual (“I”) in report writing,
[bookmark: _Toc27485524]2 - List of Acronyms	Comment by John Rees: Good

· IoT – Internet of Things
· BSI – British Standards Institute
· LDR – Light Dependent Resistor
· PIR – Passive Infrared Sensor
· LED – Light Emitting Diode
· IR – Infra Red
[bookmark: _Toc27485525]3 – Area Research

The term ‘smart city’ has led to some confusion in the field as its definition, the BSI define it as 
“the effective integration of physical, digital and human systems in the built environment to deliver sustainable, prosperous and inclusive future for its citizens” [1]
But IBM defines it as
“one that makes optimal use of all the interconnected information available today to better understand and control its operations and optimize the use of limited resources” [2]
But a simpler and easier to understand definition could be an urban area that uses IoT sensors to continuously take reading of various data and which uses this data to help improve many areas of the city automatically.
As Barcelona, Spain has shown [3] the areas that can be improved can include - 
· Power management
· Resource allocation
· Environment services
· Public transport
· Emergency services
· Pedestrian management
With all this data being used to essentially control a city, security is obviously a major aspect of a smart city, in 2014 the traffic light in Michigan were hacked to show vulnerabilities [4] and in 2017 156 severe weather sirens were activated in Dallas causing panic [4]
While both examples are quite minor with no injuries it highlights the problems that a smart city could face if all its assets where connected.
This can also lead to an ethical issue, if pedestrian data is recorded and kept it would be possible to find out which areas of the city are not well manned by the police forces and this could lead to an increase in crime, and using the traffic light scenario mention above a Italian job type scenario becomes possible.
While most cities already have many services connected to the internet to be controlled remotely (Road Signs) [5] some other cities have started to take it further, Helsinki in Finland with the help of Siemens [6] have created a fully rendered 3D model of their city and the surrounding area to allow that to test real world scenarios and plan accordingly without disrupting the city. It also allows them to plan major works and see what impacts it would have on various provisions such as the environment, traffic, and even wind flow through the city.
This 3D representation combined with real world data from the city’s services (water, sewage, gas, and electricity) can be used as a visualisation tool for the city to track how the city is operating.
Another example of a city that has embraced the Smart City ethic is Barcelona, Spain which have a number of smart services [3] which are listed below
· Parking Spaces
· Streetlights
· Waste Disposal
· City Bike System
· Bus Transit System
And unlike Helsinki which has recreated their city for testing and education purposes, Barcelona has made these services real and are implemented in their city.	Comment by John Rees: Reasonable discussion of the area, if a little limited in terms of coverage of issues.


[bookmark: _Toc27485526]4 – Problem Formation

There are 7.5 million street lights in the UK [7] and each of these streetlights typically using between 35-250 Watts with an average of 80 Watts [8] and when this average is multiplied with the number of streetlamps that gives a UK average consumption of 600 Megawatts and when Wales largest windfarm at Gwynt y Mor produces 576 Megawatts [9] it shows how much energy goes to just powering streetlights.
One of the major effects of having all these streetlights on is the level of light pollution that is causes. There are three main types of light pollution which are [10] - 
· Glare – has an increased effect the older you become and its quite simply light scattering in the eye which can cause loss of contrast which can lead to temporary blindness and can make driving unsafe.
· Light trespass – simply put this is when unwanted light enters a property which can disrupt sleeping patterns.
· Skyglow – is the easiest to spot especially over large populated areas and comes from light escaping into the sky which can have a negative effect on nocturnal animals.
These different types have many effects which include [10] – 
· Disrupting Ecosystems – the negative impacts on nocturnal wildlife are that it can confuse migratory patterns and change to predator-prey relationships. It does this by interrupting the natural patterns of light
· Adverse Health Effects – many species require a day night cycle to thrive, including humans, and if humans are exposed to light while sleeping it can lead to a suppressed production of melatonin [10] which is a hormone used to help humans get to sleep [11]. This can lead to many health issues including; headaches, fatigue, obesity and increased anxiety.
· Energy Wastage – lighting is responsible for at least a quarter of electricity consumption, if this light is not used it is wasted and is only adding to the cost it takes to run and to the carbon footprint.
One area that needs to be considered is the assumed connection to well-lit areas and crime but according to an article by Mike Riggs [12] increasing the lighting of an area has no effect on crime
“With increased street-lighting, potential thieves have an easier time seeing the contents of parked cars, don't need to carry flashlights (which could alert someone to their presence), and are able to case a place and determine if there's anyone around who can impede their break-in.” [12]
But if lighting is removed it can lead to an increase in crime as The New York Times reported [13] as one city had a 25 percent increase in homicides as 
“It’s real easy to hide when it’s dark everywhere, … How do you prevent crime when people know you can’t see them?” [13]
This leads to the ethical question of finding the balance between being green and being crime free.
Barcelona have a working smart streetlight system that through a variety of sensors (Electric vehicle charging stations, Wi-Fi) can inform a central location of presence of people and enabling more lighting where it is needed and removing lighting where people aren’t. Barcelona reported reduced power usage by 30% and the unexpected ability to “lure people towards particular places of interest around the city.” [3]
Following on from Barcelona and the energy consumed by British streetlights a streetlight that only turns on when it is needed would help reduce energy consumption in the UK. And because the streetlights aren’t being turned off completely but instead only turning off when people are not there it removes the risk of increased crime associated with the turning off of street lights [12] [13]
The IoT device that will be designed is a modular streetlight system similar to the one found in Barcelona with the exception that there will be an emergency service override which will allow for the remote activation of the lights which would remove the risk of increased crime caused by removed lights. This activation can be achieved remotely and could conceivably be done by a emergency service telephone operator in the event of an emergency call.	Comment by John Rees: Better section.  Rationalises the choice of demonstration well.
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[bookmark: _Toc27485528]5.1 - Controller
The choice to use a Node MCU over the other types of Arduino was made for two reasons; the first was its built in WiFi capability which removes the need for extra hardware such as a WiFi hat, the second reason is due to the fact that the Node MCU has been used in development multiple times before by the author and this means they are comfortable using it.
[bookmark: _Toc27485529]5.2 – Outputs
The two main outputs of this system are the light blocks (LEDs will be used as a stand in for physical streetlights) and the other is the voltage monitoring which is display per light block on the web interface.
[bookmark: _Toc27485530]5.3 – Inputs
The LDR is used to check if its day or night, this is to ensure the lights only turn on when it is dark thus decreasing power consumption.
The PIR checks for movement using IR and gives a positive signal in the event of movement. Using IR should allow for the removal of false positives such as litter or objects moved by wind. This should mean that the lights only activate when there is a person present.
The emergency service override button is located on the web-based interface, this was done as apposed to a physical button to ensure that only authorised people can activate the override.
A web-based interface allows for centralisation of control and voltage monitoring and expansion of the system


[bookmark: _Toc27485531]6 - Implementation
[bookmark: _Toc27485532]6.1 – Inputs
The first input method is that of an LDR which outputs a digital signal (On or Off, 1 or 0) based on the light level, while the sensor can output an analogue signal (0 to 1024) this functionality is unnecessary for the system that was designed.
As the light level drops indicating it getting darker the LDR sensor will activate and send an on signal informing the device that it is now night-time. The lights are only to be activated when the device registers it as night-time as the lights are unnecessary during the daytime
	[image: ]
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	[bookmark: _Toc27485420]Figure 1 - Web application informing the user of the time of day (DAYTIME)
	[bookmark: _Toc27485421]Figure 2 – Web application informing the user of the time of day (NIGHT-TIME)



The second input method is that of a PIR sensor which detects movement and sends a digital on signal in the presence of movement. The fact that it uses IR means it works off heat and can have its sensitivity changed which would allow it to only register humans and not animals which will aid in the reducing of environmental impact of streetlights on nocturnal wildlife.
Even if a human presence is detected if it is daytime this signal is ignored, and the lights will not turn on which helps reduce the power consumption.
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	[bookmark: _Toc27485422]Figure 3 – Web application informing the user if people are present (PEOPLE PRESENT)
	[bookmark: _Toc27485423]Figure 4 – Web application informing the user if people are present (NO PEOPLE PRESENT)


The third input is located on the web interface and is the emergency override button and is only accessible via the web interface. Doing this ensures that, if the device was connected to a centralised server that was password protected, only authorised persons have access. For the device that has been simulated this is shown with the fact that this input feature can only accessed by the connected phone and by no other device.
The web interface displays the current state of the override (On or Off) just above the activation button. The simple nature of this allows for quick activation in the event of an emergency. 
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	[bookmark: _Toc27485424]Figure 5 – Web application showing the user that the override is on and the button showing to turn them off
	[bookmark: _Toc27485425]Figure 6 – Web application showing the user that the override is off and the button showing to turn them on



[bookmark: _Toc27485533]6.2 – Outputs
The main outputs of the system are the streetlights which In this system are being shown as LEDs in groups, the reason they are in groups is to limit the number of output pins used on the controller and as a backup, if one of the inputs failed it wouldn’t compromise all the lights and if the groups are overlapped it would mean that a street could stay lit up.
The other output is located on the web interface and is the voltage used by each of the groups, this would allow for the --- of the power consumption which would act as data in any research in making a city greener. With each group of lights being logged separately can also be used to detect any broken lights as the voltage consumption will drop.
As a tool to make a city greener the total power consumption can be managed by turning of individual groups which will keep the overall cities streetlight power consumption lower and more manageable.
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	[bookmark: _Toc27485426]Figure 7 – Web application showing the user the voltage being used per group while the lights are on
	[bookmark: _Toc27485427]Figure 8 – Web application showing the user the voltage being used per group while the lights are off





[bookmark: _Toc27485534]6.3 – Main Code Functions
The code is split up into 4 main function that control all the logic and they are
· Day Night Cycle
· Person Present
· Control Lights
· Voltage Reader

[bookmark: _Toc27485535]6.3.1 – Day Night Cycle
This function simply reads the on/off signal from the LDR and changes the bool_daylight variable based upon it, if it is dark then daylight is false.
[image: ]
[bookmark: _Toc27485428]Figure 9 - Screenshot of the day night function
[bookmark: _Toc27485536]6.3.2 – Person Present
The function reads the high/low signal from the PIR and uses this to change the bool_personPresent variable, if a movement is detected then person present is true.
[image: ]
[bookmark: _Toc27485429]Figure 10 - Screenshot of the person present function


[bookmark: _Toc27485537]6.3.3 – Control Lights
This function is the main streetlight control function that takes all the other variable and activates or deactivates the lights based upon them. As the lights should only activate at night if a person Is present then those variables relate to an and clause (&&). The emergency override is an or (||) because it should overrule all other activation methods.
[image: ]
[bookmark: _Toc27485430]Figure 11 - Screenshot of the streetlight control function

[bookmark: _Toc27485538]6.3.4 – Voltage Reader
This function calculates the voltage used by the light groups, this is achieved by reading the signal through an analogue input and through a calculation ((value*5)/1024) display the voltage being used sent to the lights. The two values and calculation sallow for separate values for each group.
[image: ]
[bookmark: _Toc27485431]Figure 12 - Screenshot of the voltage reader function


[bookmark: _Toc27485539]7 – Conclusion
[bookmark: _Toc27485540]7.1 - Future Improvements
As this is only a section of a modular design intended for a wider geographical area such as a city or a region the major improvement would be to more centralise the system with a more powerful web server, but as a simulation to check the idea the current set up is ample.
With the control interface being web-based it would be possible for the interface to be separated for different departments, for example; the emergency services don’t need to know the power consumption and the national grid don’t need access to the emergency override.
The fact that 4 lights (LEDs) are controlled by a single output pin this would allow even this prototype device could easily be expanded to include multiple more light groups.
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////////////////////////////////////
//LIBRARY INCLUDES
////////////////////////////////////
#include <ESP8266WiFi.h>//for the WI-FI
////////////////////////////////////
//CONST PIN NUMBERS
////////////////////////////////////
const int daylightSensor = D0;
const int PIRSensor = D1;
const int emergencyOverrideIndicator = D2;
const int lightGroup1 = D3;
const int lightGroup2 = D4;
const int lightGroupVoltage1 = A0;
const int lightGroupVoltage2 = A0;
////////////////////////////////////
//GENERAL VARIABLES
////////////////////////////////////
int light;
////////////////////////////////////
//WEB SERVER VARIABLES
////////////////////////////////////
const char* ssid = "Device_Simulation";
const char* password = "sector-01";
WiFiServer server(80);//port number
String header; //to store HTTP request
bool bool_lightState;
bool bool_daylight;
bool bool_emergencyOverride = false;
////////////////////////////////////
//VOLTAGE VARIABLES
////////////////////////////////////
int analogueValue1;
float inputVoltage1 = 0.0;
int analogueValue2;
float inputVoltage2 = 0.0;
////////////////////////////////////
//PIR VARIABLES
////////////////////////////////////
int PIRState = LOW;
int readValue = 0;
bool bool_personPresent = false;
////////////////////////////////////
//SETUP FUNCTION
////////////////////////////////////
void setup()
{
  Serial.begin(115200);
  pinMode(daylightSensor, INPUT);
  pinMode(PIRSensor, INPUT);
  pinMode(emergencyOverrideIndicator, OUTPUT);
  pinMode(lightGroup1, OUTPUT);
  pinMode(lightGroup2, OUTPUT);
  digitalWrite(lightGroup1, LOW);
  digitalWrite(lightGroup2, LOW);
////////////////////////////////////
  delay(1000);
  Serial.print("Connecting to ");
  Serial.println(ssid);
  WiFi.begin(ssid, password);
  while (WiFi.status() != WL_CONNECTED)
  {
    delay(500);
    Serial.print(".");
  }
  // Print local IP address and start web server
  Serial.println("");
  Serial.println("WiFi connected.");
  Serial.println("IP address: ");
  Serial.println(WiFi.localIP());
  server.begin();
}
////////////////////////////////////
//MAIN FUNCTION LOOP
////////////////////////////////////
void loop() 
{
  dayNightCycle();
  personPresent();
  webServer();
  controlLights();
  voltageReader();
  delay(500);
}
////////////////////////////////////
//VOLTAGE READ
////////////////////////////////////
void voltageReader(){
  analogueValue1 = analogRead(lightGroupVoltage1);
  inputVoltage1 = (analogueValue1 * 5.0)/1024.0;
  if(inputVoltage1 <0.1)
  {
    inputVoltage1 = 0.0;
  }
  
  analogueValue2 = analogRead(lightGroupVoltage2);
  inputVoltage2 = (analogueValue2 * 5.0)/1024.0;
  if(inputVoltage2 <0.1)
  {
    inputVoltage2 = 0.0;
  }
}
////////////////////////////////////
//DAY NIGHT CYCLE
////////////////////////////////////
void dayNightCycle(){
  light = digitalRead(daylightSensor);
  if (light)
  {
    bool_daylight = false;
  }
  else
  {
    bool_daylight = true;
  }
}
////////////////////////////////////
//PERSON DETECTING
////////////////////////////////////
void personPresent(){
  readValue = digitalRead(PIRSensor);  // read input value
  if (readValue == HIGH) 
  {
    if (PIRState == LOW) 
    {
      bool_personPresent = true;
      PIRState = HIGH;
    }
  } 
  else 
  {
    if (PIRState == HIGH)
    {
      bool_personPresent = false;
      PIRState = LOW;
    }
  }
}
////////////////////////////////////
//EMERGENCY OVERRIDE
////////////////////////////////////
void emergencyOverride(){
  if(bool_emergencyOverride)
  {
    digitalWrite(emergencyOverrideIndicator, HIGH);
  }
  else
  {
    digitalWrite(emergencyOverrideIndicator, LOW);
  }
}
////////////////////////////////////
//STREET LIGHT CONTROL
////////////////////////////////////
void controlLights(){
  digitalWrite(lightGroup1, LOW);
  digitalWrite(lightGroup2, LOW);
  bool_lightState = false;
  if(bool_daylight == false && bool_personPresent || bool_emergencyOverride)
  {
    digitalWrite(lightGroup1, HIGH);
    digitalWrite(lightGroup2, HIGH);
    bool_lightState = true;
  }
}
////////////////////////////////////
//WEB SERVER
////////////////////////////////////
void webServer(){
  WiFiClient client = server.available();   // Listen for incoming clients
  if (client) {                           // If a new client connects,
    Serial.println("New Client.");          // print a message out in the serial port
    String currentLine = "";                // make a String to hold incoming data from the client
    while (client.connected()) {            // loop while the client's connected
      if (client.available()) {             // if there's bytes to read from the client,
        char c = client.read();             // read a byte, then
        Serial.write(c);                    // print it out the serial monitor
        header += c;
///////////////////////////////////////////////////////////////////////////////
        if (c == '\n') 
        {                    // if the byte is a newline character
          // if the current line is blank, you got two newline characters in a row.
          // that's the end of the client HTTP request, so send a response:
          if (currentLine.length() == 0) 
          {
///////////////////////////////////////////////////////////////////////////////
            // HTTP headers always start with a response code (e.g. HTTP/1.1 200 OK)
            // and a content-type so the client knows what's coming, then a blank line:
            client.println("HTTP/1.1 200 OK");
            client.println("Content-type:text/html");
            client.println("Connection: close");
            client.println();
///////////////////////////////////////////////////////////////////////////////
            // turns the GPIOs on and off for emergency override
            if (header.indexOf("GET /5/on") >= 0) 
            {
              Serial.println("Button Pressed");
              //str_lightState = "off";
              bool_emergencyOverride = false;
            }
            else if (header.indexOf("GET /5/off") >= 0) 
            {
              Serial.println("Button Let Go");
              //str_lightState = "on";
              bool_emergencyOverride = true;
            }
///////////////////////////////////////////////////////////////////////////////
            // Display the HTML web page
            client.println("<!DOCTYPE html><html>");
            client.println("<meta http-equiv=\"refresh\" content=\"2\">");
            client.println("<head><meta name=\"viewport\" content=\"width=device-width, initial-scale=1\">");
            client.println("<link rel=\"icon\" href=\"data:,\">");
            // CSS to style the on/off buttons
            client.println("<style>html { font-family: Helvetica; display: inline-block; margin: 0px auto; text-align: center;}");
            client.println(".button { background-color: #ff0000; border: none; color: white; padding: 16px 40px;");
            client.println("text-decoration: none; font-size: 30px; margin: 2px; cursor: pointer;}");
            client.println(".button2 {background-color: #00ff00;}");
            client.println(".option{ background-color: #ff0000; border: none; color: white; padding: 16px 40px;");
            client.println("text-decoration: none; font-size: 30px; margin: 2px; cursor: pointer;}");
            client.println(".option2 {background-color: #00ff00;}</style></head>");
            // Web Page Heading
            client.println("<body><h2>Smart City</h2><h3>Street Lights</h3><hr>");
            //daylight sensor
            if (bool_daylight) 
            {
              client.println("<p class=\"option\">DAYTIME</p></br><hr>");
            }
            else 
            {
              client.println("<p class=\"option option2\">NIGHT TIME</p><hr>");
            }
            //person present
            if (bool_personPresent) 
            {
              client.println("<p class=\"option option2\">PEOPLE PRESENT</p><hr>");
            }
            else 
            {
              client.println("<p class=\"option\">NO PEOPLE PRESENT</p></br><hr>");
            }
            //Emergency override
            if (bool_emergencyOverride) 
            {
              client.println("<p class=\"option option2\">Emergency Service Override On</p><hr>");
              client.println("<p><a href=\"/5/on\"><button class=\"button\">TURN OFF</button></a></p>");
            }
            else 
            {
              client.println("<p class=\"option\">Emergency Service Override Off</p><hr>");
              client.println("<p><a href=\"/5/off\"><button class=\"button button2\">TURN ON</button></a></p>");
            }
            //show if lights are on
            if (bool_lightState) 
            {
              client.println("<p class=\"option option2\">Lights Are On</p><hr>");
            }
            else 
            {
              client.println("<p class=\"option\">Lights Are Off</p><hr>");
            }
            //TODO: add the votlages used by each and a total used
            client.println("<p class=\"option option2\">Voltage used by group 1: " + (String(inputVoltage1)) + "</p><hr>");
            client.println("<p class=\"option option2\">Voltage used by group 2: " + (String(inputVoltage2)) + "</p><hr>");
            client.println("</body></html>");
///////////////////////////////////////////////////////////////////////////////
                  // The HTTP response ends with another blank line
            client.println();
            // Break out of the while loop
            break;
          }
          else 
          { // if you got a newline, then clear currentLine
            currentLine = "";
          }
        }
        else if (c != '\r') 
        {  // if you got anything else but a carriage return character,
          currentLine += c;      // add it to the end of the currentLine
        }
      }
    }
///////////////////////////////////////////////////////////////////////////////
    // Clear the header variable
    header = "";
    // Close the connection
    client.stop();
    Serial.println("Client disconnected.");
    Serial.println("");
  }
}
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digitalWrite (1ightGroup2, HIGH)
bool_lightState = true:
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//voLTAGE READ
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vo1d voltageReader () ¢

analogueValuel = analogRead (lightGroupVoltagel) ;
inputVoltagel = (analogueValuel * 5.0)/1024.0;
if (inputVoltagel <0.1)

|«

inputvVoltagel = 0.0;

analogueValue2 = analogRead (1ightGroupVoltage?) ;
inputVoltage2 = (analogueValue2 * 5.0)/1024.0;
if (inputVoltage2 <0.1)

|«

inputvoltagez = 0.0;





