Analyse potential links between terrorism and other forms of criminality, and comment upon the potential of an insider threat within the police service.

ANSWER:

Terrorism can be defined as ‘an action or threat designed to influence the government or intimidate the public. Its purpose is to advance a political, religious or ideological cause.’ (Educate Against Hate, 2016)

Primarily, MI5 (2019) notes that the UK is a target of terrorism from organisations like Al Qaeda and the Islamic State in Iraq and the Levant. They control territory in regions without functioning governments, which makes it simpler for them to organise sophisticated operations and train new members. Furthermore, MI5 (2019) also details that British interests continue to be seriously threatened by terrorism connected to Northern Ireland. Some republican groups continue to carry out terrorist operations, mostly against the security forces, despite the Provisional Irish Republican Army ceasing its terrorist campaign and now dedicating itself to the democratic process. 

As the above outlines, the source of terrorism is generally considered to be from outside the UK and therefore an international threat. However, potential links between terrorism and other forms of criminality have been identified both within the UK as well as internationally, as this essay will outline below.

For example, economic crime is linked to terrorism. Although terrorism is typically associated with severe acts of violence crime such as the London and Manchester bombings, terrorism has intrinsic links to economic and financial crime. Ultimately as the United Nations (n.d.) note, terrorists need money to operate. They cannot buy weapons, equipment, supplies, or services without sufficient funding. 

The Home Office (2022) notes that economic crime encompasses a broad area of activities involving money, finances, or assets with the intent to defraud others or gain an unfair advantage for the perpetrator. This has a significant negative impact on society and people, whilst also posing a threat to the UK's national security, economy, and institutions. 

The government has identified this link and highlighted economic crime and its links to other crime, including terrorism, as part of its recent ‘Integrated Review’. The Home Office (2022) further explains how the review has outlined its commitment to combating economic crime and illegal money, which support terrorist organisations, organised crime groups, and other bad actors. 

A recent report by the Treasury comments on the current terrorist financing activity and its scale in the UK. The report indicates that this is not being completed on a large scale. HM Treasury (2020) acknowledges that terrorists do not consider raising and moving finances to be their major goal. Instead, terrorist financing activity is still primarily used to convey modest sums to accomplices abroad to fund low level attacks. 

Despite this, the links between the two forms of crime are still evident. HM Treasury (2020) outlines a number of  illegal methods being used to finance terrorist activity. These include fraud, misuse of systems like student loans and as well as mistreatment of the charitable sector as well. 



Another link that has been established is between terrorist groups and organised crime groups (OCGs). A 2017 report by Europol comments on the current links between the two. Europol (2017) notes that terrorism and the organisations that commit terrorist acts have developed dramatically over the previous decade.  Following investigations into the terrorist attacks in Brussels and Paris, which occurred in March 2016 and November 2015, it had been revealed that some of the perpetrators were involved in various types of serious and organised crime. This has included the trafficking of drugs, association with criminal groups involved in the trafficking of firearms and the production of fraudulent documents.

The report acknowledges that the relationship between terrorist groups and OCGs is not an obvious one. In respect of OCGs, “their motivation is often, but not always, financial gain.” (CPS, 2015) and as above, the modus operandi of terrorist groups is to advance a political, religious or ideological cause, not to make money. 

Europol (2017) notes that the profit-driven nature of organised crime activities is generally incompatible with terrorist acts, which draw significant media and law enforcement attention to the offenders. These are two things which an OCG would no doubt want to avoid. 

Although a link between the two would appear unlikely, it has already been established that terrorist groups ultimately rely on funding to facilitate their operations and OCGs are certainly not short of funding. Dubourg and Prithcard (n,d.) state that the level of revenue accruing to organised crime just in the UK alone is at least £15bn.  

Furthermore, Alda and Sala (2014) explain that criminals and terrorists demonstrate cooperation when it meets their own organisational objectives and goals. However, this is only done if it is determined that such collaboration will not result in heightened monitoring by the authorities. Criminals will give terrorists with anything they need if the price is right, and the growth of kidnappings for ransom across the Sahel region demonstrates that this includes hostages. Terrorists, on the other hand, are willing to engage in, or at least tolerate, criminal behaviours if they serve their purposes. This explains why criminals abduct hostages and terrorists demand a ransom.

Europol (2017) further elaborates on the link between terrorism and OCGs. It outlines how the threat posed by ties between terrorism and organised crime is two-fold. Firstly, the possible use of OCG infrastructures to obtain equipment such as firearms or forged documents, as well as move commodities and people, may deliver lethal weapons such as the ones used in EU attacks to terrorist groups. Secondly, involvement in serious and organised crime can provide terrorists with funding it needs to facilitate terrorism-related operations.

Terrorism has also been linked to drug trafficking. Drug trafficking “is now thought to be the largest source of income for both international organized crime groups and terrorists.” (Hutchinson and O’Malley, 2007). 

The United Nations’ Office on Drugs and Crime reports how this link is operating on a global scale. Johansen (2019) notes how the accumulative potential value of Afghanistan's opium production in 2006, as accrued to farmers, laboratory owners, and Afghan traffickers, was around $US3.1 billion. Furthermore, it is stated that 400 tonnes of cocaine were exported from one Latin American country in 2004, with an estimated domestic worth of US$ 2 billion. Johansen (2019) acknowledges that the UN cannot say for certain how much of this money is linked to terrorist acts, but even a modest proportion would be more than enough for some individuals or groups to organise, finance, and carry out terrorist attacks.

Simply funding attacks is not the only reason why terrorist organisation would link in with drug trafficking and organised crime. Hutchinson and O’Malley (2007) refer to the requirements of running an organization that must maintain secrecy. The acts to achieve this may include the need for bribery, but would certainly include the need to accumulate intelligence, carry out its own research practises, and gather materials and expertise on an ongoing basis.

Much of the focus thus far has been on explaining why terrorists develop links and collaborate with criminals and other forms of criminality, but why would OCG’s engage with them? Financial gain has already been mentioned but given OCG’s adequate financial resources and the increased attention that comes with terrorism, it does raise the question of why organised criminal groups would decide to collaborate. Schmid (2018) offers three possible advantages:

‘i) Drug traffickers benefit from terrorists’ military skills and obtain protection for illicit drug cultivation or trafficking in areas under guerrilla/terrorist control.
(ii) Terrorist destabilisation of political and economic structures may create favourable environments for organised crime activities;
[bookmark: _Hlk120043046](iii) Allying with terrorists might provide an extra degree of ‘intimidation’, leading, for instance, to higher ransom payments for kidnapping victims’

This demonstrates how the collaboration can be mutually beneficial for the two groups as well as how dangerous it can be. 

The potential that the police are susceptible to an insider threat of terrorism has been highlighted recently. This began with the revelation that a serving Metropolitan Police officer had been arrested in relation to terrorism offences. It was noted at the time that “the arrest relates to suspected membership of a proscribed organisation linked to right-wing terrorism” (Dodd, 2020). 

The next year, it was published that the office in question was to be sentenced because of his links to a banned extremist group. Quinn (2021) details how Benjamin Hannam, who was convicted of membership in the banned neo-Nazi group National Action, was a Metropolitan police probationary officer for over two years before his information was discovered on a leaked database from an extreme right-wing forum. He was the first ever serving officer to be convicted of such offences.  

A report from His Majesty's Inspectorate of Constabulary and Fire & Rescue Services (HMICFRS) into the police’s contribution to the ‘Prevent’ programme raised more concerns over insider threats. Counter Terrorism Policing (n,d.) explains that the ‘Prevent’ programme is a government-led, multi-agency programme that works to prevent individuals from becoming terrorists, and police play an important part. ‘Prevent’ collaborates with local government partners and community organisations to identify resolutions and to support and protect vulnerable people.

In its report, HMICFRS (2020) outlines that based on interviewees from all forces, only few acknowledged the potential that a police officer or member of staff could be vulnerable to radicalisation due to the influence of a partner or close family member, and only one force has implemented strategies to protect employees who were exposed to radicalisation.

Furthermore, “no force convinced us that they would make or consider Prevent referrals when extremist vulnerabilities were identified during vetting processes, either for new recruits or staff seeking a specialist post. We consider this an opportunity lost.” (HMICFRS, 2020).  

The report clearly identifies how forces are seemingly overlooking the potential of insider threats. The solitary conviction of once officer in respect of terrorism would appear a positive statistic on the face of matters. However, considering the vulnerabilities exposed by the HMICFRS, whilst it is a depressing thought it would surely be naive to think Hannam is the only officer in the country with links to terrorism.  

A subsequent report into this matter by the Intelligence and Security Committee (ISC) also refers police vetting processes as a weakness in identifying these threats. The ISC (2022, quoted in Jacques, 2022) stated: “There appears to be an issue around the current vetting processes for candidates applying to join the police – the lack of thorough background checks is a matter of concern. As the internet and the wider online sphere is the key driver of the extreme right-wing terrorism threat, it follows that online activity must be closely scrutinised when the police are assessing whether an individual is suitable to join its ranks.”
The increased scrutiny of online actively is an obvious solution to enhance the vetting process. It would provide forces with increased capacity to unearth links between potential recruits and terrorism. 

However, the report acknowledges the difficulties this would present. The ISC (2022, in Jacques, 2022) notes that it was told by Counter Terrorism Policing that for the police to have picked up Hannam at the vetting stage without having detected the data leak, they would have needed to have completed a detailed review of his internet activity. 
The ISC (2022, quoted in Jacques, 2022) went on to add “We were told that this has not, to date, been done routinely for individuals joining the police, on the grounds that the resource and privacy implications are quite enormous” and “people don’t like the idea that their whole internet history is going to be looked at as part of their application for a particular job.”

Therein lies two of main problems police forces will continue to face when trying to seek out insider threats at the vetting stage; they do not have either the capacity or the grounds to investigate every recruit to such an extent. Furthermore, it is extremely unlikely that potential recruits would give up such privacy as part of a job application. Therefore, the police will remain exposed to insider threats. 
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Identify the key issues and challenges of operational policing in the UK, and consider their impact on individual/group wellbeing. Explain the importance of mental wellbeing in policing. 

Rather than relying on personal experience, you will need to base your answer on evidence, and use academic research to support your points.

ANSWER:

The police in the UK are facing a growing number of complex issues and challenges. 

Perhaps the most difficult issue facing police at the moment is dealing with domestic abuse. The demand for police in respect of domestic related crime has risen exponentially, HMICFRS (2019) reported than in the twelve months up to June 2017 there was an 88% increase in recorded levels of domestic abuse. Moreover, from a more recent report HMICFRS (2021) stated that the police service in England and Wales received approximately 1,150,000 domestic abuse calls (an average of 130 calls an hour) in the year up to March 2020. 

As well as the volume, there is a high level of threat and harm attached to domestic abuse. The Office for National Statistics has provided some revealing data regarding the scale of violence, “one-third of violence against the person offences were flagged as domestic abuse-related” and “there were 357 domestic homicides recorded by the police in England and Wales in the three-year period between year ending March 2017 and year ending March 2019. This represents 19% of all homicides where the victim was aged 16 years and over.” (Office for National Statistics, 2020). This highlights how important an effective police response is. 

Unfortunately, there are factors that present police with barriers in prosecuting domestic related crime. Again, the inspectorates report explores the reasons for this. The HMICFRS (2021) notes that victims frequently feel unable to support police action, and there are many different reasons for this. It's crucial to understand that not all victims who call the police are looking for a criminal justice resolution. They often just want the abuse to end. Furthermore, victims might not want to give evidence, due to fear of having to relive their experiences or of retaliation from the offender and/or their family. 

The criminal justice system itself causes problems, “delays in investigations, lack of contact and lengthy court processes more generally result in high levels of disengagement” and “many forces told us that delays in getting Crown Prosecution Service (CPS) advice for some domestic abuse cases meant victims were potentially exposed to further risk of harm. In some cases, victims withdrew their support for prosecution.” (HMICFRS, 2021). 

Although CPS backlogs are out of police control, these findings emphasise how vital it is for police forces to engage with, support, safeguard and update victims of domestic abuse. Potentially successful prosecutions of dangerous offenders can fall away if the right care isn’t given to victims. Although the police are tackling a number of key issues in 2022, the above information outlines how it is vital they continue to prioritise domestic abuse. 

Furthermore, the landscape of policing is becoming ever more complex. For example, a sharp increase in fraud and cybercrime has proven difficult to adapt to. Syal (2022) notes how MPs concluded that policing was currently insufficient in dealing with the complexity, scale and ever-changing nature of fraud, and despite accounting for 40% of reported crime, only 2% of police funding was committed to countering fraud.

In addition, “the proportion of fraud incidents that were cyber-related increased to 61% from 53% in the year ending March 2020” and “computer misuse increased by 89% (to 1.6 million offences) compared with the year ending March 2020, driven by a large increase in unauthorised access to personal information (hacking) offences.” (Office for National Statistics, 2022). Also and perhaps more worryingly, the NPCC (2020) details how new types of cybercrime, including digitally enabled sexual exploitation illustrate a fundamental change in the profile of demand that a modern police service must deal with. These are stark facts and statistics, and it is evident that the police will have to reform their practises quickly and efficiently to tackle this. 

For example, investment in technology is required to combat this crime. The Mayor of London Office for Policing and Crime (2021) details how this will not be a quick fix; the challenges for police procurement in respect of technology include spending regulations, high security demands, and a difficult political environment. Also, it notes that in the world of cutting-edge technology, procurement must be flexible, there must be money set aside for trial and error, and an acceptance that there might be some taxpayer money spent on solutions that might not work. 

Given that the UK is currently in a cost-of-living crisis and entering a recession. It is unlikely the latter would be considered acceptable or worth the risk for some time. 

The investment and upgrades required in police technology is more evidence of how this with will be long term issue for the police to get to grips with. When you consider the rising volume, seriousness and complexity of crime being enabled through technology, it makes it one of the most pressing issues facing the police right now. 

Tackling complex crime has become all the more difficult because increasingly the police’s attention and resources is being taken away from actually dealing with crime. Webster (2016) notes how 80% of police calls are not linked to crime, and forces are struggling with how long they can continue to try to support failing public services relating to mental health, dealing with individuals missing from children's and care homes, and even supplementing the ambulance service.

The HMICFRS have provided some further insight into these issues from their reports. The HMICFRS (2020b) comments on how incidents involving vulnerable and mentally ill people are multifaceted and time-consuming for the police to deal with. Furthermore, it explains how serious weaknesses in the provision of mental health services place more even more demands on the police. The Mayor of London Office for Policing and Crime (2021) noted in a recent report that mental health flagged calls reported to the Metropolitan Police rose by 40% between 2018 and December 2020. 

In respect of missing persons cases, the role of the police is acknowledged. “It isn’t a crime to go missing from home but, whenever people are reported missing, the police must establish their whereabouts and whether any crime has been committed. And, as far as they can, the police must protect the person who has gone missing from becoming a victim of crime.” (HMICFRS, 2020b). 

What appears to be causing a strain on resources is the increase of reports of children missing from  care homes. These can be concerning cases in respect of safeguarding, as the HMICFRS (2020b) notes; children who go missing from care homes are vulnerable to criminal exploitation, which can result in them becoming victims, offenders, or both. 

However, “evidence from police officers suggests that care homes often call 999 when the child is late, even if their whereabouts are known and it is suspected the child is not at reasonable risk of harm. Moreover, our data suggests a small number of 'repeat cases' drive a large volume of total demand. Often, the police are called in to deal with the symptom of a missing child. Meanwhile, no one is addressing the cause of repeated behaviour.” (Desroches, 2018). This suggests more needs to be done to ensure the police are dispatched appropriately to such incidents and to avoid resources being used unnecessarily. 

It has been identified that the police are dealing with an increase in priority crime such as domestic violence, having to get to grips with evolving cybercrime, as well as having a vast amount of their time and resources used to deal with non-crime incidents. 

All of this whilst on reduced staffing numbers. It has been well published that the Conservative government budget cuts and austerity measures from 2010 has presented difficulties for police staffing levels that it is yet to recover from. 

In terms of the figures, “the latest data released by the Home Office showed there were 142,759 police officers in England and Wales in June 2022 compared with 143,734 in March 2011. During this period, the population in England and Wales increased by 3.5 million people. There are now 235 police officers per 100,000 people compared with 264 in 2011, a real-terms reduction in the number of officers over the decade of 11%.” (Spencer, 2022). 

It is evident that this is a damaging reduction in officer numbers, and it has had a number of knock-on effects. For example, Syal and Dodd (2022) have reported that he National Police Chiefs Council have stated that crime detection and charge rates had dropped following austerity measures and a fall in police numbers. Furthermore, “resilience in the service is at an all-time low and officers are being put under inordinate amounts of pressure which is taking its toll on their health and wellbeing.” (Police Federation, 2016). 

In respect of staffing, the current government have acknowledged this and sought to address the issue. The Home Office (2019) made an announcement that it was providing £750 million in drive to increase police ranks by 20,000 over the next 3 years. Whilst this is a significant investment and a high recruitment target, research has shown it will not come near to meeting the numbers required. 

The HMICFRS (2020) outlines in its report that during the last five years, an average of 6% of police officers have left the force. This is mainly because of retirement, resignation, departing through medical retirement, or being in some cases being dismissed. As a result, forces must recruit in large numbers just to maintain the current personnel level. There will also be a need to hire more staff to assist the newly hired officers. Taking these considerations into account, the police force will need to hire and train 54,000 people over the next three years.

The current situation is not sustainable and has been acknowledged by Chief officers, “we have more work, fewer people, and the work we do has become more complicated. All of this has the potential to impact adversely on officer mental health and wellbeing.” (Thorton n,d.).

The police are also facing a crisis in public confidence at present. Brown (2021) notes how data from  Crime Survey for England and Wales shows approximately 55% of individuals believe their police force is doing a "good" or "excellent" job. This is referred to as the confidence level. The survey showed confidence has declined from 62% in 2017/18 to 55% in 2019/20.  

A number of high-profile issues have contributed to this. Myenko and Ditcham (2022) note how Sarah Everard's murder by police officer Wayne Couzens, as well as the Stephen Port case, in which police failures contributed to the deaths of some of the victims, has severely damaged the reputation of  the Metropolitan Police. Also, the international impact of the Black Lives Matter movement has damaged trust in the police in many nations, including here in the UK. In addition, the BBC (2022) reported that the police watchdog uncovered misogyny, discrimination, bullying and sexual harassment at Charing Cross Station.
These events, along with the reports that charging and detection rates have fallen, have created a new low in public confidence.

The issues identified present many challenges for operational policing. Given the pressures, trauma, complexities and (referring to public perception) the negativity associated with it all, it is important to consider the impact on wellbeing in the police. 

The current picture appears to be bleak. The Police Federation (2016) noted that from a survey of 17,000 officers, 39% admitted seeking help with mental health issues and over a quarter of officers had taken sick leave due to stress, depression, or anxiety. Demou, Hale and Hunt (2020) found that some of the key stress factors linked to mental health problems were working hours, workload, culture, leadership and organisational change. 

The University of Cambridge (2019) notes that a study into PTSD rates in law enforcement shows they are almost five times higher than general UK population levels. 

Miller (2019, quoted in University of Cambridge, 2019) stated; “Dealing with disturbing experiences is a defining part of policing, but employees have a right to expect resources to protect them from the impact of daily trauma exposure. Without such resources in place, the cost to policing and public safety will just mount up. Over half of our respondents said they had insufficient time to process incidents before being sent back out on the next call.” The later point clearly highlights the dangers of officers being overworked. 

Positive mental wellbeing in the police is vital, for several reasons. Police officers require a vast skillset, they are investigators, evidence gathers and decision makers. They have to manage conflict and violence, remain calm under pressure, show empathy and compassion, be impartial. It is difficult to imagine all of this being done effectively when vast numbers of officers are suffering with their mental health. 

“The quality of policing depends almost exclusively on the quality of the people who work in policing.” (Thorton, n,d.). The challenges facing police at present are not going to go away, there is much trust to repair. The service will require officers to rebuild it and keep the public safe, it is imperative they are given the support to do so.  
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