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Introduction 

The aim of this report is to be able to explain and display information on the Malware Topic Ransomware. All this information has been gathered to present to managing directors of any companies who could be quite intelligent. This information can help to explain about this interesting topic.

What does this report show?

This report shows how simple points can be taken on board to avoid damage caused by ransomware. It is important that simple security solutions are all considered and measured while ensuring all companies security are as high as possible. By Analysing the set brief readers can learn different examples regarding Ransomware. By carrying out essential research Business Entrepreneur Steinberg, states  “Some Examples of high-class security can include making use of passwords, providing basic training to employers, avoid unknown email attachments and Keeping sensitive data away from any storage clouds” [1].This information demonstrates important ways how small changes in security can have an impact on a full organisation.
Ransomware has been researched and demonstrated by high class companies in various ways. This report will also explain solutions that can be put into place ensuring that damage can be stopped and prevented within their working industry














[bookmark: _Hlk532677252]Malware:

What is Malware?

[bookmark: _Hlk533707622][bookmark: _Hlk532678973][image: ]Malware can be stated as a piece of malicious code which can operate in different ways. All these ways have been put together in order to harm the chosen system. Users can witness this using their own eyes to watch their device automatically direct them to a mysterious website. This website would have been chosen and set by the hacker.

By researching the topic using the chosen website techtarget.com, Author M Rouse refers to different types of Malware including viruses, worms and spyware. He explains “Malware packages can perform a selection of functions including stealing, encrypting or deleting sensitive data without user’s authorisation” [2].Therefore, malware is an umbrella term used to identify programmes that are dangerous and harmful to your computer.

Adware:
[image: ]
Adware is designed to display continuous pop-ups as an excuse to generate information for its authors. The malware may collect user’s information by tracking any websites that could have been visited using their system.
[bookmark: _GoBack]Any adverts can install malware onto any device. This is done by running a secret installation which could run within the background. By using collected research readers can learn examples where adware can be run. “Two examples of devices where adware can be applied can include mobile phones, computers and even tablets [3]. This shows that Adware can generally be innocent to devices but can always secretly supply information to your device such as constant adverts linked to software which could have been downloaded.








Worms:

[image: ]A Worm is a piece of software which has the power to spread across from device to another device. “A worm is designed to create replicas of itself without any interaction being made, it does not need to attach itself to any software program or emails in order to cause damage” [4].This researched information shows that computer worms hold strong powers in order to cause as much effective circumstances to system users


Viruses:

[image: ]Viruses are malicious pieces of code that are skilled to lift themselves onto a computer system. The pieces of code have been created to contain enough power to cause serious harm to a device. The outcome more often leads to devices being slow down by having their bandwidth eaten, or the lack of ability to process data. 
All this is done by software being encrypted secretly within the background. After installation it sits on the system ensuring the code runs continuously. Conducted Research shows “Some effects that could have an impact on effected devices can include data corruptions or data damage by destroying any data it detects” [5].

Trojans: 

[image: ]Trojans are always used by hackers in order to be gain unauthorised access to a computer system. System Users are typically tricked into loading and running Trojans on their systems without realising. “After taking the correct steps, Trojans can allow cyber-criminals to spy on individuals by stealing data and gaining full access to their computer system”. All These actions are common and can result to data being removed from a system or access being blocked [6]

Ransomware and Crypto wall: 

What Is Ransomware?
[image: ]
Ransomware is a form of malware that essentially holds access to a computer system while demanding a ransom fee. The malware is designed to restrict user access to the computer by either encrypting files on the hard drive or locking down the system. 

The Software usually contains a feature to display messages which are intended to force the user to pay the creator to remove the restrictions before granting the permission to allow them to regain access to their computer. [7]

What is Cryptowall?
[image: ]
Cryptowall is a Trojan horse that encrypts files on a system. It later asks the system operator to pay to buy back access to their files. The threat can typically arrive onto a computer by opening junk emails or compromised sites. Once access has been granted it installs corrupted files onto the device, which continually runs each time the device restarts. This threat is used by hackers to convince users to pay money in order to access to their files. It uses a variety of different methods trying to get as much money as possible. [8] These techniques are carried out by sending a ransom note to the user containing strong instructions on how to make payment: After the ransom note is issued, the malware could automatically disappear .This could indicate false pretences due to the hacker wanting to scare the organisation.






Impact and Risks:

Phishing emails:

[image: ]Phishing is known as fake information: An example of Phishing is somebody gets tricked by receiving a false email, claiming to be a certain web provider, causing to a click of a button to download a link that can contains the virus. This can lead to information being passed back to the receiver where further damage can be done. [9]


Prevention:
In order to avoid and prevent these types of malicious software causing damage to any business investments or companies, owners must ensure stages are taken to keep employees and partners safe. It is the responsibility for the owner or management to ensure important updates are continuous across all computer or portable systems. One procedure could include staff performing regular checks ensuring all malicious scanning software provided on their systems are up to date and all system firewall features are turned on. Each team member could be prompted to undertake a training program to ensure all the correct procedures are followed. [10]












Policy Examples:

A decent number of companies are known to have access to strict security policies and guidelines helping departments to strengthen their security. A recognised example of a company who provides a security policy is Worldpay. 

The WorldPay Policy Document encompasses all aspects of security surrounding confidential company information. “A copy must be distributed to all company employees [11].” This shows readers that information enclosed within this document remains seriously important to all employees as part of health and safety within a working environment. We notice that the report contains set strategies that really should be put into action in order to protect departments within Worldpay. An example could be restricting access to certain networks unless access is required for a suitable reason. All administrators must be granted access by management or technicians as part of their job duties.
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upgrade .

Dear Students,

Your account has been compromised and as part of our security measures, We are
upgrading our system to the new Anti-Spam Guard system. You are required to reply
to this email with your username and password to ensure that your account remains
active in the school database system.

Username;
Password:

This message to Drexel Announcement Mail was approved under the authority of
Randall C. Deike, Senior Vice President of Enrollment Management & Student Success

You're receiving this message because you're a member of the Office 365 Test Group
group. Ify s group, stop.
following

/ou don't want to receive any messages or events from t
in your inbox.

View group conversations | View group files
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