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Introduction	Comment by Nitheesh Kaliyamurthy: Excellent Introduction.  Covered the overall work proposed to be done in this coursework.
When considering the cyber security threats that Che-Si could be exposed to, it becomes evident that there is a broad range or potential threats, targeting various security weaknesses, with different severities.
This paper aims to:
· Describe the basis of potential security threats to all companies/individuals.
· Explore and elaborate on the most significant threats that Che-Si are exposed to.
· Identify potential preventive measures that could be taken to prevent or reduce catastrophic system damage.
· Simulate a potential attack and formulate mitigation procedures.
· Develop and evaluate the implementation of a suitable policy to reduce Che-Si’s exposure to security attack.
Potential security threats to all companies/individuals	Comment by Nitheesh Kaliyamurthy: Could have discussed more in-detail/ in-depth about the security threats.
Malware
Malware is a term used to define a multitude of attack methods utilized by security threats. In many cases malware has been used by cybercriminals due to a combination of ineffective security software and monetary threats and thus this presents a significant threat to all businesses [3]. These methods are explored below:
a. Common Virus: Attached to clean files, with the ability to infect other clean files. Commonly via emails and through ssoftware. Viruses can cause significant damage to systems through the corruption and/or deletion of files. They are likely present as an executable file that can be downloaded from the internet.

b. Worms: Can enter a system due to the presence of a Trojan. Worms have the ability to take down a whole network of devices through a local network or internet.  Each device it infects has the capability to infect even more, hence the infection rate multiplies rapidly.

c. Trojan Horse: Disguised as legitimate software that can be downloaded from the internet, with the ability to also hide within legitimate software. Once in the system a Trojan will make the system vulnerable to other Malware by damaging antivirus software and disabling protection. 

Phishing
	Phishing mimics reputable companies that a user may frequently use and trust. The attacks are usually sent via email/text/other online communication methods that are also used by the company that they are mimicking and contain. They attempt to trick the user into imputing their data into the fake website by using a combination of visual deception and a lack of education and attention to common security measures [2]. 
	Phishing is a structured and planned approach of software attack, usually requiring 3 – 5 steps.
1. The attacker will begin by identifying what company they would like to mimic and a method to obtain the email addresses of that business. 
2. If using a larger company they risk sending the communication to a group of random email 	addresses, opposed to a group of select individuals.  They do not know if the potential victims use the company but with larger corporations it can be safe to assume that they 	do so e.g. Facebook and Amazon. 		
3. Next they will develop the method of delivery for the attack. As stated previously the most common method is via Email communication. 
4. If the attack is successful the data will then be recorded and used, often with fraudulent intent. 
	Depending on the data obtained, this will determine how the data is used. The perpetrators may have the ability to conduct illegal purchases if bank details have been acquired. 	If enough personal data has been stolen there is also the potential to commit a huge amount of identity theft which can have significant and prolonged impacts on the individuals and companies involved.
Main security threats to Che-Si
The two main identifiable threats that Che-Si are vulnerable to are Worms and the potential to become a victim to Phishing. 
Vulnerability to Worms	Comment by Nitheesh Kaliyamurthy: Could have explained more about the threats to Che-Si. 
Vulnerability to Phishing
Methods to prevent/reduce the main security threats to Che-SI
Education of users
Che-Si need to educate their users about potential security threats and the frequent techniques used. There are potential opportunities to offer basic training on how to avoid Phishing. This basic training could educate users of the key identifiers of a phishing link. This alone could have a significant impact on the number of potential attacks. 
	By educating and empowering the users involved to be proactive in their own security this has the ability to improve the security of the whole organization [3].
Standard Operating Procedures (SOP)
The implementation of a standard operating procedure for receiving email correspondence that could pose a potential risk, could help considerably with identifying potential attacks.
A common SOP could be as follows:
1. Taking a screenshot of the email that includes all 	relevant data e.g. senders address, the link and the 	content within the email.
2. Forwarding this email to appropriately trained 	individuals e.g. IT department.
3. Delete the email immediately. 
4. Reported threat is received by the networking team and recorder.
5. Staff/User wide communication sent to all staff urging them to follow the same SOP if they receive this email and similar ones.
There are also government sites that should be used to report the email address and link. This information is then sent to a team that specialize in shutting down and catching the perpetrators.
Provision of devices
Che-Si should also investigate the possibility of providing devices to users to prevent usage of their own personal devices. This does incur a high initial cost, however if this can be implemented effectively the initial purchase cost will be considerably smaller than the potential amount lost to a cyber-attack and mitigation [4].
Che-Si will be able to ensure that every device is secure by using antivirus software and also through ensuring that all devices are updated with the most recent security software. This has the potential to have an enormous impact on the security of Che-Si’s network the company develops the ability to monitor all devices and identify and eliminate as many potential risks as possible.
V. Simulated attack / Problem Scenario
	
1. The attacker is planning on Stealing a user’s logon details to gain access to Che-Si’s network. 
2. The attacker devises a plan to send Sally a phishing email pretending to be a system administrator.
3. This instructs Sally that her admin password is about to expire and to click on the link to change it.
4. 4.This generates a prompt that encourages Sally to input her username, current password, and new password of her choice. 
5. Once in the attacker is looking to delete the entire contents of the DNS email server resulting in all users losing access to the server.
6. This action effectively halts email communication and has the potential to significantly affect how Che-Si conducts trade.
7. Depending on who the attacker is/works for this could mean a competitor company has an advantage.	Comment by Nitheesh Kaliyamurthy: The scenario chosen is excellent. Could have named and described more with the figure. Good attempt however, no demo is recorded. Could have created some sample phishing emails to describe the scenario. Very basic explanation. No applications used.
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VI. Use of Digital signatures and Data encryption
A. Digital signatures 
	The use of a digital signatures enables a company to have a unique fingerprint that allows electronic transactions of data as a method of identification. This is achieved through encryption using asymmetric cryptography. This provides a high level of security, yet is easily implemented. It protects companies and individuals from data breaches and makes more difficult for hackers to impersonate a sender and abuse the trust of system users.  
B. Encryption
 	Data encryption, a method used worldwide to protect data from malicious attacks, data that is encoded can only be decoded by the receiver having the correct encryption key.
VII. New policy and Brief for Che-Si	Comment by Nitheesh Kaliyamurthy: Good policy description.
A. Purpose
	The global distribution and reach of Che-Si undoubtedly makes the company susceptible to a broad range of potential security breaches. It is clear that a multifaceted policy is required to address all these threats and reduce the company’s vulnerability. However, this approach must also be implementable, effective and consider mitigating procedures.
	The number of personnel employed by Che-Si creates substantial variation in the personal devises used by staff and clients to conduct daily operations. The large quantity of personnel and client data has resulted in Che-Si being vulnerable to cyber-attacks in all forms.   
	The main purpose of the Policy is to reduce the risk and severity of attacks through education, awareness and the utilization of appropriate software to provide protection and reduce vulnerability.

B. Scope 
	This Policy will be aimed at all members of staff, contractors and clients that are users of Che-Si’s network, alongside any available hardware that has network exposure. 

C. Elements of the policy
a. Email Awareness: Context - Attackers easiest gateway into any network. Often due to a lack of user education regarding the dangers of emails and how this can be exploited by an attacker. There is the potential for irreversible network damage and due to the nature of Che-Si’s business it would be extremely detrimental to their ability to trade.
Instructions to avoid email threats:
· Encourage users to be aware of the forms of potential clickbait. Educates users about commonly used images that may incite individuals to click and consequently open numerous links that direct then to harmful content.  
· Avoid opening emails from unknown senders, unexpected emails, and advertisement, motivate users to consider the validity of the content they receive. 
· Check the legitimacy of an email by reading the links, looking for slightly altered iterations of legitimate site, also be vigilant for spelling and grammar mistakes.  

b. Confidential Data and information: Context – Che-Si possesses an extremely large quantity of data not openly available to the public, this includes items such as, Personal health records, addresses, bank details, passwords, and client or worker details. Utilizing encryptions keeps this data safe. By applying encryptions to Che-Si’s network this could drastically limit the amount of date that is exposed if an attack occurred.
Instructions for confidential data and information:
· All stored data should be encrypted as a good practice. 
· Some attacks do not always aim to steal data but some aim to destroy it, consider if the data is appropriate and relevant. 
· Ensure that all data is backed up in multiple ways, Cloud storage, onsite tapes sorted in fireproof storage and an Off-site location also with fireproofing.

c. Passwords: Context – It is important that users understand that a complex password with multiple numbers, capitalization and special characters is not the most secure form of password and can thus results in users using repeated weak passwords that they only use to meet the criteria designated by an organization. The perceived complexity of these passwords can also result in users writing them down or saving them in an unsecure location. 
	An example of a prospective password policy, utilized by a Healthcare Trust, could be the use of a ‘passphrase’. This involves the usage of a number of unrelated words that are not personal to you but memorable. Hence the attackers are less likely to be able to deduce your password once they acquire data related to the individual [5]. 

d. Data Transfer: When transferring data, the user must avoid the following: 
· Transferring confidential and sensitive data over neither two nor from an unsecure network. 
· Transferring data to an untrusted recipient  
· Transferring a large quantity of data without consulting with the security specialists first. 
· Transferring data neither to nor from an untrusted device. 
· Report any suspicious activity, breaches, and visible threats. 
 
e. Further advice for users to reduce the likelihood of an attack includes: 
· Report Stolen, broken or missing devices immediately after they are aware. 
· Stay vigilant for threats and suspicious activity. 
· Follow the password policies set out by the organisation.
· Consult with the IT department before downloading or installing any software. 
· Authenticate who they communicate and transfer data with. 

f. Employer obligations:
· Have an adequate, at minimum, defence against attackers by using firewalls and malware software. 
· Investigate all potential threats. 
· Keep all software and firmware up to date. 
· Provide employee training around cyber security threats and dangers. 
· Act accordingly with disciplinary action to members of staff that have intentionally put the business at risk.
· Communicate new risks to your employees as they are identified.
	It is important to have continued communication with cyber security specialists who are best suited to make decisions involving malware and threat or risk due to training and awareness of cyber-attacks. 
	In individuals that have not had extensive training it is particularly important to encourage a non-blame culture. This is important as it encourages users to come forward with potential risks, threats, and breaches in security so they can be identified, prevented, mitigated and used for future education. 
	 For any policy to be effective it must be followed by all users, employees, contractors, and employers. The target should be to avoid any deviation from the policy, create a standardised procedure and always stay vigilant to potential threats.
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