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In recent decades, marked with an ear of evolving terrorist threating the British authorities have been faced with the complex challenge of safeguarding national security. Events such as the 7/7 bombings, more recently the Manchester Arena bombing and a plethora of “lone-wolf” attacks all highlight the need for effective counter-terrorism measures, in both response and prevention. The issue lies with the increasing tension as friction on the line between national security and civil liberties continues with government policies aimed at public protection. The answer to the question if state surveillance crosses ethical boundaries of power and infringes the fundamental rights of privacy and freedom form state surveillance is one that is still yet to be agreed on (Lowe, 2014).
The aim of this paper is to examine how the British government can navigate the task of protecting individual rights while still effectively countering the ever-present terrorist threat. This will be done through focus on two areas – surveillance laws and legislation and detention policy when dealing with terrorism suspect – both exploring the effectiveness and ethical concerns of these measures. By exploring the surveillance instruments that allow the extensive collection of data and the preventative detection practices that may challenge legal normalities, this paper aims to underscore the trade-offs in the balance of safety and civil liberties. Through this, it will seek to highlight in which a controlled approach to counterterrorism can both ensure that security is proportionate, while adhering to democratic values (Rodiyah et al., 2023).
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There are two major pieces of legislation that drive this tension: the Investigatory Powers Act 2016 (IPA) and the Counter-Terrorism and Border Security Act 2019. The investigatory Powers Act, also gaining the nickname the “Snooper’s Charter”, grants what are seen as broad powers to authorities. This includes broad powers to intercept and monitor communications and overall extending surveillance capability across digital and communication platforms. This has specifically faced criticism from critics who come back to the argument that it allows disproportionate levels of intrusion into individuals personal privacy, therefor infringing peoples right to freedom of expression, along with protection from unwanted surveillance (Hale-Ross, 2018). Alongside, the Counter-Terrorism and Border Security Act introduced additional powers allowing authorities to detain suspects of terrorism related activity without the necessity for immediate filing of charges, increasing the detainment period from that of other crimes and creating further friction between security and civil liberty (Albader, 2020).
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Under the IPA, British authorisation can employ what’s known as “bulk powers”, allowing agencies to collect large datasets including internet histories, phone records or location data. The broad nature of these powers allows agencies to access both targeted information, and broader data sets for review, creating insights that can identify potential terrorist activity allowing preventative action before it can escalate (Leigh, 2023). Supporters continue to argue that this surveillance is irreplaceable in the prevention of attacks, and this has been seen in the past as data gathered through such surveillance has and continues to foil terrorist plots in instances where suspects have remained undetected through traditional channels of monitoring. Through bulk data collection, investigators can follow digital footprints, build networks of associates and identify communication patterns suggesting terrorist activity (Akhgar, 2015).
Despite the positive, there still stands the other side raising concern around individual freedoms. Critics continue to argue that the legislation allows for mass surveillance of the general population (Murray and Fussey, 2019). Although this often begins through approval of targeted warrants, large quantities of non-targeted individuals get surveyed through means such as the collection of bulk personal datasets (BPD’s) and internet connection records (ICR’s), with some going as far as making comparisons to authoritarian regimes. As explored, this all culminates into the argument that this collection of data violates the right to privacy and can have negative consequences on individual’s freedom of expression (Watt, 2017). The knowledge of the possibility of being surveyed will often discourage individuals from accessing information on or discussing sensitive issue, ultimately causing societal issues and pausing democratic conversation (Bernal, 2016). Furthermore, the possibility of the misuse of these powers by government agencies is an additional concern with significant inherent risk. Data collected under the IPA has the potential to be used for purposed beyond national security, whether that be the surveillance of activist, journalist or even political opponents (Bennett, 2010).
Furthermore, it has been proven that surveillance efforts have led to results in the identification of suspects and uncovering developing terrorist plots; however, the precise impact that bulk data collection has on counter-terrorism efforts is hard to quantify. Some critics make the argument that the vast quantity of data can even overwhelm the intelligence agencies, leading to inefficiency as they must sift through data, much with limited relevance to terrorism. This detracts from ongoing targeted investigations, diverting resources away from specific analysis of threats (Aerdts and Block, 2024). Coming into the modern era there is the possibility of the use of AI driven tools to sift through data, such as the Child Abuse Image Database (CAID) which is used by authorities to flag potential child sexual abuse material (CSAM). Despite the utility however, there are inherent risk of false positives or threats flying under the radar completely; however, it could reduce the time taken to review data if the consideration that all unflagged data must still be reviewed manually (Janjeva et al., 2023).
From the ethical perspective, as discussed, the use of bulk surveillance has raised serious concerns with the “dragnet” approach to intelligence undermining personal rights and freedoms around privacy. A further part of this argument is that surveillance without transparency and oversight will continue to impact public trust. The Investigatory Powers Commissioner’s Office (IPCO) exist to independently oversee and authorise the use of investigatory powers use by authorities, yet the effectiveness of this body is still debated. Most of this is routed in the fear that without meaningful and transparent accountability, the IPA could set legal precedent in the future that will lead to further violations of privacy in the name of security, further eroding public trust (Omand and Phythian, 2021).
In contrast to the UK’s approach of bulk data collection under the IPA, other western democracies such as Germany consider the privacy safeguard causing concern in the UK and restrict the use of mass surveillance. Looking at German legislation, as set out in the Federal Intelligence Service Act and Federal Constitutional Court rulings on data retention, German authorities limit availability to bulk data collection favouring targeted surveillance to safeguard both national security and civil liberties. German success with this model suggests that security can be maintained through proportionate and selective methods of intelligence gathering and is something to be considered when looking at the British approach (Vieth and Wetzling, 2021).
Additionally looking towards the United States, under the USA PATRIOT Act and subsequent laws the scope of bulk data collection is also limited. This is done through various legal checks, including judicial oversight through the Foreign Intelligence Surveillance Court. This provides an additional layer of accountability, boosting public confidence while addressing the present ethical concerns surrounding surveillance practices. This again is something that could be investigated when looking at the British approach (Margulies, 2024).
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Alongside surveillance, British authorities also employ alternative detention rules for terrorism suspect, extending the time a person can be held without charges from a maximum of 96 hours with a magistrates’ approval up to 14 days with terrorism related offences under the Terrorism Act 2000 (Terrorism Act 2000; HM Government, 2024). The implementation of preventative detention came with the intention of both protecting the public from perceived immediate threats, and to allow investigators ample time to conduct investigations into the individual ensuring they aren’t prematurely released if posing a threat to others. Despite the genuine intention, ethical and practical questions have again risen around individual rights.
Preventative detention has also extended to “control orders”, “Terrorism Prevention and Investigation Measures” (TPIMs) and “Temporary Exclusion Orders” (TEOs) as outline in the Count-Terrorism and Security Act 2015 (Counter-Terrorism and Security Act 2015). These further powers allow authorities the ability to impose restrictions on an individuals’ freedom of movement, associations or access to communication devices when they are not yet deemed to be safe to release. In successful cases, these orders work well in confining these individuals to their homes or removing their options for travel, underpinned with the urgent necessity of preventing terrorist acts. The central idea is to stop these individual potentially communicating with associates in a terrorist plot, or even potentially fleeing the country before sufficient evidence is gathered (Fenwick, 2017).
Understandably, the power to detail individual for such a period without trail, or the ability to improve restrictive control orders has raised concern regarding civil liberty. It’s argued that the use of preventative detention undermines the principle of “innocent until proven guilty”, in favour of the reverse as it allows action based on suspicion along, rather than evidence. All of this imposed with often unverified intelligence, and without the typical safeguards and personal allowances that are often present in regular criminal proceedings. It can then be further argued that this experience, especially for those who are innocent, can be traumatic as they face social consequences lacking a formal conviction (Singh, 2020).
Additionally, from a societal perspective preventative detention comes with the potential for another issue already present in policing. The risk of alienating communities, especially those who can feel targeted but counter-terrorism measures. For example, concerns have been expressed by British Muslim communities from people who are concerned that these laws impact them disproportionately, leading to mistrust of law enforcement and government institutions (Hickman et al., 2011). This has been far more prominent through the 2000’s to present with Islamic extremism standing as the deadliest variant of terror organisations in the UK; however, it is important to balance appropriate action while ensuring that people who are not affiliated with these groups do not feel marginalised as a result (Breen-Smyth, 2014).
As for the effectiveness of these measures, it again has been debated. While advocates argue that these powers are crucial for the disruption of terrorist activity, the evidence on success is mixed. Supports claim that the detention of individuals suspected of plotting terrorist action can stop the plots ever reaching the execution states yet like with the surveillance it’s extremely difficult to quantify “success” (Innes, Roberts and Lowe, 2017).
Looking at the ethical standpoint, there are serious accusations made against the practice. Adding to the points on the deprivation of liberty without trial, some even argue that the policy is an infringement on human right. Specifically, under Article 5 of the European Convention on Human Rights (ECHR), it protects the right to liberty and security, including the right to either a speedy trail or release until that time. Despite this, authorities continue to argue that these measures remain proportionate to the threat of terrorist action; however, the argument continues to revolve (Fenwick, 2008).
Again, turning the sight outwards, other nations are still able to prioritise due process while addressing security needs. In Canada as an example, under section 83.3 of the Criminal Code as added through the Anti-terrorism Act 2001, preventive detention of terrorism suspects requires mandatory judicial oversight alongside the need to periodic reviews in to balance safety with accountability (Public Safety Canada, 2016). Similarly, French authorities emphasise proportionality through mandating judicial review and limiting detention without charge and the German authorities take a surveillance approach rather than use excessive preventative detention. All these models provide more consideration to civil liberty and can possible be considered for use in the British frameworks (Webber, 2016).
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Overall, the British counterterrorism approach of using broad surveillance and preventative detention underscore the challenges that come with balancing national security and civil liberties. In many areas, concerns about privacy, due process and overreach highlight the need for considerations, and in some areas reform. The use over independent oversight in surveillance, akin to that of the US Foreign Intelligence Surveillance Court and putting emphasis on judicial review in preventative detention cases would add a layer of protection for the public, while enhancing transparency and accountability within out agencies. Through analysis of current practices, it is fair to say that the need to strict measures for public protection are absolutely necessary; however, with the addition of practices from other democratic nations the UK can both uphold public safety and its democratic values in counterterrorism efforts.
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