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[bookmark: _Toc164958214]1.0 Task 1 – Research on Digital Forensics
Computer and Digital Forensics serve a similar purpose, the retrieval and analysis of evidence that can be used in an investigation or court. Computer forensics is a subcategory of digital forensics, focusing on evidence collected solely from computer devices whereas digital forensics is a more general term used when investigating any digital evidence. [1] [2]
To maintain integrity so the evidence can be used in court, it must be investigated in a particular and careful manner. Firstly, an image is created of the original hard drive which can be opened and analysed without editing the original evidence. This image file is then loaded onto a write protected isolated device which can be used to investigate while maintaining integrity. Hashing is a technique used to prove that the file has not been altered, the hash of a file practically serves as a unique identifier for the current state of the file. However, due to limitations with the number of possible hash values, it is possible, however unlikely, to have two or more files with the same hash value. For this investigation, the Message Direct Number 5 (MD5) value will be compared to prove integrity. [2] [3]
In the event of a data breach, or a crime committed aided by a digital device; an organisation may call in private computer forensics investigators to assess the damage and to provide recovery plan for the business. Many major businesses will have these investigators beforehand to create a contingency plan beforehand. There are many big cases involving computer forensic tools and investigations, including The Bank NSP Case, Sony.Sambandh.com Case, and the Indian Parliament Attack Case. In all these cases, computer forensics tools were used by law enforcement and other agencies to help prosecute criminals. [4]
Techniques such as stenography, storing data within an image, has been around since the ancient civilisations. Thanks to modern technology, it is possible to efficiently and securely store hidden messages within images, and while an encrypted message may be more secure, stenography works by hiding in plain sight to remain unseen. Similar to cryptography, cracking stenography has evolved over time due to advancements in computing, but these advancements have also aided stenography, allowing for more complex ciphers to encode the data more securely within the images. [5]
Finally, digital and computer forensics faces some challenges in the modern age of computing, where every home has smart devices connected to the internet. This ‘Internet of Things (IoT)’ poses as a significant challenge for investigators. Devices may not be available for physical inspection, devices may store data centrally on the cloud rather than on local storage, and in general a larger amount of devices to investigate will inevitably lengthen investigations. All of these factors complicate modern digital forensic cases, raising the cost required to investigate cases, leading to crimes going unpunished. [6] 
[bookmark: _Toc164958215]2.0 Forensics Report
[bookmark: _Toc164958216]2.1 Introduction
The purpose of this forensics report is to discover whether cyber bullying has occurred based on the evidence provided. This report will provide an unbiased perspective and analysis of the evidence. As shown in figure 1 below, the workstation used to analyse the evidence is an isolated device without an internet connection. The required tools were installed offline using an external storage device to reduce the risk of evidence being comprised. To further ensure integrity of the investigation, a policy is created in the registry editor to prevent data from being written to external storage devices, this can be seen in figure 2.
[image: ]
Figure 1 Network adapter disabled on Computer Forensic virtual machine to isolate workstation.
[image: ]
Figure 2 Policy set up in registry editor to prevent data being written to external storage devices.
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[bookmark: _Toc164958218]2.2.1 FTK Imager 4.7.1.2
FTK Imager is a software developed by AccessData Group, Inc. FTK Imager is a tool to view forensic images, allowing for extraction of files from the image without altering the original copy. It is also possible to calculate the MD5 hash values for any evidence to prove the integrity of the files. Figure 3 demonstrates the image file loaded into FTK Imager.
[image: ]
Figure 3 Evidence image loaded into FTK Imager.
[bookmark: _Toc164958219]2.2.2 Autopsy 4.21.0
Autopsy is an open-source forensic software tool built by Basis Technology. Like FTK Imager, Autopsy is used to load image files for analysis. However, Autopsy makes use of the Sleuth Kit to provide further analysis and tools to assist finding hidden evidence. Figure 4 below demonstrates the image file loaded into autopsy, in the left-hand column notable information such as files with EXIF metadata.
[image: ]
Figure 4 Demonstration of the evidence image loaded into autopsy, showing the categorised data on the left.
[bookmark: _Toc164958220]2.2.3 Exiftool 12.84
Exiftool is an open-source free tool created by Phil Harvey to extract EXIF metadata from image files. The tool will be used extensively throughout the investigation as the forensic image contains mostly screenshots and photos. The EXIF metadata contains information on when the image was created, and depending on the type can contain the latitude and longitude of where the image was created.


[bookmark: _Toc164958221]2.3 Chain of Custody
Name / ID: Daniel James 2218766
Date / Time: 11/03/2024 17:00
	Item Number
	Description of Item

	1
	SanDisk Cruzer USB Flash Storage
Size: 16GB

	2
	Image file Case1-FLASH.E01 to .E04
Size: 14939 MB



	Item Number
	Date/Time
	Released By
	Received by
	Comments

	1
	11/03/2024 17:00
	Nitheesh Kaliyamurthy
	Jon Morgan
	Image file created using an isolated virtual machine.
Image: Case1-FLASH.E01 to .E04

	2
	15/04/2024
11:00
	Nitheesh Kaliyamurthy
	Daniel James
	Image files:
· Case1-FLASH.E01
· Case1-FLASH.E02
· Case1-FLASH.E03
· Case1-FLASH.E04

Size: 14939 MB

MD5 Hash of Forensic Image:
9065ec3c7ccb94b13fc67338fc88d1d1





[bookmark: _Toc164958222]2.4 Forensic Investigation
[bookmark: _Toc164958223]2.4.1 Message Screenshots
	File Name
	File Path
	Time Created
	MD5 Hash

	IMG_0101.jpg
	/img_Case1-FLASH.E01/vol_vol2/IMG_0101.jpg
	2024-03-11 16:52:21 GMT
	e3dc556ffa18ea4d77e50e45ea951965

	IMG_0102.jpg
	/img_Case1-FLASH.E01/vol_vol2/IMG_0102.jpg
	2024-03-11 16:52:21 GMT
	bb60c7ddc4db2f3c4e397230591c87b7

	IMG_0103.jpg
	/img_Case1-FLASH.E01/vol_vol2/IMG_0103.jpg
	2024-03-11 16:52:21 GMT
	9e64a40779da498dc7fc10ed70b8727e

	IMG_0104.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0104.PNG
	2024-03-11 16:52:21 GMT
	a3a060cd4891196e4bb6edc69583bcb7

	IMG_0105.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0105.PNG
	2024-03-11 16:52:21 GMT
	c502e1abf165e09352d5038aa0bada90

	IMG_0106.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0106.PNG
	2024-03-11 16:52:21 GMT
	8369f198b2e89770dfce7bbf3c98e032

	IMG_0107.jpg
	/img_Case1-FLASH.E01/vol_vol2/IMG_0107.jpg
	2024-03-11 16:52:22 GMT
	d27b74303b744744358a812d4d75604f

	IMG_0108.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0108.PNG
	2024-03-11 16:52:22 GMT
	884e05cfbc7b08121c07fbe12c4324aa

	IMG_0109.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0109.PNG
	2024-03-11 16:52:22 GMT
	3cd997207eaa7401fa0172afb4ec6328

	IMG_0110.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0110.PNG
	2024-03-11 16:52:22 GMT
	82b133c384c32166db9957eb52e40a3a

	IMG_0111.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0111.PNG
	2024-03-11 16:52:22 GMT
	c68fae224e395f8cd2b9cf84a4d4fa04

	IMG_0112.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0112.PNG
	2024-03-11 16:52:22 GMT
	99a01995b5ee80b3d97fce4c65f34df0

	IMG_0113.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0113.PNG
	2024-03-11 16:52:22 GMT
	056be767071bc3a350a1094ee9a7bedb

	IMG_0114.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0114.PNG
	2024-03-11 16:52:22 GMT
	6d1b814bc9bf067b847404fa4845be0e

	IMG_0115.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0115.PNG
	2024-03-11 16:52:22 GMT
	bd0a5229b883bde50428360cb7fdebe3

	IMG_0116.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0116.PNG
	2024-03-11 16:52:23 GMT
	671fe260e781ee53025b9893eabb46d8

	IMG_0117.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0117.PNG
	2024-03-11 16:52:23 GMT
	0b22f9087fdd0c425068cf657918e789

	IMG_0118.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0118.PNG
	2024-03-11 16:52:23 GMT
	a718d805861ff2358ff9cc3786d85c3c

	IMG_0119.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0119.PNG
	2024-03-11 16:52:23 GMT
	c01000b0fbcf49dea28bbc1ec8abc25e

	IMG_0120.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0120.PNG
	2024-03-11 16:52:23 GMT
	9d1659835d2ee69f1d25e6b3e840f0f2

	IMG_0121.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0121.PNG
	2024-03-11 16:52:23 GMT
	ed95fa349d0107e69f5539da1aa8d04d

	IMG_0122.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0122.PNG
	2024-03-11 16:52:24 GMT
	9c372893c6f6275de907499e9144b6bf

	IMG_0123.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0123.PNG
	2024-03-11 16:52:24 GMT
	1bc17c6b875f93bd6b90e12d7d23bd9e

	IMG_0124.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0124.PNG
	2024-03-11 16:52:24 GMT
	07800049249a7a8216d550d0b30a8543

	IMG_0125.PNG
	/img_Case1-FLASH.E01/vol_vol2/IMG_0125.PNG
	2024-03-11 16:52:24 GMT
	70b27a8223b8ab538f5954475738c091

	Screenshot_20231124-133925_WhatsApp.jpg
	/img_Case1-FLASH.E01/vol_vol2/Screenshot_20231124-133925_WhatsApp.jpg
	2024-03-11 16:52:25 GMT
	931b0b317f8e7434ab2030a5830c3faf

	Screenshot_20231124-133938_WhatsApp.jpg
	/img_Case1-FLASH.E01/vol_vol2/Screenshot_20231124-133938_WhatsApp.jpg
	2024-03-11 16:52:25 GMT
	499bf30ae23a842ee63930a5f22676fe

	Screenshot_20231124-134017_WhatsApp.jpg
	/img_Case1-FLASH.E01/vol_vol2/Screenshot_20231124-134017_WhatsApp.jpg
	2024-03-11 16:52:26 GMT
	3e5b6daba5fd76866759c4023a76f4cc

	Screenshot_20231124-134028_WhatsApp.jpg
	/img_Case1-FLASH.E01/vol_vol2/Screenshot_20231124-134028_WhatsApp.jpg
	2024-03-11 16:52:26 GMT
	573ae5b7649b9b6efc1735a9495893cd

	Screenshot_20231124-145712_WhatsApp.jpg
	/img_Case1-FLASH.E01/vol_vol2/Screenshot_20231124-145712_WhatsApp.jpg
	2024-03-11 16:52:26 GMT
	41f70fff96c331d27140043c2fefa68e



Unfortunately, as shown in figure 6 below, the Exiftool did not provide any evidence which could provide a link between multiple of the accounts being owned by the same person. From viewing the images, Appendix 2.6.1, the only definitive links that can be made between accounts is the account ‘Seer Musta’ and Fred Williams are owned by the same person. There is however evidence of harassment from multiple parties, including Justine Elias, Lee Saint, Zhen and possibly Seer Musta.
[image: ]
Figure 5 Results of the Exiftool.
[bookmark: _Toc164958224]2.4.2 Misc File Investigation
The following files have been analysed and have been disregarded from the investigation due to a lack of relevance. The EXIF metadata of the images has been examined and the contents of the images have not provided any evidence. Text, SQL and XLS files have been investigated but the content within appears to contain irrelevant information, possibly to lead an investigator astray. Finally, encrypted images were decrypted, and metadata extracted but once again provided no beneficial evidence for the investigation so must be disregarded. 
The Barclays_Statement.jpg contains a fake bank statement created by a website online. There are obvious signs this document has been created using a default template, such as the name ‘John Doe Lee’. Because of these reasons, this evidence will be disregarded and not included in the investigation. This statement does not provide any links to other pieces of evidence so does not affect the overall investigation. 

	Name
	Created Time
	Location
	MD5 Hash

	20231113151155_5869.xls
	2024-03-11 17:02:22 GMT
	/img_Case1-FLASH.E01/vol_vol2/20231113151155_5869.xls
	2aa52243e12bf2d202b1df8891faeb29

	Barclays_Statement.jpg
	2024-03-11 17:02:22 GMT
	/img_Case1-FLASH.E01/vol_vol2/Barclays_Statement.jpg
	72069d2042ed325015457d59d6965bd3

	call center log.png
	2024-03-11 16:52:18 GMT
	/img_Case1-FLASH.E01/vol_vol2/call center log.png
	f3af1fa19b1dea31c84369fe4da84af1

	Call logg.png
	2024-03-11 16:52:18 GMT
	/img_Case1-FLASH.E01/vol_vol2/Call logg.png
	d5b9102555b29d8488f4c45358376044

	customer data.sql
	2024-03-11 17:02:22 GMT
	/img_Case1-FLASH.E01/vol_vol2/customer data.sql
	89032943256882faa981d88b591f62a2

	DB_1.PNG
	2024-03-11 17:02:22 GMT
	/img_Case1-FLASH.E01/vol_vol2/DB_1.PNG
	9aeef6425b0f9473f16c5777bdfabbc6

	DB_2.PNG
	2024-03-11 17:02:22 GMT
	/img_Case1-FLASH.E01/vol_vol2/DB_2.PNG
	4a18412a58b319a534a6aae966ae320e

	DB_3.PNG
	2024-03-11 17:02:22 GMT
	/img_Case1-FLASH.E01/vol_vol2/DB_3.PNG
	72b6f9ec58c0b5eb06362d6c6fc3d2b1

	e_IMG_0010
	2024-03-11 16:52:19 GMT
	/img_Case1-FLASH.E01/vol_vol2/e_IMG_0010
	769228d34244de49ddcf13b0df31ed1c

	e_IMG_0013
	2024-03-11 16:52:20 GMT
	/img_Case1-FLASH.E01/vol_vol2/e_IMG_0013
	11f796074c47332b687ecab58fdef161

	encrypt_file.cpp
	2024-03-11 16:52:20 GMT
	/img_Case1-FLASH.E01/vol_vol2/encrypt_file.cpp
	ac34638b7382315632ca5f934edc14bb

	Evidence Location.PNG
	2024-03-11 17:02:22 GMT
	/img_Case1-FLASH.E01/vol_vol2/Evidence Location.PNG
	b8bec62e54cc16d38545d037dd8af290

	Image size from HDD.PNG
	2024-03-11 17:02:22 GMT
	/img_Case1-FLASH.E01/vol_vol2/Image size from HDD.PNG
	5627adbb43aa168e8b801b97469efda7

	IMG_0010.jpeg
	2024-03-11 16:52:20 GMT
	/img_Case1-FLASH.E01/vol_vol2/IMG_0010.jpeg
	d4c5ee4fb96a2e56a811f58ada2fda6d

	mail-conversation.png
	2024-03-11 17:02:22 GMT
	/img_Case1-FLASH.E01/vol_vol2/mail-conversation.png
	6268a279fb5ef4a6225a8e00fe40db85

	meeting2.mp4
	2024-03-11 17:02:22 GMT
	/img_Case1-FLASH.E01/vol_vol2/meeting2.mp4
	6a64cc4dd673976154029a44a5006d0a

	Meta-data.csv
	2024-03-11 17:02:23 GMT
	/img_Case1-FLASH.E01/vol_vol2/Meta-data.csv
	72d60c42b7622c0cd548a86f3d70012b

	Nitheesh_Corporation.txt
	2024-03-11 17:02:23 GMT
	/img_Case1-FLASH.E01/vol_vol2/Nitheesh_Corporation.txt
	8be4c7aaa97579ca0eaaea84314faccd

	Unallocated spaces.PNG
	2024-03-11 17:02:23 GMT
	/img_Case1-FLASH.E01/vol_vol2/Unallocated spaces.PNG
	33596180778500bc0406369c22e6c8a9



[bookmark: _Toc164958225]2.4.3 Misc Images Investigation
	File Name
	Date Created
	File Path
	MD5 Hash

	IMG20231123140.jpg
	2024-03-11 16:52:24 GMT
	/img_Case1-FLASH.E01/vol_vol2/IMG20231123140.jpg
	b469b417f17fb033cd5c39149e6eee00



When this image was run through the Exiftool, the results it provided a latitude and longitude for an address within London. These results can be seen in figures 6 and 7. Figure 8 illustrates the latitude and longitude lookup online. Due to the police report discovered in 2.4.4 which states the incident occurred in Liverpool, this evidence will be discarded and not taken as evidence. The image file can be found in Appendix 2.6.2
[image: ]
Figure 6 Image one of two of results from the Exiftool.
[image: ]
Figure 7 Image two of two from the results of the Exiftool.
[image: ]
Figure 8 Latitude and Longitude lookup from the degrees, minutes and seconds using a website online.
[bookmark: _Toc164958226]2.4.4 Police Report File Investigations
The PoliceReport.rar file found within the image file was discovered to be protecting, with a password, two encrypted image files. The images found within the encrypted file can be found within Appendix 2.6.3. Figures 9 through 13 detail the steps taken to open and decrypt the police report images. The images found detailed the name of a suspect, who appears in the chat messages found within section 2.4.1. The police report also provides useful information, such as the name of the victim, the name of the complainant; likely a friend or family member, the location where the alleged crimes took place. 
	Victim’s Name
	Emily

	Suspect’s Name
	Justine Elias

	Complainant 
	Lucy Alden

	Witness
	Jessy Orio

	Location
	Liverpool, United Kingdom



[image: ]
Figure 9 Police report file requiring password to open.
[image: ]
Figure 10 File containing two different passwords within the forensic image.
[image: ]
Figure 11 Two encrypted files within the Police Report file once the correct password was entered.
[image: ]
Figure 12 Decryption algorithm found within the forensic image, used to decrypt the police report files.
[image: ]
Figure 13 Arguments set in the project to decrypt the chosen files when the C++ program is ran.


[bookmark: _Toc164958227]2.5 Conclusion
From the evidence found in sections 2.4.1 and 2.4.4 it is clear beyond reasonable doubt that harassment and cyber bullying has occurred. However, it is not possible to determine whether multiple people were involved or if one individual has made multiple accounts to continue their harassment. There has been lots of evidence found within the image file that could not be confirmed as relevant when investigated forensically, and has such been disregarded from the investigation, which is discussed in sections 2.4.2 and 2.4.3 in this report. 
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EDR POLICE, UNITED KINGDOM info@edrpolice.uk
SN20 NAX, Liverpool, England, United Kingdom 016-514698, 016-452589

CASE NUMBER: (S-032949

Complainant

Lucy Alden

19/05/1996

20 Astra Street, Liverpool, Uk
0725854682
Alden.astra@gmail.com

Details of Case

20/04/2021 — 10:32pm UK Time

Cyberbullying: [Threats, Harassment, ]

Platform/Method Used: [Twitter, Instagram]

Engaging in illicit activities on social media, ultimately leading to a campaign of harassment against Emily
and her family.

Suspects Details

Name: Justine Elias

AKA: [Egos_dark]

69 Lone Street, Wine street, Liverpool, UK
elias.J@gmail.com

0706064908

Screenshots of offensive messages and social posts.
URL below is a link to all evidence files about the crime.
https://shorturl.at/anF89

Witness Information:
Jessy Orio
Graceland avenue, Liverpool

Action Taken by Complainant:

Complainant tried to cut off communication with the suspect by blocking the suspects on all social media
platform, but suspects continued stalking her by opening new fake accounts.
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Law Enforcement Action:

The security apprehended the suspects, and an investigation was conducted on the suspects
online activities, after the investigation, the suspects plead to the case and was issued a
restraining order after paying a fine £2,000.

Investigating Officer:

ISP Danzel Alfred

Badge/ID Number: PS-09102012
Contact Information:

Phone: 0731235689

Email: denzel. A@officer.MSpolice.uk

S,




image1.png




image2.png




image3.png
(e et LP

st sem sran

[re———— e
B e s m—“:ﬁﬁm
Svstem
s e
B 8 er B i
st Nespiong i ppavualzton
BHex.. 5 osply
® o ®
& rmerson e
Compute orensics 2] sren = SR
T — W oo | ===
[Fo ki a s
R 0 aue .
© Pomered Off . ‘
ket B s

O

_EMW

] et

Y - e





