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This report will show how the author Dylan Evans used PHP to visualise IOT (Internet of Things) data taken from sensors. This data is taken from a database and shown in graph form. This report will cover how the author implemented the PHP.
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This is the home page of the authors IOT site. As seen in the screenshot above “welcome guest” is displayed along with a login button. This is because the user is not logged in. the code below shows how this is done
[image: ]
The code checks to see if there is a session variable called Username. If this variable exists then the user is logged in and the page will be displayed. The session variable creation will be shown in the checklogin.php section of the report.
If the user is logged in the page will be shown as below:
[image: ]
The user will be greeted by their name in the case of the image above the admin user is logged in. Once the user is logged in the other menu items will appear giving the user access to the other pages.
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This is the code for the index page along with the greeting at the top of the page. The menu is imported from a separate file as this menu is used throughout the project.
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The login.php page posts the username and password to this page. The code then uses an SQL prepared statement to check for any SQL syntax to prevent SQL injection. The query checks if the user name and password exist as a record in the database. If the records exist, then the users username is added to a session variable to show that the user has successfully logged in. if the user does not successfully login then the user will be bounced back to the login page where an error message will be displayed.
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This code works by first checking if error is 1 from the GET data in the address bar. This data comes from the check login page. If the error=1 then the user has already attempted to login with incorrect details and an error will be displayed as shown below:
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The user enters their details into the form which the data is then submitted to the CheckLogin.php page using the POST method.
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This is the code for the logout page. The code accesses the session and then destroys it so that the USERNAME session variable no longer exists then the user is signed out and is directed back to home.
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This is the code for the makegraph function which is what generates the graph. It first pulls in the search terms from a session variable which was defined on the search page. The graph then displays a title to show which sensor its displaying. A switch statement is then run to check the session variable to see which graph type the user has requested. The graph is then generated based on the search data passed in.
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This is the code for the my Graph page. The page first puts the search queries from post into a session variable to be later accessed by the makeGraph function. The code then checks if the search terms will return any data before passing it to the make graph function. If the function returns no data then the user will be redirected to the search page where an error will be displayed. If the search returns data then the makeGraph function will be called to display the graph on the page.
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This is the code for the search graph page. It firs checks to see if an error has been passed back from the MyGraph file and then tells the user that the search returned no data as shown below:
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The form will then ask the user to choose a sensor a data and a graph type this will then be passed onto the myGraph function for the graph to be displayed.
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This is the code for the transfer data page. The code works by looping 3 times to check for any data in the 3 sensor files. If the files have no data, then an error is returned. Once the files contain data the data is then read into an array and inserted into the database. 
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This is the code for the rawData page. The code displays the data from the database as a table in raw form just in case the user wants to view the data in a different form.










[bookmark: _Toc8294418]10.0 Menu.php
[image: ]
This is the code for the menu it shows all the pages in the form of an unsorted list. The code first checks to see if the user is logged in before adding the main pages to the menu. This menu is imported using an include on every page to save duplicate code.
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if(@$_SESSION[ "Username"]) // Checks to see if user is signed in.
{
2>
<h1>Welcome
<?echo $_SESSION["Username”]; // shows username?>
</h1>
<?include("menu.php™)?>
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<html>

<head>
<link rel="stylesheet" href="styles.css" />
</head>

</html>

<?

include”conninfo.php";

$un=$_POST[ “un"];

$pw=$_POST["pw"]; // Get post data from login

pstmt=mysqli_stmt_init($link); // Gives php access to database

$query = "SELECT * FROM users WHERE username = ? AND password = ?"; // Queries to see if user inputed
mysqli_stmt_prepare($stmt,$query);

mysqli_stmt_bind_param($stmt, “ss”,$un,$pw);

mysqli_stmt_execute($stmt); // runs query using prepared statment this sanatises the users input. This
$result=mysqli_query($link, $query);

$result=$stmt->get_result(); // Gets result of query

gnum=mysqli_num_rows($result); // checks number of rows against result.

if($num==1)
{
session_start(); //acceses sesion
$_SESSION["Username"]=$un; // Gets users username.
header(“"Location: http://localhost/gaynor/assignment/index.php™); // returns to homepage.
mysqli_stmt_close($stmt);
mysqli_close($link);// closes link to databse and closes statment.

}

else

{
header(“"Location: http://localhost/gaynor/assignment/login.php?error=1"); // returns to login page
mysqli_stmt_close($stmt);
mysqli_close($link);
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<?
$error = $_GET["error"];

2>
<html>
<link rel="stylesheet" href="styles.css" />
<head>
<title>Dylan's IOT Site</title>
</head>
<body>
<form action="checklogin.php"” method="POST">
<h1>Login</h1>
<?if ($error == 1) // if error = 1 error will be displayed.
{>>
<p>Sorry incorrect username or password was entered<p>
<?}?>
Username: <input type="text" name="un"><br>
Password: <input type="password” name="pw"><br> <!--Username and password inputs -->
<input type="submit" value="Log in">
</form>
</body>

</html>
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.
Login
Sorry incorrect username or password was entered

Username:
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<html>

<head>

<link rel="stylesheet" href="styles.css" />
<title>Dylan's IOT Site</title>

</head>

</html>

<?

session_start(); // accsess session

session_destroy(); // clears session data

echo "You have logged out sucsessfully!"; // dispays user is now logged out.
2>

<br><br>

<a href="index.php"”>Back to home</a><br><br>
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<?include "phpMyGraph.php";
include "conninfo.php";
session_start(); // accsess the session.
if(@$_SESSION[ "Username"]) //checks to see if user is signed in.
{
$date = $_SESSION[ 'POST'][‘'reqdate’];
$sensor = $_SESSION[ 'POST']['sensor'];
$graphType = $_SESSION[ 'POST'][ ‘graphType'];
$query = "SELECT * FROM graphdata WHERE valueDate like ‘$date%' and sensor LIKE ‘$sensor'”;
$result = mysqli_query($link,$query);
$data = array();

$x = 0;
while($r = mysqli_fetch_array($result))
{

$valueDate=$r[ ‘valueDate'];

$data[$valueDate] = $r["sensorValue"]; // date against temp
}
if ($sensor == "%")

{

$cfg['title'] = "Graph to show data from all sensors";

¥

else

{
$cfg[ "title']

"Graph to show data from sensor $sensor”;

}

$cfg[ ‘'width'] = 1000;

$cfg[ ‘height'] = 600;

$cfg[ ‘background-color'] = '#3f67a8M°;

$cfg[ 'title-color'] = "#000000 “;

$cfg[ ‘value-label-color'] = "#000000 ;

$cfg[ 'key-color'] = "#000000 “;

ob_clean();

header("content-type:image/png");

$graph = new phpMyGraph();

switch($graphType)

{

case 'VerticalGraph':

$graph -> parseVerticalColumnGraph($data,$cfg); // Column graph
break;
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case 'VerticallLine':
$graph->parseVerticallineGraph($data, $cfg); // Vertical Line Graph
break;
case 'VerticalPolygon':
$graph->parseVerticalPolygonGraph($data, $cfg); // Vertical Pollygon Graph
break;
default:
$graph -> parseVerticalColumnGraph($data,$cfg); // Column graph

g
21se
(2>
<a href="login.php?error=0">Please login before attempting to view this page</a>
2}

>
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include "conninfo.php";
session_start();

$_SESSION[ 'POST'] = $_POST;
$date = $_POST[ ‘reqdate’];
$sensor = $_POST[ ‘sensor'];

2>

<html>

<head>

<title>Dylan's IOT Site</title>
<link rel="stylesheet" href="styles.css" />
</head>

<body>

<?if(@$_SESSION[ "Username”])

{

$query = "SELECT * FROM graphdata WHERE valueDate like '$date%' and sensor LIKE '$sensor'™; /,
$result = mysqli_query($link,$query);
if (mysqli_num_rows $result)== @) // if no data returned show error.

{
header(“"Location: http://localhost/gaynor/assignment/searchGraph.php?error=1");
}
// if data found show graph.
else{?>

<h1>Dylan's Sensor Monitor</hl>
H?include("menu.php");?ﬂ

</ul>

<br>Search data:<br>

<img src="makeGraph.php"> <!--Creates graph using php-->

<?}}

else
{2>
<a href="login.php?error=0">Please login before attempting to view this page</a>
<?}?>
</body>
</html>
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<link rel="stylesheet  href="styles.css” />
<title>Dylan's IOT Site</title>
<hl>Search Graph</hl>

<?session_start(); // accsess the session.
include("menu.php”);

$error = $_GET["error"];

if(@$_SESSION["Username"]) // checks if user is signed in.

{2>
<?if ($error == 1) // if error = 1 error will be displayed.
{2>
<p>Search returned no data<p>
<?}?>

<form action="myGraph.php" method="post">
<!--Select input for sensors -->
Sensor:
<select name="sensor">
<option value="%">All Sensors</option>
<option value="1">Sensor 1</option>
<option value="2">Sensor 2</option>
<option value="3">Sensor 3</option>
</select>
<br>
<!--Date input field for date -->
Search: <input type="date" name="reqdate">
<!--Select input for graph type. -->
Graph Type:
<select name="graphType">
<option value="VerticalCollumn">Vertical Collumn Graph</option>
<option value="Verticalline">Vertical Line Graph</option>
<option value="VerticalPolygon">Vertical Polygon Graph</option>

</select>

<br><br>

<input type="submit">

</form>
<?}
else // if user isn't signed in user will be required to login.
{2>

<a href="login.php?error=0">Please login before attempting to view this page</a>
<?}?>




image15.png
Search returned no data

Sensor:
Search: Graph Type: [Verical Column Graph ~
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<title>Dylan‘'s IOT Site</title>
<?include "conninfo.php”;
for($i=1;%$i<4;%$i++)

{
$myfile="temperature$i.txt"”;
if(filesize($myfile) == @) // Checks if file is empty then breaks loop.
{
echo "Sorry but file ". $i . " is empty <br>";
break;
}
$filelink=fopen($myfile,"r")or die("Unable to open file!"); // opens file for reading.
$data=fread($filelink,filesize ($myfile)); // reads entire file
fclose($filelink); // closes file
$filelink=fopen($myfile, 'w')or die("Unable to open file!"); // opens file for writing which ther
fclose($filelink); // closes file
$incoming=array();
$incoming=explode(chr(13),$data); // adds data from files to array
$length=sizeof($incoming);// checks the size of the array
$tempdata=array();
for($x=0;$x<$length;$x++) // runs for loop for the length of array
{
$incoming[$x]=trim($incoming[$x]);// clean off the linebreak
$tempdata=explode(” “,$incoming[$x]);
$timeofreading=$tempdata[1]." ".$tempdata[2];// stick timestamp back together
$temperature=trim($tempdatale]);
$query="INSERT INTO graphData(sensorValue,valueDate,sensor)VALUES($temperature, ‘$timeofreading’,
$result=mysqli_query($link,$query);
}
echo "Sensor file ". $i. " inserted <br>";
}
2>

<a href="index.php">Return homeH/aH
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<?include("conninfo.php");
session_start();
include("menu.php");

$query=("SELECT * from graphdata");

$result = mysqli_query($link,$query) or die("Couldn't execute query”);:
<head>
<link rel="stylesheet" href="styles.css" />
</head>
<body>
<table border="1">
<tr>
<th>Data ID </th>
<th>Sensor Value</th>
<th>Data</th>
<th>Sensor</th>

<?
while($r=mysqli_fetch_array($result))
{2>

<tr>

<td><?echo $r["dataid"];?></td>
<td><?echo $r["sensorValue"];?></td>
<td><?echo $r["valueDate"];?></td>
<td><?echo $r["sensor”];?></td>
</tr>

<?

}

2>

</table>

</body>
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<title>Dylan s IOT Site</title>
>
?f(@$_SESSION["UsernamE"]) // checks if user is signed in.
H
<!--Menu for site -->
<ul>
<li><a href=index.php>Home </a></1i>
<li><a href="transferData.php">Transfer Data to database</a></li>
<li><a href="searchGraph.php?error=0">Search Graph</a></1i>
<li><a href="rawData.php”>Raw Data </a> </1li>
<li><a href="logout.php">Log Out</a></1i>
</ul>
<?}
else
{2>
<!--Menu for site -->
<ul>
<li><a href=index.php>Home </a></1i>
<li><a href="login.php?error=0">Log in</a></1i>
</ul>
<?}?>




image1.png




image2.png




image3.png
Welcome Guest

login here





