Briefing Note: The Three Lines Model
The model
The Three Lines Model sets out how an organisation should divide responsibility for managing risk, overseeing it and providing independent assurance about it. It was published by the Institute of Internal Auditors (IIA) in 2020.
It replaced the earlier "Three Lines of Defense" model. The update made two main changes. It stresses that risk management supports the achievement of objectives as well as protecting against harm, and it describes flexible roles rather than rigid lines, recognising that organisations allocate responsibilities in different ways.
The model is widely used in corporate governance, particularly in financial services and other regulated sectors, and is often referred to by regulators and audit committees.
The roles in the model
	Role
	Who typically holds it
	What it does

	Governing body
	The board and its committees
	Accountable to stakeholders for oversight; sets direction and risk appetite

	First line
	Operational management
	Delivers products and services and manages the risks in day-to-day operations

	Second line
	Specialist functions such as risk management, compliance and information security
	Provides expertise, monitoring and challenge on how risks are managed

	Third line
	Internal audit
	Gives independent, objective assurance to the governing body that risk management is working


External assurance providers, such as external auditors and regulators, sit outside the organisation but add further assurance.
Two principles are central. First, internal audit must be independent of management and report directly to the governing body. Second, the roles should work together and share information rather than operate in silos.
Applying the model: the Corran case
In the PHP2Shell exercise, the model helps explain why Corran's board did not see the risk at ViajaBem.
	Role
	What it should have done
	What happened at Corran

	Governing body
	Oversee cyber risk across the group
	Cyber risk did not reach the board directly

	First line
	Run IT systems securely
	ViajaBem's IT was run by a local supplier on unsupported software

	Second line
	Monitor and challenge IT security
	The CISO reported to the Chief Information Officer, so the function meant to challenge IT reported to the head of IT. ViajaBem had no group oversight at all

	Third line
	Give the board independent assurance
	No internal audit coverage of ViajaBem is mentioned in the case


For ViajaBem, two of the three lines were in effect missing, and the second line was not independent of the first. The model does not prescribe reporting lines, but its principles point towards giving the CISO direct access to the board or a board committee, and bringing acquired businesses within group oversight from the start.
Criticisms of the model
· Boundaries blur in practice. It is often unclear where first-line responsibility ends and second-line oversight begins, which can lead to gaps or duplication.
· It can create silos and bureaucracy. Separate lines may each produce their own reports without sharing information, and the model can be heavy for smaller organisations without dedicated risk or audit functions.
· It may not go far enough. Arndorfer and Minto (2015) proposed a fourth line, made up of external auditors and supervisors, for financial institutions. They argued that internal lines alone had not prevented failures during the financial crisis.
· It describes structure, not behaviour. Having the lines in place does not guarantee that people raise concerns or that boards act on them. Organisational culture matters as much as the structure.
Using the model in your own work
When you use the Three Lines Model:
1. identify who holds each role in the organisation you are analysing, and where the roles are missing or combined;
1. check whether the second and third lines are genuinely independent of the activities they oversee;
1. consider how the model applies across a group with subsidiaries in different countries, where local management may sit outside group oversight;
1. evaluate what the structure cannot capture, such as culture, information flow and the willingness of boards to act.
In Task 3 of the PHP2Shell exercise, the model can help you decide where to place the CISO and who should give the board independent assurance over ViajaBem.
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