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[bookmark: _Toc223294192]Identification of threats
Cybersecurity threats are different from other reliability concerns. Cyber technologies change frequently, and potential threats can arise very quickly, requiring rapid, effective and often confidential responses. [1].
Healthplus Analytics is a healthcare technology company that stores data and sensitive information for customers and hospitals throughout the UK. The company is responsible for customers' medical health records, diagnostic information and reporting data. Its a very highly confidential data and needs to be stored and protected properly.
[bookmark: _Toc223294193]External threats
Network security threats start inside or outside the organisation. [2].External threats in cybersecurity are malicious actions happens outside of an organisation, aimed at stealing data, disrupting operations and some time force organizations to shut their operations.
Ransomware attacks are most common to hijack a system and demand money, threatening with data loss .much health care provider are subject to these attacks. HPA is the easy target for these kinds of attacks, and its system is vulnerable to them. Ransomware is a very serious threat to healthcare organisations. It is a type of harmful software that locks company systems and files so they cannot be used. The attackers then demand money to unlock them. For HPA, this could mean losing access to important analytics systems and patient records. If this happens, hospitals may not be able to get the information they need, and trust in the company could be damaged. In some cases, attackers also copy or steal the data before locking it, which increases the risk of the information being shared or sold publicly.
Phishing is another common attack that cybercriminals use by sending cloned emails to users to get their credentials. A phishing attack tries to fool people into handing over their usernames and passwords by clicking on harmful links. Attackers usually send fake or cloned emails of trusted companies. If an employee types in login details, hackers can use those details to get into the system. HPA staff use email every day.
Denial of service is another common attack where an attacker will overwhelm the system to disrupt services. If the HPA analytics system is down, hospitals may not be able to get patients' data. This effect service and could damage HPA analytics reputation.
Credential theft is another common attack to steal data.
Third-party risk is very common when sharing data with third parties.
A supply chain attack is when an attacker disrupts and tries to access an organisation's network.
Credential theft is the stealing of personal information to gain unauthorised access.
These attackers target end point .cloud storage, public or private assets.
HPA analytics stores data in the cloud. A cloud system is normally powerful but can be vulnerable if not managed properly. Cloud mismanagement can become a huge problem for HPA analytics.
A zero-day attack mostly refers to zero day threat computer attack that tries to attack computer software weaknesses. The term zero is the time when someone discover exploit.
Buffer overflow is an attack in which the data overflows beyond the buffer limit. Buffers are allocated areas of memory. By changing data beyond the buffer limit, the application accesses the data memory of other processes.
Vishing is a cyber attack using voice technologies. Victims may also use voice-recorded messages to con people.
[image: ]
Figure 1: Types of Threats
[bookmark: _Toc223294194]Internal threats
Internal threats are called threats from inside the organisation, which involve a person from inside the organisation. who misuse the access to harm the organisation. These threats are often dangerous because they often go undetected by security measures like firewalls that are designed to keep attackers out.
Insider misuse is a common example of a security breach, i.e., staff download unauthorised apps or share customer information. Moreover, unsecured personal devices can be a great risk for the firm if not secured properly. Outdated software can easily be compromised in case of any attack. Furthermore, fraud is the common threat where staff members modify the record of payment for personal gain. Similarly, workplace violence is another form of internal threat where employees physically harass to disrupt services.
HPA employees often use their own laptops, tablets, and smartphones for work purposes. These devices may not have strong protections. If a personal device is compromised, it can spread into the HPA analytics cloud-based system.
Selling trade secrets and data for financial gain.
Deleting critical files to damage the system from former employee.
The insider threats are becoming increasingly expensive for organisations. While external threats may expose overall, inside threats cause more damage.
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[bookmark: _Toc223294195]Security policies
Security policies are measures that include rules of behaviour for users and administrators and specify system requirements. A well-defined security policy ensures the safety of an organisation from cybersecurity threats. Define roles and responsibilities for each staff member to ensure the safety of data, confidentiality and integrity. Define who can access the system to what level. Enforce data encryption and passwords on all devices. strict rules for data sharing with third parties.regular scanning and penetration testing. outline course of action when a breach occurs. In a democratic countries cyber security strategies are predominantly characterised by collaboration between the government and private entities. [3].
[bookmark: _Toc223294196]Standards: Helps an IT staff maintain consistency in operating the network. standard provides technologies that meet the specific needs of users or programmes, in addition to any programme requirements or criteria that an organisation must follow.
[bookmark: _Toc223294197]Guidelines: Are the list of suggestions on how to do things more effectively and securely. They are similar to standards but are more flexible and are not usually mandatory.
[bookmark: _Toc223294198]Procedure: Documents are longer and more detailed than guidelines. Procedure contain step by step documnetion.
[bookmark: _Toc223294199]Mitigation Measure and Implementation 
HPA Analytics handle very large and sensitive amounts of data. So it needs to take strong action against cybersecurity threats. The main threats are ransomware, phishing, insider threats, and outsider threats. Below are clear practical threats and their measurements.



                  
Table 1: Threats and their countermeasures#
	Ransomware
	Regular backups
segmentation
	Automate backups stored off the network to avoid data loss

	Phising
	Filter emails and train staff to spot duplicate emails
	Use advanced filters and download anti-phishing software

	Credential theft
	Needs strong authorisation
	Train staff who are authorised to manage data with passwords

	Third-party risks
	Do a third-party risk assessment
	Derive a security questionnaire before sharing data

	Insider risk management
	Assign staff and monitor them
	Define the role and limit access to unauthorised staff

	Data theft
	Encrypt data where possible
	Train staff and monitor them

	Malware
	Continuous behaviour monitoring
	Deploy an enterprise EDR solution



[bookmark: _Toc223294201]1. Multifactor Authentication 
Passwords alone are not enough to protect the account.HPA analytics needs to introduce multifactor authentication to protect customer details. It helps against stolen passwords and phishing. Provide training to customers to use the authentication app.
[bookmark: _Toc223294202]2. End point detection and response:
EDR software monitor computer for suspicious behaviour. It can detect ransomware quickly. Implement EDR software on all HPA laptops and desktops.
[bookmark: _Toc223294203]3. Regular backups and storage:
Backup will allow HPA to recover data without paying ransom. Perform daily backups on sensitive data. Store backup in two or more separate locations if possible. Test backup recovery.
[bookmark: _Toc223294204]4. Role-based Access Control
Employees only open data which is necessary try avoiding unauthorized data access. It prevents misuse of data.

[bookmark: _Toc223294205]Flowchart:
 A flowchart is a diagrammatic representation of the steps of an algorithm. In a flowchart, boxes of different shapes are used to denote different types of operations. [4] . 
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[bookmark: _Toc223294206]Monitoring and incident response:
To protect sensitive patient information and maintain compliance with the Data Protection Regulation Act 2018.HPA must implement a structure to protect customer data.
[bookmark: _Toc223294207]Monitoring Architecture Overview
              LAYER                                               Monitoring Tool Purpose
	Endpoint layer
	Endpoint detection point(EDR)
	Detect malware, spyware 

	Network layer
	Fire wall
	Monitor traffic and block threats

	Cloud Layer
	Cloud Security Monitoring
	Cloud Access and Misconfigurations

	Identity layer
	Identity and access
	Detect login

	Central Analysis
	SIEM
	Log Aggregation

	REsonse
	Security operations centre
	Incident response



[bookmark: _Toc223294208]Incident response
HPA should implement a response based on international practice. Define security incident response at the severity level.
	Severity Level
	Description
	Example

	Low
	No Sensitive data 
	Blocked phishing attempt

	Medium
	Limited compromise
	Malware on the device

	High
	Confirm data breach
	Unauthorized access

	Critical
	Large breach
	Ransomware across servers




The incident response plan should include quick security checks if an attack happens. It ensures the organisation responds swiftly to reduce harm and recover safety. Incident response should include identifying the problem and quickly containing it to stop spreading into the system. Fix the issue as soon as possible, and recover any data lost.
[bookmark: _Toc223294210]Training and awareness programme
A security awareness programme is extremely important for an organisation. An employee may not be malicious, but may be just unaware of proper procedures. There are several ways to maintain a training programme.
Make security awareness training a part of the employee onboarding process and make it mandatory.
A security awareness programme is extremely important for an HPA. An employee may not be purposefully malicious, but just unaware of what the procedures are
HPA need to make the security awareness training programme a part of the staff onboarding process. Tie security awareness training to job requirements. where possible, conduct in training sessions. Make sure that staff complete online courses. User awareness training of employees becomes a critical basis to build a solid cybersecurity foundation. The human element is still a weak link in any organization although advanced training and awareness is essentials. [5].
Security awareness training should be an ongoing process since new threats and techniques always come up.

Training and awareness of the staff are very important regularly. All staff must train regularly on cybersecurity threats. Staff will be able to recognise phishing, password practices, secure handling of data and report as soon as any kind of attack happens. highlights monthly newsletter emails to staff about cybersecurity threats make sure staff communicate with each other, and gives tips on how to secure the system.
The organisation's security team can gain experience while gaining experience by actively defending against penetration testers in exercises. Exercises have the goals of improved readiness of the organisation, better training for defensive practitioners and inspection of current performance levels. Team exercise may include social engineering attacks, which are attempts to trick employee pretending to be someone in a position of authority, convincing the trusting employee to divulge information later used to infiltrate the system. [6].
[bookmark: _Toc223294211]Conclusion:
By defining strong security rules and use right protective measures, regular monitoring of staff and system, responding quickly to any incident occur HPA can improve its cybersecurity. These steps will lower the chance of any incidents happening in future. Implementing secure backups, access control, two-factor authorisation, and staff training can reduce HPA analytic cyberattacks.
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