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[bookmark: _Toc160903658][bookmark: _Toc164980189]Introduction

[bookmark: _Hlk164384130][bookmark: _Hlk164618176] This report provides an overview of general Operating Systems (OS), demonstrating Windows and Linux OS CLI commands and scripts (using Batch for Windows and Bash for Linux) through screenshots and narration. Commands and script filenames have been highlighted in captions in bold for ease of reference. 

Supplementary materials from classroom activities, personal research and scripts are included in the References and Appendices. 



[bookmark: _Toc160903659][bookmark: _Toc164980190]General Operating Systems: Key Functions

[bookmark: _Toc160903660][bookmark: _Toc164980191][bookmark: _Toc160903661]An Operating System (OS) Overview

[bookmark: _Hlk164618188][bookmark: _Hlk161497425][bookmark: _Hlk164145696][bookmark: _Hlk162792483] An OS “manages a computer’s resources, especially the allocation of those resources among other programs. Typical resources include the central processing unit (CPU), computer memory, file storage, input/output (I/O) devices, and network connections.” [1]  

[bookmark: _Hlk164146257][bookmark: _Hlk164618198]Central is the kernel which “performs a variety of tasks, including process management, memory management, device management, and file system management. In process management, the kernel is responsible for creating, scheduling, and terminating processes. It also manages inter-process communication and synchronisation.” [2] 

[bookmark: _Hlk164618208]Enabling execution of multithreaded processes simultaneously, while managing memory (RAM/ VRAM) effectively including virtual memory, pages, and swapping techniques to optimize memory usage, and handling interrupts e.g. a mouse click. Different kernel types offer differing rings of protection between user interaction and core operations.
[bookmark: _Toc164980192]Importance of User Interface

[bookmark: _Hlk161497442]Common user interfaces provide a standardised platforms for software and user interactions, enhancing software development and navigation. [3] 

[bookmark: _Hlk164618221]Device drivers handle input and output operations, Streamlining interactions internally or externally communicating with hardware. Hardware component switching (inbuilt graphics cards, external printers etc) simplified via the interface which makes an OS itself “quite complex.” [3] 
[bookmark: _Toc160903662][bookmark: _Toc164980193]Graphical User Interface

[bookmark: _Hlk164618244]A Graphical User Interface (GUI) provides visual outputs, aiding users when launching applications and managing tasks.
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[bookmark: _Toc159742643][bookmark: _Toc164980068]Figure 1: Windows Interface shows -  Task manager, File Explorer and Word Software in GUI view. Also shown (in black) is the text-based Command Line Prompt (CLI). 

[bookmark: _Toc164980194]Operating System Types
[bookmark: _Hlk161497469][bookmark: _Hlk164618251]
Various OS are available developed for diverse needs “There are many different types of OS, reflecting different purposes and goals, and many different methods of organizing operating systems. These differences are indicated by the way in which the user interacts with the system.” [4] 

[image: main features of types of os]
[bookmark: _Toc164980069]Figure 2: OS Types ranging from small scale Embedded OS, as used in individual devices to large scale Network OS linking LAN’s (local area networks) and internet etc. [5]

[bookmark: _Hlk164618257][bookmark: _Hlk161497477]Notable developments include GUI, cloud computing services (Amazon’s cost-effective and scalable AWS). 

[bookmark: _Hlk164618262]Advancements in machine learning and artificial intelligence have developers keenly exploring integrations, with Quantum computing also offering radical possibilities in communication and task processing. [6]

[image: A graph of growth in a market
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[bookmark: _Toc164980070]Figure 3: Microsoft increasing market value over Apple, observed around a period of development in generative A.I. [7] 

[bookmark: _Hlk164618270]OS development can be profit centric. A strong cultural focus on development and availability can also be seen through open-source development. 
[bookmark: _Toc164980195]Microsoft and Apple OS

[bookmark: _Hlk161497490]Microsoft Windows, features GUI, and is widely compatible with Hardware and Software. 
[bookmark: _Hlk161497512][8] It “controls the way you work with your computer.” [9] 

[bookmark: _Hlk164618281]Apple’s macOS offering has a similar GUI.  Apple achieves compatibility through its own brand software. Both have changed appearance over time, but core functionality remains. 
[bookmark: _Toc164980196]Linux and its Distributions 

[bookmark: _Hlk161497521][bookmark: _Hlk164618289]Linus Torvalds’, Linux (based on Unix style), is known for a Command Line Interface, stability, and multiple distributions (Mint, Debian, and Ubuntu also offer GUI). Being open source removes license purchase requirements for the basic OS. 

“Linux’s popularity also stems from its flexibility and cost-effectiveness. Many companies now use Linux servers as part of their IT infrastructure in a variety of environments, such as embedded systems, private clouds, and endpoint devices.” [10] 
[bookmark: _Toc164980197]Mobile Operating Systems

[bookmark: _Hlk164618296][bookmark: _Hlk161497530]Android and iOS dominate mobile OS markets. Despite cosmetic differences, they share essential features. It could be argued Android has wider reach due to broader compatibility. 
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[bookmark: _Toc164980071]Figure 4: Linked functionality through wireless connections, provides the ability to work across mobile and other types of OS e.g. Apple Mobile iOS, linkable to macOS. [11]

[bookmark: _Toc164980198]Core Functionality

[bookmark: _Toc160903666][bookmark: _Toc164980199]Process Management

[bookmark: _Hlk161497544]OS manage the creation, scheduling, and termination of processes. including context switching (CPU switches between tasks). A process scheduler allocates CPU time, managing process communication prioritising to avoid resource conflicts ensuring efficient multitasking. 

Tools like Windows Task Manager provide performance insights. 
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[bookmark: _Toc159742636][bookmark: _Toc164980072]Figure 5: Windows Task Manager, easily filtered. Shown is CPU, Memory (RAM), disc (storage) and Network activity.  Options include current, historical and startup activity.
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[bookmark: _Toc164980073]Figure 6: Creating a Dump File from Task Manager via menu selection. This gives a snapshot of memory including high utilisation  for analysis of performance or errors. 
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[bookmark: _Toc164980074]Figure 7: Performance Management in Windows Task Manager, visualising real time performance. The OS manages performance to prevent deadlock, this tool allows user interaction to enhance performance management. 


[bookmark: _Hlk164618312]In addition to a job scheduler, (kernel software level), a Task Scheduler is available (user software level). 
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[bookmark: _Toc164980075]Figure 8: Task Scheduler – Users can set tasks to automatically run processes. 
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[bookmark: _Toc164980076]Figure 9: Startup Tab - Improving startup time through managing what can run automatically when device is booted up. 
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[bookmark: _Toc164980077]Figure 10: Process Explorer showing linked processes and threads. Useful for narrowing down root causes of issues and spotting suspicious processes or behavior of processes. 

[image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc164980078]Figure 11: Details live monitoring activity via Resource Manager. Live monitoring activity gives dynamic insights also important in cloud-based OS. 
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[bookmark: _Toc164980079]Figure 12: An OS manages error handling and system errors. The reliability monitor displays events including these that impact system reliability.

[bookmark: _Hlk164618319]Windows has advanced debugging and troubleshooting tools. Providing detail (kernel/ user interface levels) on critical system errors (Blue Screen). WinDbg identifies issues and automatically  creates dump files, for analysis.
[bookmark: _Toc160903667][bookmark: _Toc164980200]Memory Management
[bookmark: _Hlk161497558]
[bookmark: _Hlk164618324]Manages the system's memory hierarchy, allocating and deallocating as needed. 

[image: ]
[bookmark: _Toc159742637][bookmark: _Toc164980080]Figure 13: Windows Resource Monitor. Insights and monitoring of system memory resources.

[bookmark: _Hlk161497566]Memory is key to how modern computers operate. “To take the first step towards the computers of today, which are capable of carry out multiple tasks on command, researchers had to develop a computer with a memory.” [12] 

[bookmark: _Hlk164618334]Processes, threads, and jobs rely on efficient memory management to execute tasks effectively.
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[bookmark: _Toc159742638][bookmark: _Toc164980081]Figure 14: Figure 14: Ferranti’s ‘Baby.’ Key development in memory storage and software execution.[12]. Modern memory includes RAM, VRAM or fast access, and SSDs for long-term storage.
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[bookmark: _Toc159742639][bookmark: _Toc164980082]Figure 15:  Designers and Turing overlooking Ferranti ‘Mark 1’ Console - First commercially available, general-purpose computer, with program storage (delivered Feb 1951). [13] Essential for running systems and software in an OS.

[bookmark: _Toc160903668][bookmark: _Toc164980201]File System Management

[bookmark: _Hlk164618339][bookmark: _Hlk161497573]Assists managing physically stored files (creation/ access/ deletion). Ensuring data integrity and security. Example File Explorer in Windows or Finder in macOS. [14]
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[bookmark: _Toc159742640][bookmark: _Toc164980083]Figure 16: Windows File Explorer showing Quick Access navigation feature and a saved file within a folder and C disc Properties showing file system type and disc storage. 




[bookmark: _Toc160903669][bookmark: _Toc164980202]Device Management

[bookmark: _Hlk164618344][bookmark: _Hlk161497578]Interacting with hardware, it facilitates communication between software and peripherals. Including I/O traffic control and I/O scheduler, for managing data transmission. Device stripers efficiently transfer data between the CPU and devices. [15] 
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[bookmark: _Toc159742641][bookmark: _Toc164980084]Figure 17: Windows Device Manager and pop-up screen opened by double clicking on one of the devices listed. Shows device details and the peripherals e.g. keyboards and mice.

[bookmark: _Toc160903670][bookmark: _Toc164980203]Security and Access Control:

[bookmark: _Hlk164618350][bookmark: _Hlk161497585]To protect data and system integrity. the OS includes tools to manage user authentication, access control, encryption, and firewall management.

[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc164980085]Figure 18: Managing Security through User Management, via Windows control panel.
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[bookmark: _Toc164980086]Figure 19: User Management provides insights into user authentication processes, including password management and user account settings used to protect systems and data. 
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[bookmark: _Toc164980087]Figure 20: Managing Security Features such as Firewalls, preventing unauthorized access via the network. It can also link to 3rd Party software such as Norton to confirm protection status.
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[bookmark: _Toc164980088]Figure 21: Windows Defender advanced options such as managing firewall rules (Windows 10).

[bookmark: _Hlk164618365]Encryption plays a crucial role in safeguarding sensitive data.
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[bookmark: _Toc164980089]Figure 22: Managing BitLocker encryption settings to protect OS and user data. Encryption is used to protect storage  including directories and files stored.
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[bookmark: _Toc164980090]Figure 23: Managing Security by checking and installing updates which include improvements, bug fixes and security patches.
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[bookmark: _Toc164980091]Figure 24: Protecting data by saving to external drives or the cloud. Allows restoration or recovery. 

[bookmark: _Toc160903671][bookmark: _Toc164980204]Network management:

[bookmark: _Hlk164618372]Network management facilitates communication between components, within devices and across networks, establishing connections and data transmission. Excessively securing may hinder genuine access. Unsecured or unmonitored risks disruption, reduced performance, or compromise. 
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[bookmark: _Toc159742644][bookmark: _Toc164980092]Figure 25: Network Management on Windows. An OS manages network protocols e.g. HTTP, TCP, and IP addressing to identify networked devices. Both at the Local (LAN) and wider (WAN) access levels.

[bookmark: _Hlk164618377]Networks are “applications at the network application layer that connect users working in offices, branches, or remote locations to applications and data in a network. These services typically run on servers.” [16]
[bookmark: _Hlk161519229]
[bookmark: _Hlk164618382]Modern computing relies heavily on networked environments and internet connectivity. The Internet of Things (IoT) has diversified threat entry points. [17]
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[bookmark: _Toc164980093]Figure 26: Accessing System and Security or Network and Internet settings via the Windows Control Panel. Control of user accounts can protect file. 

[bookmark: _Hlk164618388]The command line (CLI) can also be used for analysis and management. 
[bookmark: _Toc160903672][bookmark: _Toc164980205][bookmark: _Hlk164381862]Use of Windows OS CLI commands

[bookmark: _Hlk164379983][bookmark: _Hlk164618396]In resource heavy or constrained environments (cloud, network , data centre, edge devices),  a CLI streamlines. “..you can use a CLI to see system logs and quickly find comprehensive error messages and debugging information. The text-based commands can also be documented easily. This helps ensure tasks can be reproduced and makes it easier to troubleshoot steps in the future.” [18]
[bookmark: _Toc164980206]Basic Windows CLI Commands

[bookmark: _Hlk164379992][bookmark: _Hlk164688027][bookmark: _Hlk164688033][bookmark: _Hlk164688039]CLI offers wide ranging functionality, buildable control and is more efficient than running GUI.  Learning without GUI visual prompts could be a disadvantage, but resources are plentiful e.g. learn.microsoft.com[19], tutorialspoint.com[20] or W3Schools.com[21] (researched for below demonstrations). 

[bookmark: _Hlk164379998][bookmark: _Hlk164382423]Verifying prevents errors or malicious damage. ‘Stop-Process’ stops everything. [22]   ‘Taskkill /f /im notepad.exe’ specifically stops notepad ensuring correct deletion of content, file or directories. Typing ‘help’ (or help plus command) is built-in and  virtual machines provide safer learning environments. 
[bookmark: _Toc164980207]System Information: ‘ver’, ‘systeminfo’, and ‘time’

[bookmark: _Hlk164380013]Commands verify OS versions and provide information helpful for compatibility/  configuration checks with hardware and software. 
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[bookmark: _Toc164980094]Figure 27: Displays OS version and key system information using 'ver' and 'systeminfo' commands in the Command Line Shell interface.

[image: ]
[bookmark: _Toc164980095]Figure 28: Use of ‘time’ to display (can also set) OS time. [23]

[bookmark: _Toc164980208]Performance and Resource Monitoring: ‘Taskmgr’, ‘Tasklist’, ‘resmon’, ‘perfmon/rel’, ‘Eventvwr’

[bookmark: _Hlk164380023]CLI can also be combined with GUI when using tools described previously. 
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[bookmark: _Toc164980096]Figure 29: ‘Taskmgr’ used to open Windows Task Manager directly from the command interface. One instruction with no navigation involved. 
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[bookmark: _Toc164980097]Figure 30: ‘Tasklist’ - Lists current running processes including memory usage.
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[bookmark: _Toc164980098]Figure 31: ‘resmon’ - Opening the resource monitor from the CLI.

[image: ]
[bookmark: _Toc164980099]Figure 32: ‘perfmon’. Viewing Information in Performance Monitor with a single command.
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[bookmark: _Toc164980100]Figure 33: ‘perfmon/rel’ - Opening Reliability monitor, viewing report and identifying sources of reliability issues.

[image: ]
[bookmark: _Toc164980101]Figure 34: ‘eventvwr’ - Opening Windows OS Event Viewer.

[bookmark: _Toc164980209]Monitoring and analysis with diagnostic data: ‘Powercfg /batteryreport’ 
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[bookmark: _Toc164980102]Figure 35: ‘Powercfg /batteryreport’ – Saved HTML file output. File can then be accessed via GUI or by navigating to file location in the CLI.  

[bookmark: _Toc164980210][bookmark: _Hlk164355476]File navigation and management: ‘cd’, ‘tree’, ‘dir | find’, ‘sort’, ‘>’

[bookmark: _Hlk164380039]Navigation Commands such as ‘cd..’ (move up one directory), ‘cd’ (move to the root folder), and ‘move’ are used to navigate and manipulate directory and file structures. 
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[bookmark: _Toc164980103]Figure 36: ‘cd’ and practice error. Command required before using file path. ‘cd..’ used to move back through the directory structure.
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[bookmark: _Toc164980104]
Figure 37: command ‘tree’ showing the branched structure in command line and in the GUI based File Explorer for comparison.

[bookmark: _Hlk164618436][bookmark: _Hlk164380046]Commands such as ‘copy,’ ‘del’ (delete), ‘sort’, and ‘type’ (prints contents to view) assist users to manage files further.  

[image: ]
[bookmark: _Toc164980105]Figure 38: ‘sort’ used with ‘>’ to copy, sort and save a file in one line of command. Adding ‘>>’ will apend to files giving extra flexibility directly from the CLI. 

[bookmark: _Hlk164380054]Commands such as "cd.." (move up one directory), "cd" (move to the root folder), and "move" are used to navigate and manipulate file structures. 

Using a wider range of commands builds detail, "Assoc" (file types), "Attrib" (file attributes e.g. read-only), “Comp” (compare file sizes). 
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc164980106]Figure 39: ‘dir’ - contents from the current directory. CLI indicates user and path of directory with the details. Adding a ‘|’ (pipe) allows use with further commands, used here to select by file type .txt. using ‘dir | find’. 


[bookmark: _Hlk164618446][bookmark: _Hlk164380063]Commands can be directory specific or also used with files. Commands like ‘Path’ set the specific location, giving more efficient command execution without step-by-step direction. 
[bookmark: _Toc164980211]Network management: ‘route print’, ‘netstat’, ‘ping -t’, ‘ipconfg’
[bookmark: _Hlk164618451]
[bookmark: _Hlk164383011]Variations or combinations control elements such as repetitions, types, or levels of detail, improving live feedback and diagnosis.

[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc164980107]Figure 40: Viewing IP routing via ‘route print’. Assists with diagnosing connectivity issues.

[bookmark: _Hlk164380868][bookmark: _Hlk164381710]For example, ‘ping -t’ will continue to ping but ‘ping – n’ can be used to limit this. Including ‘-w’ could also control how long the user is waiting if something times out. 
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[bookmark: _Toc164980108]Figure 41: ‘Ping -t’ and google.com’ (class materials) and ‘ping -n’. Useful to check if a connection issue is local or internet level. Ping refers to time taken for packets to be sent and received. [24]
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[bookmark: _Toc164980109]Figure 42: Using ‘netstat’ to look for network-related issues. Current state established confirms working correctly. ‘net’ can be combined to assist with managing, starting and stopping various network services as seen when used with help to view options. 
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[bookmark: _Toc164980110]Figure 43: ‘Ping -t’ and google.com’ (class materials) and ‘ping -n’. Useful to check if a connection issue is local or internet level. Ping refers to time taken for packets to be sent and received. [24]
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[bookmark: _Toc164980111]Figure 44: IP configuration detail saved to text file. Increased analysis through logging, collating, and viewing historical data using ‘ipconfg’ with the file path, name and type.

[bookmark: _Hlk164380105][bookmark: _Hlk164381778][bookmark: _Hlk164618462]Adding to commands can allow data to be saved to html or text files. Information output in this way from commands gives a helpful reference source for further investigation and analysis. For example, output.txt [25]
[bookmark: _Toc164980212]Additional Administration Commands: ‘chkdsk’, ‘sfc’
[bookmark: _Hlk164381527][bookmark: _Hlk164380072]
[bookmark: _Hlk164618465]Administrators have greater access (fixing errors on disk with ‘chkdsk’). or ‘sfc’ to check/ repair integrity of system files, keeping functionality and security as intended.
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[bookmark: _Toc164980112]Figure 45: ‘chkdsk’ - Some commands require elevated administrator privileges to run. Additional functionality and access to core systems and therefore greater risks. 

“As a system administrator, having a strong command over the Command Prompt (CMD) is essential for effectively managing and troubleshooting Windows systems. By utilizing a range of CMD commands, you can quickly handle various tasks, monitor system performance, and resolve issues efficiently.” [26]
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[bookmark: _Toc164980113]Figure 46: Administrators privileges must be enabled, to fully utilise the power of CLI commands like ‘sfc’ which allow interaction with critical system files. 
[bookmark: _Toc160903673][bookmark: _Toc164980213][bookmark: _Hlk164444766][bookmark: _Toc160903674][bookmark: _Hlk164448034]Use of Linux OS CLI commands

[bookmark: _Hlk164618475]Although Linux can be used with GUI based distributions, there are the same advantages to using direct commands. It offers greater functionality (and risk) due to its monolithic kernel

“The core Linux operating system is very lightweight and makes efficient use of any system’s resources.” [27] 

[image: ]
[bookmark: _Toc164980114]Figure 47: Practicing following tutorial.  "Echo" to print text out to the command line.
[bookmark: _Toc164980214][bookmark: _Hlk164444769]Linux and the CLI 

[bookmark: _Hlk164618480][bookmark: _Hlk164618497]Linux via a web browser has been used to demonstrate most of the following commands. Further functionality is possible with a full Linux installation and with administrator rights.

[bookmark: _Hlk164695211]General resources used for commands included ss64.com [28] , and LinkedIn course “Learning Linux Command Line.” [29] 

[image: ]
[bookmark: _Toc164980115]Figure 48: Using Linux Cli commands via Bellard.org. [30]
[bookmark: _Toc164980215]System Information in Linux:  ‘lscpu -p’, ‘lscpu -J’

[bookmark: _Hlk164618518]Bash also provides direct commands which can be enhanced to tailor outputs and can be ‘piped’ together using ‘|’ for more efficient system management and administration tasks. 
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[bookmark: _Toc164980116]Figure 49: use of ‘lscpu’ with ‘-p’ and ‘-J’ and errors that remind that help with commands is also built in. Here easily resolved. By use of lower instead of uppercase.

“You can also use lscpu with the -p option to print specific fields only or -J for JSON output. Both of these options are great to parse with other programs or scripts.” [31] 
[bookmark: _Toc164980216]Performance & Resource Monitoring: ‘ps aux’, ‘top’

[bookmark: _Hlk164618525][bookmark: _Hlk164695674]Using commands such as ‘ps’, ‘top’(‘htop’), and ‘kill’, users can view process information, prioritise resource allocation, pause or terminate processes, and manage system performance effectively. [32] 
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[bookmark: _Toc164980117]Figure 50: Extending commands allows more precision e.g. ‘ps aux’ for a more detailed overview of running processes.
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[bookmark: _Toc164980118]Figure 51: Output after running ‘top’ command via Bellard.org.

[bookmark: _Toc164980217]File Navigation and Management: ‘pwd’, ‘cd /’, ‘ls’

[bookmark: _Hlk164618534][bookmark: _Hlk164695775]Commands can assist in navigating or viewing directories and file structures. Especially important for as “system administrators deal with lots of data that exists outside of their own home directory.” [33] 
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[bookmark: _Toc164980119]Figure 52: ‘pwd’ showing displaying the current directory (user root), ‘CD /’ to change directory and ‘ls’ to list its contents.

[bookmark: _Hlk164618541][bookmark: _Hlk164695806]Linux directories are arranged in tiers. Key directories include ‘/root’ (the home directory for the superuser/administrator), ‘/srv’ (for server data), ‘/var’ (housing logs), and ‘/dev’ (containing device files). Directory types matter. Modifying files within directories like ‘/boot’ (related to system startup) or ‘/lib’ (housing drivers for devices like Wi-Fi or sound cards) could result in critical failures and data loss. [34] 
[bookmark: _Toc164980218]Using ‘mkdir’, ‘rm- R’, ‘history’, ‘cp’, ‘chmod’ and ‘cat’
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[bookmark: _Toc164980120]Figure 53: File manipulation, ‘mkdir’ to make a directory, ‘touch’ creates empty files, ‘Chmod’ to set permissions ‘cat’ to concatenate and display contents. 
[bookmark: _Hlk162865560]
[bookmark: _Hlk164618549]The CLI simplifies file management. “..complicated tasks can be easier with the command line programs. For example, how would you copy all the HTML files from one directory to another, but only copy files that did not exist in the destination directory or were newer than the versions in the destination directory? Pretty hard with a file manager. Pretty easy with the command line.” [35] 
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[bookmark: _Toc164980121]Figure 54: File management with ‘cp’ to copy file to another location or file (new if no match for filename).
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[bookmark: _Toc164980122]Figure 55: ‘rm -R’ remove, recursive (all contents). Directing to correct location and permissions before executing. The command ‘history’ used here to review steps by listing recent commands.

[bookmark: _Toc164980219]Network Management: ‘netstat’, ‘ping – c’ 

[bookmark: _Hlk164618556]Commands such as ‘ip’ (useful with XDP protocols), ‘ping’, ‘traceroute’, ‘netstat’, ‘iptables’, and ‘nc’ allow users to configure network interfaces, diagnose connectivity issues, monitor network activity, and manage firewall rules. 
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[bookmark: _Toc163314198][bookmark: _Toc164980123][bookmark: _Hlk164695888]Figure 56: ‘Netstat’ extended with ‘-at’ to show TCP connections and listening ports. Command used in GitHub. [36] 
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[bookmark: _Toc164980124][bookmark: _Hlk164695912]Figure 57: ‘Ping’. This command can be more resource intensive. Limited here to 4 pings for testing and managing available resources. [37]




[bookmark: _Toc164980220]User and Permission Management: ‘useradd’, ‘chmod’ (octal), ‘sudo’

[bookmark: _Hlk164618564]User/permission management improves system and data security. Commands like ‘useradd’, ‘userdel’, ‘passwd’, ‘chown’, ‘chmod’, and ‘sudo’ are used to create, modify, and delete user accounts, assign ownership and permissions to files and directories, including elevated permissions for administrators. 

[bookmark: _Hlk164696209]Permissions are indicated by ‘r’ (read), ‘w’ (write) and ‘x’ (execute). Using the octal method  gives more precise settings for levels of users. While it may look more complex than ‘r/w/x’, administrators can simultaneously set permissions for many users.  [38] 
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[bookmark: _Toc163314197][bookmark: _Toc164980125]Figure 58: Expanding and combining commands for more precision eg ‘Chmod 755’ to set permissions and ‘ls -1’ to view further detail. Output starting with a ‘d’ and ‘a’ – indicates a directory and file respectively. 
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[bookmark: _Toc164980126][bookmark: _Hlk164696262]Figure 59: Experimenting with ‘sudo’ for limiting elevated permissions e.g. for a task/ time. Useful for balancing task activity and security. [39]
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[bookmark: _Toc164980127][bookmark: _Hlk164696296]Figure 60: Using Linux Community forums as part of research for use of a command. [40] 


[bookmark: _Hlk164618571]The CLI can also be used for tasks such as patching, software upgrades and managing software on the system. With further experience this functionality could be explored more. 
[bookmark: _Toc164980221][bookmark: _Hlk163353285][bookmark: _Hlk164383877]Use of Windows OS scripts

[bookmark: _Hlk164526213][bookmark: _Hlk163192550]Scripting in Batch or PowerShell facilitates decision making, automation, enhances user interaction with scalable, repeatable code. Scripts handle complex file, user, performance, and network management, providing consistency, time savings, and efficiency.

“Scripting offers network professionals a powerful and flexible toolset to craft custom solutions that cater to specific network needs. Whether it's deploying configurations across various devices, monitoring network health, or automating security protocols, scripting serves as an essential component in a network administrator's toolkit.” [41] 

[bookmark: _Hlk164618588]Following code practice in tutorials,  experimentation and research (syntax tutorialspoint.com), examples have been created and saved as Batch files (.bat).  
[bookmark: _Toc164980222]Basic Syntax and Commands: ‘@Echo off’, ‘exit’, ‘exit /b’

[bookmark: _Hlk164526224]Batch scripts echo commands to the console unless started with '@echo off'. 
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[bookmark: _Toc164980128][bookmark: _Hlk164696371]Figure 61: Starting with '@echo off', ‘exit /b’. (exit section) finishing with ‘exit’ (actions/ script complete. Unexpected exits before this, would indicate an error. [42] 
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[bookmark: _Toc164449037][bookmark: _Toc164980129]Figure 62: Demonstrating Batch treating floats number values as an Integer (sum ignores the decimal when dividing).  Coding community boards suggest workarounds but warn these cause further issues. [43]. setlocaltest.bat. 

[bookmark: _Toc164980223]Comments

[bookmark: _Hlk164526238][bookmark: _Hlk164618599]Comments aid checks, track steps and clarify desired outcomes.
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[bookmark: _Toc164449036][bookmark: _Toc164980130]Figure 63: Creating comments using a double colon ‘(::)’ during class exercises and practice provided benefits when remembering and checking intended purpose of code against outputs. ‘Rem’ also works. Demofile.bat.

[bookmark: _Toc164980224]Variables:  ‘set’, ‘%’, ‘~’

[bookmark: _Hlk164526259]Variables store data in a script using ‘set’. 
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[bookmark: _Toc164980131]Figure 64: There is no need to specify types of data (e.g., str, int) as might be required in coding languages such as Python. setlocaltest.bat.


[bookmark: _Hlk163349215][bookmark: _Hlk164696446]Variables have two types “One is for parameters which can be passed when the batch file is called and the other is done via the set command.” [44] 
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[bookmark: _Toc164980132]Figure 65: Variables can be stored as here as integers using '/a' or as strings. The ‘%’ symbol references the variable when called. Demofile.bat.
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[bookmark: _Toc164980133]Figure 66: Variables can store dynamic or hardcoded information including file paths. Resulting location showing the stored file outputs in Windows File Explorer. Cloud 8.bat.

[bookmark: _Hlk163349220][bookmark: _Hlk164618623]Variables holding values (or results of calculations), can be called and output as needed.
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[bookmark: _Toc164980134][bookmark: _Toc164449039]Figure 67: Variables using ‘set’ with ‘%’ and  ‘~’ symbols (expansion) to return (feed into script) the values . (Cloud 8.bat). Using ‘set’ with ‘/a’ for numbers in setlocaltest.bat.  

[bookmark: _Toc164980225]Set local environment

[bookmark: _Hlk164527577]Sections of code can have local settings, applying only to parts of the script (local environment). This can ringfence processing and errors. 
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[bookmark: _Toc164980135][bookmark: _Hlk164696470]Figure 68: Using ‘setlocal’. After ‘endlocal’ the variables do not need resetting. Useful in nested elements and with ‘enabledelayedexpansion’. setlocaltest.bat.  [45] 

[bookmark: _Toc164980226]Input and Outputs 

[bookmark: _Hlk163349311]Inputs are controlled through tasks by incorporating menus, user input, and code execution. Outputs can be to the prompt or external files. 

[bookmark: _Toc164980227]User Input:  ‘/p’
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[bookmark: _Toc164980136]Figure 69: Developing Menus to aid and refine the capture and processing of user decisions. Text Adventure Gamev0.2.bat.
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[bookmark: _Toc164980137]Figure 70: Menu Output to console with 'echo', input using set with  '/p' prompting for user input and holding the input in a variable. Cloud 8.bat.
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[bookmark: _Toc164980138]Figure 71: 'goto’ section which runs when the decision is selected via user input. Text Adventure Gamev0.2.bat
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[bookmark: _Toc164449041][bookmark: _Toc164980139]Figure 72: Selecting from an array from user input. Text Adventure Gamev0.2.bat
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[bookmark: _Toc164980140]Figure 73: ‘Echo Out to prompt and instruct. Help commands are available to developers. Developers can provide help information for users with ‘echo’. setlocaltest.bat.










[bookmark: _Toc164980228]Output Formatting and Effects: ASCII, colour & ‘cls’
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[bookmark: _Toc164449038][bookmark: _Toc164980141]Figure 74: Echo using text and combination of predetermined text and variables that can be hard coded, from user input or a result. Text Adventure Gamev0.2.bat.

[bookmark: _Hlk163349319][bookmark: _Hlk164527688]Batch text-based output lacks resource intensive audio and graphics, but creativity is possible.  Visual interest can be added via changes to text, background colour and ASCII Art
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[bookmark: _Toc164980142][bookmark: _Hlk164696529]Figure 75: Colour code and ‘cls’ to clear screen of previous output, added as first step. Clearing the screen helped differentiate between activities and improved UX. Text Adventure Gamev0.2.bat. [46]  
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[bookmark: _Toc164980143]Figure 76: Using a change of colour to highlight different sections and create more dynamic experience. Could be used further, e.g. highlight incorrect input, or type of activity. Text Adventure Gamev0.2.bat.
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[bookmark: _Toc164980144]Figure 77: Adding a simple ASCII graphics effect to help game title stand out. Text Adventure Gamev0.2.bat.

[bookmark: _Toc164980229]Using Outputs for File, Performance, and Network Management 

[bookmark: _Hlk164618651]Scripts handle complex file, user, performance, and network management, providing consistency, time savings, and efficiency.
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[bookmark: _Toc164980145]Figure 78: Data generated by the script and inputs can be output to console or stored in a file. Cloud 8.bat.
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[bookmark: _Toc164980146][bookmark: _Hlk164696558]Figure 79: Automated and efficient task processing can be achieved with scripts. Details saved to files, with folder structures controlled .The above needs further work outside time constraints, around permissions and settings and using ‘ |’ for joining commands efficiently. Fileandping.bat. [47]
[bookmark: _Toc164980230]Control Structures 

[bookmark: _Hlk163349240][bookmark: _Hlk164618657]Commands can flow line by line, jump to other sections or run through iterations in loops. 




[bookmark: _Toc164980231]‘Pause’
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[bookmark: _Toc164980147]Figure 80: Using 'pause' to change pace and allow user greater control of the pace of the steps. Can be left out if just allowing script to run (automate). Text Adventure Gamev0.2.bat. [48]

[bookmark: _Toc164980232]Array

[bookmark: _Hlk164527122][bookmark: _Hlk164618666]Arrays in Batch are simulated using variables and loops. They contain and group information which can also be interacted with as the script runs. “Another way to implement arrays is to define a list of values and iterate through the list of values.” [49]
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[bookmark: _Toc164980148]Figure 81: Variables used for an indexed Array started at position ‘[0]’ containing elements/ values of animals (‘cat’). The user input (‘-p’) allows modification. Arrays give potential to automate for changing elements e.g. filenames, performance thresholds or network configurations. Demo file.bat.

[bookmark: _Hlk164697075]“If start# is less than end# the command executes. When the iterative variable exceeds end#, the command shell exits the loop. You can also use a negative step# to step through a range in decreasing values. For example, (1,1,5) generates the sequence 1 2 3 4 5 and (5,-1,1) generates the sequence 5 4 3 2 1.” [50]
 
[bookmark: _Hlk164527132][bookmark: _Hlk164618674]The ‘/L’ switch allows iteration through the array without having to output indexed items individually. 
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[bookmark: _Toc164980149]Figure 82: Using an Array with '/L' switch to run through iterations. Here checking user access information by iterating through a for loop. Demo file.bat
[bookmark: _Toc164980233]Decision-Making

“Decision-making structures require that the programmer specify one or more conditions to be evaluated or tested by the program, along with a statement or statements to be executed if the condition is determined to be true, and optionally, other statements to be executed if the condition is determined to be false.” [51]
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[bookmark: _Toc164980150]Figure 83: Decision creating 2 outcomes using a counter and  without further user intervention. Increased complexity behind the scenes, increased functionality for user. Text Adventure Gamev0.2.bat.

[bookmark: _Toc164980234]If Statement: ‘if’, ‘else’ 

[bookmark: _Hlk163349294][bookmark: _Hlk164697103]Batch “Has control structures such as for, if, while, switch for better automating and scripting.” [52] 
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[bookmark: _Toc164980151][bookmark: _Hlk164697159]Figure 84: Use of 'if' and 'else' statements to determine if the condition is true or false and take different actions for each. These can be used together and/ or nested. Demofile.bat. [53]
[bookmark: _Toc164980235]Automation and Repeatable Code

[bookmark: _Toc164980236]Functions 

[bookmark: _Hlk164527150][bookmark: _Hlk164618689][bookmark: _Hlk164527183]Functions are built in, added from external libraries, or customised. They  improve scalability, by creating reusable command blocks. 
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[bookmark: _Toc164980152][bookmark: _Hlk163193446]Figure 85: Function with self-describing label "AskForDrink" extending branches of story and can be reused and re-run from the first menu. Text Adventure Gamev0.2.bat

[bookmark: _Hlk164697191]“Every function has a function name, which describes the task that the function performs. To use a function, you "call" that function with its name and pass its input values (known as arguments) that matches the types of the function's parameters.” [54] 
[bookmark: _Toc164980237]‘Goto’

[bookmark: _Hlk164527249]Steps can be linear, from user input or process outcomes.  Organising scripts gives clarity, preventing issues, particularly in complex scripts. Scripts can run automatically, reducing repetition and user interventions/errors. 
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[bookmark: _Toc164980153]Figure 86: Here ‘if’ used with  'goto’, setting decision ranges and automatically directs the script to the next part of processing. Improves flow and avoids repeating code.   Text Adventure Gamev0.2.bat
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[bookmark: _Toc164980154]Figure 87: Code added to automate a decision of how the code is processed, following a user decision depending on number of times since the script has run. Text Adventure Gamev0.2.bat.
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[bookmark: _Toc164980155]Figure 88: Script running automatically before pausing for user input. Additional scripts could also be linked and run automatically. Helpful when automating system tasks, managing files, configuring networks etc. Demofile.bat.

[bookmark: _Toc164980238]‘For’ Loop
[bookmark: _Hlk164527256][bookmark: _Hlk164618707]
Loops automate tasks. Iterating until conditions are met. Planning and testing are essential to avoid infinite loops and ensure accurate outputs. Especially with user input. 
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[bookmark: _Toc164980156]Figure 89: 'for’ Loop – Processes a set of sub actions (indicated by the indent) for stated iterations or in this case until the condition of file checks within the named directory is met. Cloud 8.bat.
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[bookmark: _Toc164980157]Figure 90: For loop which iterates by -1 each time to process and output a decreasing number with the looping echo. Text Adventure Gamev0.2.bat

[bookmark: _Hlk164697238]“There is no direct while statement available in Batch Script but we can do an implementation of this loop very easily by using the if statement and labels” [55]. 

[image: A screen shot of a computer code

Description automatically generated]
[bookmark: _Toc164980158]Figure 91: Combining a loop with 'goto' and functions to enhance functionality while reducing lines of code. Text Adventure Gamev0.2.bat

[bookmark: _Toc164980239]Error Handling and Debugging - 
[bookmark: _Hlk164697279]“Debugging is important because it allows to discover and to fix errors in a program before releasing it to the public.” [56] 
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[bookmark: _Toc164980159]Figure 92: Testing outputs is important. Following checks that logic sound and syntax correct syntax user input added  unexpected results. Adding an option to print out an error message or option to try again improves the scripts functionality. While ‘Echo’, ‘pause’ and ‘ErrorLevel’ pinpoint issues Cloud 8.bat.


[bookmark: _Hlk164618716][bookmark: _Hlk164527268][bookmark: _Hlk164527272]Correct syntax is crucial. E.g.  in arrays, a rogue ‘whitespace’ means an attribute doesn’t output. [57] Reviewing code and incremental testing helps identify errors, ensuring scripts run as intended.
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[bookmark: _Toc164980160]Figure 93: testing boundaries of conditions and options. Cloud 8.bat.
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[bookmark: _Toc164980161]Figure 94: Identifying an issue with logic as well as syntax to ensure desired outcomes. Especially important with decision branches and nesting. Simplicity in design helps avoid errors. Text Adventure Gamev0.2.bat.

[bookmark: _Hlk163351365][bookmark: _Hlk164527286][bookmark: _Hlk164540732]While Windows scripts are a powerful option, Linux scripts offer different advantages. 
[bookmark: _Toc160903675][bookmark: _Toc164980240]Use of Linux OS scripts

[bookmark: _Hlk164615862][bookmark: _Hlk164697353]Linux integrates further with “your hardware architecture with much less interfacing than Windows. As a result, the execution of programs and scripts is made much more fluid. In terms of security too, everything is much clearer than on other operating systems. Indeed, here, there are no more resource-intensive cumulative updates” [58]
[bookmark: _Toc164980241]Basic Syntax and Commands

[bookmark: _Hlk164540547]Git Bash used to demonstrate the following Bash scripts.

[bookmark: _Hlk164697380]“Developers use shell commands for many tasks, such as file system management, network control, and process management. Bash is one of the most commonly used shells and plays an important role in Linux system development and maintenance” [59] 
[bookmark: _Hlk164540661]    
[bookmark: _Hlk164616045][bookmark: _Hlk164615863]Common commands include ‘echo’ for displaying text, ‘mkdir’ for creating directories, and ‘cp’ for copying files. Commands can function differently to similarly named ones in Batch.
[bookmark: _Toc164980242]Shebang: ‘#!/bin/bash’
[image: A close up of a number

Description automatically generated]
[bookmark: _Toc164980162][bookmark: _Hlk164697440]Figure 95: Sha Bang command used at the start to run Bash interpreter for the script. [60]

[bookmark: _Toc164980243]‘Echo’ and ‘$’
[bookmark: _Hlk164616093]To print out data and return values, ‘echo’ is used. 
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[bookmark: _Toc164980163]Figure 96: 'echo' for string and ‘$’ to use the value held or calculated in the variable. loopArrayCase.bash.
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[bookmark: _Toc164980164]Figure 97: Instructions and returned values displayed using 'echo'.  loopArrayCase.bash.

[bookmark: _Toc164980244]Comments: ‘#’
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[bookmark: _Toc164980165]Figure 98: Comments created to clarify purpose of code using '#'. MathQuiz.Bash.
[bookmark: _Toc164980245]Variables 

[bookmark: _Hlk164618148][bookmark: _Hlk164615864][bookmark: _Hlk164697459]Variables store data, having an assigned label. (self-describing for clarity). Single quotes used with a variable will return string. Some variables are built in, such as ‘$SECONDS’. [61]
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[bookmark: _Toc164980166][bookmark: _Hlk164697490]Figure 99: Built in variable '$SECONDS' and variables created using a label followed by '='. [62] MathQuiz.Bash.

[bookmark: _Toc164980246]Input and Output Handling: ‘read’, ‘-e’

[bookmark: _Hlk164615865]Managing inputs and outputs is essential for interactions and processing. Controlled from the CLI directly, user input from prompts ( ‘- p’)  or external files (as in section 4.2).  Validation and formatting improve a scripts usability and reliability.
[bookmark: _Toc164980247]User input: ‘-p’

[bookmark: _Hlk164615866]User input is gathered using ‘-p’. It can be captured or processed anytime during scripts, combining with other activities for processing and storage of data. 

 [image: A screenshot of a computer screen

Description automatically generated]
[bookmark: _Toc164980167][bookmark: _Hlk164697559]Figure 100: Experimentation with separate line input/ outputs ( ‘echo’ then ‘read’ on next line, ‘-p’ used with output text prompts). More work to differentiate all user input by colour could enhance readability and flow further. MathQuiz.bash and BashUserDetails.bash. [63]

[bookmark: _Toc164980248]Outputs: ‘printf’, ‘-s’ and colour

[bookmark: _Hlk164615867][bookmark: _Hlk164697586]The  command ‘printf’,  offers increased formatting options over echo. This includes printing out floats (not processing, only formatting as string).  [64]

[bookmark: _Hlk164615868]Using options like ‘-e’  allow instructions starting with a backslash (e.g. ‘\n’)to be processed and not read as string or echoed out as part of the text. 
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[bookmark: _Toc164980168][bookmark: _Hlk164697632]Figure 101: Using customised dynamic data e.g. date and time in script. This data will update each time the script is run. MathQuiz.bash. [65]
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[bookmark: _Toc164980169]Figure 102: Adding settings to variables and adding user menus to improve flow and readability. BashUserDetails.bash.
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[bookmark: _Toc164980170]Figure 103: Using '-s' to hide a password for improved security. BashUserDetails.bash.
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[bookmark: _Toc164980171][bookmark: _Hlk164697655]Figure 104: Resizing window when script runs. Adds another way to improve UX. In this case saves the user resizing during the game. MathQuiz.bash. [66]

[bookmark: _Toc164980249]Control Structures and Decision-Making:  Array, ‘if’ statements, operators, ‘case’
​
[bookmark: _Hlk164615869]Control structures, including conditional statements and loops, assist decision-making and iterative tasks in Linux scripts. 

[bookmark: _Hlk164615870]Arrays hold multiple data elements and accessed by index position or all at once.  
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[bookmark: _Toc164980172]Figure 105: Array syntax in bash script with "@" symbol to print out whole array. Caution required if dealing with larger lists of data to avoid tying up resources. Used also for sets of data. loopArrayCase.bash
[bookmark: _Hlk164615871]
Statements ‘if’, ‘elif’, and ‘else’, run branches based on conditions. 
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[bookmark: _Toc164980173]Figure 106: 'if' and 'else' used to output string or results combined with string depending on conditions being met. With Bash these statements are closed with the type of statement written in reverse e.g. ‘fi’. MathQuiz.bash.

[bookmark: _Hlk164617702][bookmark: _Hlk164697702]Operators allow further processing, [67] data comparisons and file checks e.g. ‘+’ to add values, ‘-eq’ to compare (equal numbers). [68]

“A case statement in bash scripts is used when a decision has to be made against multiple choices. In other words, it is useful when an expression has the possibility to have multiple values.”

[image: A screenshot of a computer
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[bookmark: _Toc164980174][bookmark: _Hlk164697741]Figure 107: Bash does not have ‘goto’, instead using  ‘case’. Starts with ‘case’ and ends with ‘esac’. More concise than stating options via number of ‘if’ statements. loopArrayCase.bash.  [69] 

[bookmark: _Toc164980250]Automation and Repeatable Code

[bookmark: _Hlk164615873]Even with the stability of Linux, scripts are an efficient way to maintain and check systems and performance. 
[bookmark: _Toc164980251]Functions and reusable code

[bookmark: _Hlk164615874]Code blocks are created with labels and ‘called’ when needed.  
[image: A screenshot of a computer
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[bookmark: _Toc164980175]Figure 108: Code blocks echo out and/ or process data, here ‘called’ using the label ‘main’. Passing values to functions in this way has wide usage including user ID’s. loopArrayCase.bash.  


[image: ]
[bookmark: _Toc164980176]Figure 109 ‘return’ will return a value back from a function ($ to pass values to a function).  BashUserDetails.bash.

[bookmark: _Toc164980252]Loops: ‘while’, ‘for’ and using ‘break’ 
[bookmark: _Hlk164615875]
[bookmark: _Hlk164616837]Loops automate repeating condition checks.  
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[bookmark: _Toc164980177]Figure 110: Shows a nested 'while' loop limiting incorrect password attempts to 3. Stops after reaching the limit to prevent infinite attempts or script halting. BashUserDetails.bash.
[image: A computer code with text

Description automatically generated with medium confidence]
[bookmark: _Toc164980178]Figure 111: A ‘for’ loop used to print out automatically from an array. loopArrayCase.bash.  

[image: A screenshot of a computer
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[bookmark: _Toc164980179]Figure 112: Using 'break' to exit a loop. MathQuiz.bash.

  
[bookmark: _Toc164980253]Error Handling and Debugging
[bookmark: _Hlk164616912][bookmark: _Hlk164617613]
[bookmark: _Hlk164697793]Error handling and debugging are done via error checking, logging, and tools like '-v', '-n', and '-x’ to view before, as and after commands are executed.  [70]
[bookmark: _Hlk164616999]
Reducing errors involves user prompts, limiting selections, and validating against required values. 
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Description automatically generated]
[bookmark: _Toc164980180]Figure 113: Using “|” to set out variations of acceptable inputs. A beep could be integrated to invalid input messages to further prompt users. MathQuiz.bash.


[bookmark: _Hlk164617542][bookmark: _Hlk164615883]Mechanisms to handle unexpected inputs and errors. validating boundaries, testing options, maximum/ minimum values are key to script reliability. 
[image: ]
[bookmark: _Toc164980181]Figure 114: Testing showing further validation need to check for numerical input only. loopArrayCase.bash.  
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[bookmark: _Toc164980182][bookmark: _Hlk164697836]Figure 115: Validation using operators to check input, nesting within the while loop allows for validation, error handling and a return to the user prompt/ script continuation. MathQuiz.bash. [71]
[bookmark: _Toc164980254]File, Performance, and Network Management

[bookmark: _Hlk164615888]Scripts handle many file, system, and network tasks.  
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[bookmark: _Toc164980183]Figure 116: Creating a file for a user to store data based on previous input while controlling location to protect directories and systems. BashUserDetails.bash.

[bookmark: _Toc164980255]Text processing in Linux:  ‘grep’

[bookmark: _Hlk164615897]Options like ‘grep’, sed’ assist in handling files and their contents.  

[image: ]
[bookmark: _Toc164980184]Figure 117: Use of 'grep' and ‘–l’ to list files containing a name provided by user input. BashUserDetails.bash.

[bookmark: _Toc164980256][bookmark: _Hlk164675269]‘Nano’

[bookmark: _Hlk164697966]”..nano is an easy-to-use command line text editor for Unix and Linux operating systems. It includes all the basic functionality you’d expect from a regular text editor, like syntax highlighting, multiple buffers, search and replace with regular expression support, spellchecking, UTF-8 encoding, and more.” [72] 

[image: A screenshot of a computer screen
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[bookmark: _Toc164980185]Figure 118: Launching ‘Nano’ via a script for interactive editing of file specified by user input. nanoUse.bash


Combining these features enables powerful interactions with the Linux OS at all levels.
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[bookmark: _Toc160903676][bookmark: _Toc164980257]Conclusion 

[bookmark: _Hlk164618741][bookmark: _Hlk162792957]Operating Systems manage complex interactions, enhancing UX but needing regular review  for maximum efficiency and security.  Across different OS environments,  Effective scripting is key in achieving this.

Administrators need diverse skills that share key concepts to deal with the diverse OS used for varying needs. 

Ingenuity of human computers like Jackson, Johnson, and Vaughn at NASA offer a reminder. While modern computing offers possibilities, humans are key in exploring and realising the potential.
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Figure 1: Windows Interface shows -  Task manager, File Explorer and Word Software in GUI view. Also shown (in black) is the text-based Command Line Prompt (CLI).	6
Figure 2: OS Types ranging from small scale Embedded OS, as used in individual devices to large scale Network OS linking LAN’s (local area networks) and internet etc. [5]	6
Figure 3: Microsoft increasing market value over Apple, observed around a period of development in generative A.I. [7]	7
Figure 4: Linked functionality through wireless connections, provides the ability to work across mobile and other types of OS e.g. Apple Mobile iOS, linkable to macOS. [11]	8
Figure 5: Windows Task Manager, easily filtered. Shown is CPU, Memory (RAM), disc (storage) and Network activity.  Options include current, historical and startup activity.	9
Figure 6: Creating a Dump File from Task Manager via menu selection. This gives a snapshot of memory including high utilisation  for analysis of performance or errors.	9
Figure 7: Performance Management in Windows Task Manager, visualising real time performance. The OS manages performance to prevent deadlock, this tool allows user interaction to enhance performance management.	9
Figure 8: Task Scheduler – Users can set tasks to automatically run processes.	9
Figure 9: Startup Tab - Improving startup time through managing what can run automatically when device is booted up.	10
Figure 10: Process Explorer showing linked processes and threads. Useful for narrowing down root causes of issues and spotting suspicious processes or behavior of processes.	10
Figure 11: Details live monitoring activity via Resource Manager. Live monitoring activity gives dynamic insights also important in cloud-based OS.	10
Figure 12: An OS manages error handling and system errors. The reliability monitor displays events including these that impact system reliability.	11
Figure 13: Windows Resource Monitor. Insights and monitoring of system memory resources.	11
Figure 14: Figure 14: Ferranti’s ‘Baby.’ Key development in memory storage and software execution.[12]. Modern memory includes RAM, VRAM or fast access, and SSDs for long-term storage.	12
Figure 15:  Designers and Turing overlooking Ferranti ‘Mark 1’ Console - First commercially available, general-purpose computer, with program storage (delivered Feb 1951). [13] Essential for running systems and software in an OS.	12
Figure 16: Windows File Explorer showing Quick Access navigation feature and a saved file within a folder and C disc Properties showing file system type and disc storage.	12
Figure 17: Windows Device Manager and pop-up screen opened by double clicking on one of the devices listed. Shows device details and the peripherals e.g. keyboards and mice.	13
Figure 18: Managing Security through User Management, via Windows control panel.	13
Figure 19: User Management provides insights into user authentication processes, including password management and user account settings used to protect systems and data.	13
Figure 20: Managing Security Features such as Firewalls, preventing unauthorized access via the network. It can also link to 3rd Party software such as Norton to confirm protection status.	14
Figure 21: Windows Defender advanced options such as managing firewall rules (Windows 10).	14
Figure 22: Managing BitLocker encryption settings to protect OS and user data. Encryption is used to protect storage  including directories and files stored.	14
Figure 23: Managing Security by checking and installing updates which include improvements, bug fixes and security patches.	14
Figure 24: Protecting data by saving to external drives or the cloud. Allows restoration or recovery.	15
Figure 25: Network Management on Windows. An OS manages network protocols e.g. HTTP, TCP, and IP addressing to identify networked devices. Both at the Local (LAN) and wider (WAN) access levels.	15
Figure 26: Accessing System and Security or Network and Internet settings via the Windows Control Panel. Control of user accounts can protect file.	15
Figure 27: Displays OS version and key system information using 'ver' and 'systeminfo' commands in the Command Line Shell interface.	16
Figure 28: Use of ‘time’ to display (can also set) OS time. [23]	17
Figure 29: ‘Taskmgr’ used to open Windows Task Manager directly from the command interface. One instruction with no navigation involved.	17
Figure 30: ‘Tasklist’ - Lists current running processes including memory usage.	17
Figure 31: ‘resmon’ - Opening the resource monitor from the CLI.	17
Figure 32: ‘perfmon’. Viewing Information in Performance Monitor with a single command.	18
Figure 33: ‘perfmon/rel’ - Opening Reliability monitor, viewing report and identifying sources of reliability issues.	18
Figure 34: ‘eventvwr’ - Opening Windows OS Event Viewer.	18
Figure 35: ‘Powercfg /batteryreport’ – Saved HTML file output. File can then be accessed via GUI or by navigating to file location in the CLI.	18
Figure 36: ‘cd’ and practice error. Command required before using file path. ‘cd..’ used to move back through the directory structure.	19
Figure 37: command ‘tree’ showing the branched structure in command line and in the GUI based File Explorer for comparison.	19
Figure 38: ‘sort’ used with ‘>’ to copy, sort and save a file in one line of command. Adding ‘>>’ will apend to files giving extra flexibility directly from the CLI.	19
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29.1.24 
[bookmark: _Toc164980263]Q 1 & 2 – tutorial research  

Rough notes as captured in tutorial. 

 Library research – limited relevant hits *(Do further research here!)  
What is an OS 
 “manages a computer’s resources, especially the allocation of those resources among other programs. Typical resources include the central processing unit (CPU), computer memory, file storage, input/output (I/O) devices, and network connections.”  
https://www.britannica.com/technology/operating-system (web)  
What does an operating system do?  
“Windows is an operating system, meaning it controls the way you work with your computer.”  
A. Rathbone, Windows 10 For Dummies, 4th edition. New Jersey: John Wiley & Sons, Inc., 2020. 
 
https://www.codecademy.com/resources/blog/operating-system/ 
 What does an operating system do? 
 
“Most operating systems are quite complex and handle a lot of jobs. Here are the most common things an operating system does:” 
Processor management 
Memory management 
Device management 
File management 
Security  
https://www.codecademy.com/resources/blog/operating-system/  
 
Types of Operating System 
 
· General Purpose 
· Mobile 
· Network 
· Internetwork OS  
General purpose OS cover systems intended to………….  Linux is…Windows is one of the most recognised with Mac following closely behind used on Personal or business personal computers. While the versions have changed the look of these over the years the core functionality remains the same. ……… 
 
Mobile systems are well known as most connectivity outside of business use happens on a mobile devices.  Android and IoS are the most popular ones  with Android being used across a number of devices and iOS like Mac used exclusively for Apple. Again there are many cosmetic differences but purpose and core functionality share ….(same types of things ((REWORK WORDING!! )……. 
 
Network …..control of devices, printing     - This is where an Active Directory may be observed important for security in setting levels and types of access.  
Internetwork is seen in larger organisations such as my own where it can be used to…………  
 
Network services 
[image: A blue background with white circles and icons
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“Here are examples of types of network services: 
Internet and cloud connectivity 
 
Branch office and campus connectivity 
Private data center services 
Secure cloud-connectivity services 
Virtual network services” 
“Trends affecting network services”  
“Remote and hybrid work models”  - leading to increased uptake of SASE -  
“NaaS surpasses traditional network infrastructure in its ability to make scaling resources up or down easier, speed service deployment, and support elimination of some hardware costs.  “   
https://www.cisco.com/c/en/us/solutions/enterprise-networks/what-are-network-services.html#:~:text=Network%20services%20are%20applications%20at,Secure%20services%20connectivity 
 
 Networks are “applications at the network application layer that connect users working in offices, branches, or remote locations to applications and data in a network. These services typically run on servers.” 
 https://www.cisco.com/c/en/us/solutions/enterprise-networks/what-is-network-management.html 
 
 “The Internet of Things (IoT) is exploding, transitioning our environment in cities, offices, and living spaces from static islands that are filled with passive objects into smart environments where everything becomes smart and interconnected. Artificial Intelligence and Machine Learning are finding real-world applications in the networking domain, promising not only greater operational efficiencies but improving networking services, for example, making communications more secure by automatically identifying and isolating threats” 
[bookmark: _Hlk164687928]A. Clemm, M. F. Zhani, and R. Boutaba, “Network Management 2030: Operations and Control of Network 2030 Services,” Journal of network and systems management, vol. 28, no. 4, pp. 721–750, 2020, doi: 10.1007/s10922-020-09517-0. 
 
“Network software is the enabling technology that makes IT systems work together” 
https://www.computerweekly.com/resources/Network-software 
 
Follow on research 
Accessed 08.2 
 
“Network software is defined as a wide range of software that streamlines the operations, design, monitoring, and implementation of computer networks. This article explains the concept of network software in detail and shares useful best practices for network software management in 2022.” 
Accessed 08.2 
 
AND THE BELOW 
 
·  User management allows administrators to add or remove users from the network. This is particularly useful when hiring or relieving 
· File management lets administrators decide the location of data storage and control user access to that data. 
· Access enables users to enjoy uninterrupted access to network resources. 
· Network security systems assist administrators in looking after security and preventing data breaches 
 https://www.spiceworks.com/tech/networking/articles/what-is-network-software/   
Relating to an OS  
– built in software – streamline processes 
Comms/ resource sharing 
 facilitate: comms/ resource sharing 
 - control – devices 
Active directory (security procedures/ access control links here!!) 
Internetworking – large org use 
Cloud/ internet – (my org – secure cloud)
Connectivity of location 
Data Centre? 
SASE – scalable, faster, reduced costings 
IoT
[bookmark: _Toc160903682][bookmark: _Toc164980264]Appendix 2: Online Course Engagement – Learning PowerShell

Online course engaged with: Learning PowerShell
Available: https://www.linkedin.com/learning/learning-powershell/welcome-2?u=77966930
Instructor Matt Hester. 
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[bookmark: _Toc164980186]Figure 119: PowerShell Course. Starting out and getting used to syntax.
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[bookmark: _Toc159742649][bookmark: _Toc164980187]Figure 120: Working through sections and checking understanding with quizzes
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[bookmark: _Toc159742651][bookmark: _Toc164980188]Figure 121: Exam - checking what I have retained, further revision and success.

[bookmark: _Toc160903683][bookmark: _Toc164980266]Appendix 3: Batch Scripts
Please note spacing between lines has been removed from scripts to reduce space in this document but can be observed in screenshots in sections 4 and 5. 

[bookmark: _Hlk164533283]Demofile.bat script
@echo off
echo %DATE% %TIME%
:: Number variables and Sums
set /a num1=50
echo The first number is %num1%
set /p num2="Enter your number: "
:: Addition 
set /a result=num1+num2
echo Addition Sum = %result%
:: Subtraction 
set /a result=num1-num2
echo Subtraction Sum = %result%
:: Multiplication 
set /a result=num1*num2
echo Multiplication Sum = %result%
:: Division 
set /a result=num1/num2
echo Division Sum = %result%
:: Modulus (tested to demo as used in python & on tutorialspoint.com - is technically correct but will not round correctly as Batch Int only)
::set /a result=num1%%num2
::echo Modulus Sum :: ainder = %result%
:: Left object check for less than or equal than right 
if %num2% LEQ %num1% (
    echo The entered number is less than or equal to %num1%.
) else (
    echo The entered number is greater than %num1%.
)
:: Left object check if greater than or equal than right 
if %num2% GEQ %num1% (
    echo The entered number is greater than or equal to %num1%.
) else (
    echo The entered number is less than %num1%.
)
Echo Welcome to the area calculator 
set /p length="Enter the length of your rectangle: " 
set /p width="Enter the width of your rectangle: " 
set /a area=length * width
Echo The area of your rectangle is %area%
:: Goto
echo.
echo Demonstration of Goto:
goto :Label1
::  if/else - If it is this do X, else do Y – ::https://www.tutorialspoint.com/batch_script/batch_script_if_else_statement.htm
:Label1
set condition=true
if %condition%==true (
    echo Condition is true
) else (
    echo Condition is false
)
:: User input - stored in a variable such as 'input'. Once stored can be used. Referred to by variable name inside 2 % eg this could be used to expand game by storing name of user to be echo'd in the output text at different points in the , how many times a named user has played/ or how much scored
echo.
set /p input="Enter your name: "
echo Hello, %input%!
:: Loop L/ with an exit option
echo.
echo Loop using switch:
set fruit=apple
:loop
echo %fruit%
set /p fruit="Enter another fruit or type 'e' to stop: "
if "%fruit%"=="e" goto :end
goto :loop
:end

:: Array
echo Array demonstration:
set animals[0]=cat
set animals[1]=dog
set animals[2]=bird
echo Animal 1=%animals[0]%
echo Animal 2=%animals[1]%
echo Animal 3=%animals[2]%
set /p newBird="Enter a new value for 'bird': "
set animals[2]=%newBird%
:: adds a new animal [3], will show as animal 4 (counting starts as 0 not 1)
set /p newAnimal="Enter a new animal: "
set animals[3]=%newAnimal%
echo.
echo Updated animals
echo Animal 1=%animals[0]%
echo Animal 2=%animals[1]%
echo Animal 3=%animals[2]%
echo Animal 4=%animals[3]%
Echo Array update complete
pause
:: can be used to store number of attributes and useful for user data eg names/ passwords
set systemUser[0].FirstName=Edward
set systemUser[0].LastName=Bear
set systemUser[0].AccessLevel=Admin
set systemUser[1].FirstName=Dolly
set systemUser[1].LastName=Bird
set systemUser[1].AccessLevel=Admin
set systemUser[2].FirstName=Penny
set systemUser[2].LastName=Plush
set systemUser[2].AccessLevel=Standard
For /L %%i In (0 1 2) Do (
call echo Person At %%i = %%systemUser[%%i].FirstName%% %%systemUser[%%i].LastName%% %%systemUser[%%i].AccessLevel%%
)
pause
:: issue with the method above could be you need to know the number in the list and adjust manually. Could add an increment counter to work around like the one in the adventure story script (witch visit) perhaps. Limited but simpler for it. 
::below is function label
:myFunction
::below if function body
echo This is my function.
set /a functionResult=%1+10
echo Result after adding 10: %functionResult%
:: exit function using /b
exit /b
pause
:: Calls the function before it closes
call :myFunction 5
pause
exit /b

Text Adventure Game v0.2.bat script
@echo off
Color 4e 
Title Text Adventure Game v0.2
:: Updated code and game variations designed by Zoe Clark. Based on original game and code provided by James Williams
:: echo to output
Echo
::ASCII
echo  ******     ******     ******    **         **
echo  **    **   **   **    **        **         **  
echo  **    **   **   **    **        **         **  
echo  *******    ******     ******    **   **    ** 
echo  *******    ******     ******    **   **    ** 
echo  **    **   **   **    **        **  ** **  **  
echo  **    **   **    **   **        ** **   ** **  
echo  *******    **     **  ******    **         **
echo 
echo 
echo
set visitedWitch=0
:Start
Cls
echo
echo Press 1 to walk up the mountain to visit the Wizard.
echo Press 2 to walk down the river to visit the Witch.
echo Press 3 to visit the Scary Cave
echo Press 4 to go home.
:: request user input and store as variable
set /p walk=
::if used here for set of options
if %walk% == 1 goto Wizard
:: &variable% format to use/ declare value being stored in variable %walk% = user input
if %walk% == 2 goto Witch
if %walk% == 3 goto Goblin
if %walk% == 4 goto Home
:: label for Wizard block of code
:Wizard  
:: clear screen for themed character colours
Cls
:: hexadecimal colour for background and text (0-F)
Color 0B
echo Wizard: "Happiness can be found, even in the darkest of times, if one only remembers to turn on the light. For guidance which do you want to consult?"
echo
::Menu options (string ) 
echo [1] Look into the magic pool.
echo [2] Look into the mirror.
echo
Set /p wizardChoice=
:: goto jumps the code to the section with that label
if "%wizardChoice%"=="1" goto MagicPool
if "%wizardChoice%"=="2" goto Mirror
:MagicPool
echo You gaze into the magic pool and see distant lands and magical creatures.
echo In the heart of the pool, something glimmers in the depths.
echo You reach in and your hands close around......
::pauses added – needs user to move forward, adds some control of pace
Pause 1
echo the Orb of Insight.
Pause 1
echo Fading......
Color 8f
Pause 1
echo Fading......
Color 7f
Pause 1
echo Fading......
Color 4e 
Cls
echo Everything fades, a bird sings, you are back on the mountainside. You realize the Orb of Insight is glowing like a star......
echo Choose carefully traveller...lest your hopes crumble.......
echo Press 1 for something to POWER UP!
echo Press 2 to convert the Orb of Insight into the thing you most desire in the world!
:: ARRAY index 1 & 2 syntax can also be : set /A Array[1] if was using numbers not str
set a[0]=Ginger
set a[1]=Triple Choc
:: user input requested which will relate to index position (unknown by player)
set /p choice=
:: == is equal on both sides of two things compared
if "%choice%"=="1" (
    echo You are now holding a pack of %a[0]% Biscuits
) else if "%choice%"=="2" (
    echo You are now holding a pack of %a[1]% Biscuits
)
Pause >nul
Cls
goto :Start
:Mirror
echo You look into the mirror and see only your reflection staring back at you.
echo "Sometimes, the greatest magic is simply seeing yourself for who you are."
Pause >nul
Cls
Color 4e 
echo Everything fades as you find yourself back on the mountainside.
Cls
goto :Start
:: More work needed on combination of colour and text here
:Witch
cls
Color 50
Echo
:: check if counter is greater than 0 e.g. 1 then triggers different character interaction (branch)
:: first visit is greeting, afterwards food and drink interactions
if %visitedWitch% GTR 0 (
    echo Witch: "Hello again! Would you like something to drink?"
) else (
    echo Witch: "Words are, in my not-so-humble opinion, our most inexhaustible source of magic. Capable of both inflicting injury, and remedying it."
    set /a visitedWitch+=1
    Pause
    goto End
)
echo [1] Yes
echo [2] No, thanks
Set /p witchDrink=
if "%witchDrink%"=="1" (
    call :AskForDrink
) else if "%witchDrink%"=="2" (
    echo Witch: "Well, nice to see you. Bye for now!" 
    set /a visitedWitch+=1
    Pause >nul
    cls
    goto End
)
:AskForDrink
cls
echo Witch: "What would you like to drink?"
echo [1] Coffee
echo [2] Tea
Set /p witchChoice=
if "%witchChoice%"=="1" (
    set drink=Coffee
) else if "%witchChoice%"=="2" (
    set drink=Tea
)
call :AskForCake
goto :End
:AskForCake
cls
echo Witch: "Would you like some cake with your %drink%?"
echo [1] Yes
echo [2] No, thanks
Set /p cakechoice=
if "%cakechoice%"=="1" (
    echo Witch: "Great! Here's your %drink% and cake. Enjoy!"
) else if "%cakechoice%"=="2" (
    echo Witch: "Alright then, just %drink% for you. Maybe next time!"
)
Pause >nul
goto :End
:: Further code could be added here if user selects something invalid (not 1 or 2) to jump to a section to echo not valid and then return to section - Ask for drink or cake as appropriate.
:End
set /a visitedWitch+=1
Color 4e 
goto :Start
:Goblin
cls
color 0A 
echo Goblin: "Bow down for I am the Goblin King! I'm a fair king and I do enjoy playing games but my playstation is broken."
pause >nul
echo You can leave if you play and win my challenge. I'm thinking of a number between 1 and 20. Can you guess it?
pause >nul
echo Because I'm so fair-minded, I will give you 10 tries. You have a 50/50 chance. You will either leave or you won't ha ha ha!
pause >nul
set /a SecretNumber=%random%%%20+1
set Guesses=0
:GuessLoop
cls
echo Goblin: "You have %counting% out of 10 tries left."
echo
echo Enter your guess:
set /p Guess=
if %Guess% equ %SecretNumber% (
    goto :Escape
) else if %Guesses% lss 9 (
    set /A Guesses+=1
    set /A counting=10 - Guesses
    echo Incorrect! Try again.
    goto :GuessLoop
) else (
    goto :Trapped
)
:: Further work needed here - possibly additional loops to resolve the blank 10
:Escape
:: no clear screen here, left so user can see how many tries before escape
color AF
echo Congratulations! You guessed the number! My number was %SecretNumber%
pause
color F0
echo The Goblin King scowls and everything goes white...........
pause
cls 
echo You realise you are hungry. Good thing you have 5 Marshmallows left in your pocket.
pause
echo I might as well keep my energy up
:: loop for a set number of tries. Starts at 4, iterates (decreases - 1)  each time, stops at 1 then back into script
for /l %%s in (4, -1, 1) do (
    echo just the one, mmm yummy. I have %%s snacks left.
    pause
)
echo Oh no, how did I manage to eat all those so quickly!.....
echo The mist starts to clear...
pause
color 4e
goto :Start
:Trapped
cls
:: added in to get rid of 1 out of 10 tries left and move narrative on
color 0A 
echo Ha ha ha! You will work in my goblin computer lab forever!  My number was %SecretNumber%
pause >nul
echo The Goblin King disappears laughing and everything goes dark, until your eyes adjust to the gloom.......
pause >nul
echo You are in a dark room. It has motivational posters such as cats hanging from branches.....
pause >nul
echo There is a old computer with a beige retro, single monitor...its low res.....
pause >nul
echo There is no internet signal..Siri cannot help you here.......
pause >nul
echo You notice the screen shows......
pause >nul
echo Windows Vista.......Nooooooooooooo!
echo The End
pause >nul
exit
:Home
Cls
Color 4e 
echo That was fun. Time to go home for Tea and biscuits 
pause >nul
Exit

Cloud 8.bat script
@echo off
setlocal EnableDelayedExpansion
echo Welcome to the Cloud 8 Stock Management System!
:: directory where item files will be stored
set "itemDirectory=C:\Users\user-admin\Desktop\TEST Folder\Cloud8Stock"
:: Stock info for testing
:: Information added at the start just for testing 7 > send value 10 to the file
echo 10 > "%itemDirectory%\Apple.txt"
echo 5 > "%itemDirectory%\Banana.txt"
:: Main menu
:Menu
echo 1. Update Stock
echo 2. Check Stock
echo 3. Instructions
echo 4. Exit
set /p choice=Enter your choice:
:: Check user choice call block of code for each option 
if "%choice%" equ "1" (
    call :UpdateStock
) else if "%choice%" equ "2" (
    set /p "itemName=Enter item name: "
    call :CheckStock "!itemName!"
) else if "%choice%" equ "3" (
    set /p "itemName=Enter item name: "
    set /p "quantity=Enter quantity: "
    call :Instructions "!itemName!" "!quantity!"
) else if "%choice%" equ "4" (
    echo Exiting...
    pause
    exit /b
) else (
    echo Invalid choice!
    pause
)
exit /b
:: Function to add stock and notes to files
:UpdateStock
set /p "itemName=Enter item name: "
set /p "quantity=Enter quantity: "
set /p "note=Enter note: "
:: Check if the item file exists
if exist "%itemDirectory%\!itemName!.txt" (
    echo Updating stock for !itemName!...
    echo Quantity: !quantity! >> "%itemDirectory%\!itemName!.txt"
    echo Note: !note! >> "%itemDirectory%\!itemName!.txt"
    echo Stock updated successfully!
) else (
    echo Error: Item "!itemName!" not found!
)
pause
exit /b
:: Function to check if stock is running low
:CheckStock
set "itemName=%~1"
:: Check if the item file exists
if exist "%itemDirectory%\!itemName!.txt" (
    echo Checking stock for !itemName!...
    for %%I in ("%itemDirectory%\!itemName!.txt") do (
        set /p stock=<"%%I"
        echo Stock available for !itemName!: !stock!
    )
) else (
    echo Error: Item "!itemName!" not found!
)
pause
exit /b
:: Function to provide instructions for reordering
:Instructions
:: using %  & ~ to return values from function
set "itemName=%~1"
set "quantity=%~2"
:: Check if the item file exists
if exist "%itemDirectory%\!itemName!.txt" (
    for %%I in ("%itemDirectory%\!itemName!.txt") do (
        set /p stock=<"%%I"
        rem Convert stock and quantity to numeric values for comparison
        set /a stock=stock
        set /a quantity=quantity
        if !quantity! lss !stock! (
            echo You have !quantity!, which is less than the stock level of !stock!. You need to reorder.
        ) else (
            echo You have !quantity!, which is greater than or equal to the stock level of !stock!. You don't need to reorder at this time.
        )
    )
) else (
    echo Error: Item "!itemName!" not found!
)
pause
exit /b

[bookmark: _Hlk164727951]Fileandping.bat script
@echo off
setlocal enabledelayedexpansion
:: Start in current working directory
:: Set up a new directory
mkdir "C:\Users\user-admin\Desktop\TEST Folder\SystemChecks"
:: Change directory (like moving between folder structure in Windows)
cd "C:\Users\user-admin\Desktop\TEST Folder\SystemChecks"
:: Create a file
echo File content > MyFile.txt
:: Create subdirectory
mkdir SubDirectory
:: Create file inside a subdirectory - giving the path for navigation rather than having to navigate to the directory before creating
echo Subfile content > SubDirectory\SubFile.txt
:: Puts text in a file
echo Additional information >> MyFile.txt
:: Copy a file to another directory (..\ this tells it to go up a directory)
copy MyFile.txt ..\CopiedFile.txt
:: Copy file and the subfile
copy /s MyFile.txt ..\CopiedFiles
:: Delete a file
del MyFile.txt
:: Change directory (up one) 
cd ..
:: Sort the content in the file - alphanumeric sorting - additional parameters can be used to change sort orders and specify file/directory
sort CopiedFile.txt > SortedFile.txt
:: Show attributes of files
echo File attributes of SortedFile.txt:
attrib SortedFile.txt
:: Display basic system info
::echo.
::echo System Information:
::hostname
::systeminfo
:: Shows running processes
::echo Running Processes:
::tasklist
::echo.
:: Display running tasks 1 page at a time (more manageable/ easier viewing)   
::tasklist | more /P 
 :: Kill a process
echo.
echo Killing notepad.exe process...
taskkill /f /im notepad.exe
:: Display file types
echo File Types:
assoc
echo.
:: Show system config
echo System Configuration:
systeminfo
echo.
:: Display IP Configuration
echo IP Configuration:
ipconfig /all
echo.
:: Ping a website
echo Pinging google.com...
ping google.com
echo.
:: Trace route to a website
echo Tracing route to google.com...
echo 10 hops only. Runs faster for demo only. May not give bigger picture if used in 'live' scenario. 
tracert -h 10 google.com
echo.
:: Export Interface Configuration
echo Interface IP config file being saved..
netsh interface ip dump > interface_config.txt
:: Show Wireless Networks 
echo Wireless networks are
netsh wlan show networks
:: Opens a website
:: Possible care needed here to avoid broken links, ensure security if a site compromised etc.
echo Loading tutorialspoint website...
start https://www.tutorialspoint.com/batch_script/batch_script_quick_guide.htm
:: Checking for active connections (do we recognise?  No = startingpoint for investigations).
echo: This check shows the started services (like net.start). Shows useful descriptions and details. XP and later
:: NetBios Name displayed here:
nbtstat /n
:: NetBIOS client and server sessions, trys to name destination IP (note, check syntax: uppercase S is IP address only).
nbtstat /s
::scheduled tasks and event logs (CODE FROM SANS WHITEPAPER 33193.PDF SEE FURTHER READING 
AT > "C:\Users\user-admin\Desktop\TEST Folder\SystemChecks\scheduledATtasks.txt"
Schtasks > "C:\Users\user-admin\Desktop\TEST Folder\SystemChecks\schtasks.txt"
:: dumpel -f "C:\Users\user-admin\Desktop\TEST Folder\SystemChecks\securitylog.txt" -l security
pause
endlocal

setlocaltest.bat script
@echo off
:: Define numerical variables without specifying types
set /a "numA=10"
set /a "numB=7"
set /a "numC=8"
set /a "numD=8.5"
:: Show value of variable before setlocal section
echo Initial value of numA: %numA%
echo Initial value of numB: %numB%
:: Using setlocal to limit scope
setlocal
:: arithmetic to update variables just in setlocal section
set /a "numA+=5"   :: Add 5 to numA
set /a "numB*=2"  :: Multiply numB by 2
:: Display updated variables within setlocal section 
echo Updated value of numA within setlocal: %numA%
echo Updated value of numB within setlocal: %numB%
:: Pause for user review/ screenshot before end of setlocal section
pause
:: Exit setlocal section of script
endlocal
:: Pause for user review/ screenshot after end of setlocal section - removed after tests as not needed. Just created extra interaction without adding anything useful. 
:: pause
:: Show value of variable following endlocal (after setlocal section)
echo Value of numA after endlocal: %numA%
echo Value of numB after endlocal: %numB%
:: Perform calculations on numC and numD
set /a "numC/=2"
set /a "numD/=2"
:: Show values of numC and numD after calculations
echo Initial value of numC: 8
echo Updated value of numC: %numC%
echo Initial value of numD: 8.5
:: Output will have treated the variable as an int so as 8 not 8.5
echo Updated value of numD: %numD%
:: Pause for user review/ screenshot before exit
Pause

[bookmark: _Toc164980267]Appendix 4: Bash Scripts
MathQuiz.bash script

#!/bin/bash
# # used for comments and at start of Sha-bang. <<COMMENTS and COMMENTS. Used for multi-line 
# Set window size to 100 columns and 60 rows
printf '\e[8;60;100t'
# Banner Function 
displayBanner() {
    echo -e "\e[45m\e[36m"  # Sets background to white with aqua text
    echo "**********************************"
    echo "**  Welcome to the 8 out of 10  **"
    echo '**    Rats does Maths Quiz!     **'  # Amended to single quotes instead of escape character after tests
    echo "**********************************"
    echo "\e[0m"  # Resets default colours
}
#  ASCII art  - plus sign made of plus signs
displayASCII() {
    echo -e "\e[36m"  # Set text color to aqua
    echo "      ++++++      "
    echo "      ++++++      "
    echo "      ++++++      "
    echo "++++++++++++++++++"
    echo "++++++++++++++++++"
    echo "      ++++++      "
    echo "      ++++++      "
    echo "      ++++++      "
    echo -e "\e[0m"  # Reset text color to default
}
# Function to generate random numbers and ask math questions
mathQuiz() {
# variable assigned value with operator = , string need “”, don’t need to declare type
    total=5
    round=1
    cumulativeScore=0
    while true; do
        correct=0
        currentDatetime=$(date +"%Y-%m-%d %H:%M:%S")
        echo -e "\e[36mRound $round - $currentDatetime:\e[0m"  # Aqua text for round and time
        # Start timing the round
        start=$SECONDS
        # Main questions
        for ((i=1; i<=total; i++)); do
            num1=$((RANDOM % 20 + 1))
            num2=$((RANDOM % 20 + 1))
            operation=$((RANDOM % 4))
            case $operation in
                0)  # Addition
                    correctAnswer=$((num1 + num2))
                    question="\e[35mWhat is $num1 + $num2?\e[0m"  # Pink text for question
                    ;;
                1)  # Subtraction
                    # Ensure num1 >= num2 to avoid negative results
                    num1=$((RANDOM % 20 + num2))
                    correctAnswer=$((num1 - num2))
                    question="\e[35mWhat is $num1 - $num2?\e[0m"  # Pink text for question
                    ;;
                2)  # Multiplication
                    correctAnswer=$((num1 * num2))
                    question="\e[35mWhat is $num1 * $num2?\e[0m"  # Pink text for question
                    ;;
                3)  # Division
                    # Ensure num1 >= num2 to avoid negative results
                    num1=$((RANDOM % 20 + num2))
                    correctAnswer=$((num1 / num2))
                    question="\e[35mWhat is $num1 / $num2 (rounded to nearest integer)?\e[0m"  # Pink text for question
                    ;;
            esac
            echo -e "Question $i: $question"  # Display question
            while true; do
                read -p "Your answer: " userAnswer  # Prompt for user input
                # Check if input is a number or negative number
                if [[ $userAnswer =~ ^-?[0-9]+$ ]]; then
                    break
                else
                    echo "Please enter a valid number."
                fi
            done
            if [ "$userAnswer" -eq "$correctAnswer" ]; then
                echo -e "\e[36mCorrect\e[0m"  # Aqua text for correct answer
                ((correct++))
                ((cumulativeScore++))
            else
                echo -e "\e[36mIncorrect. The correct answer is $correctAnswer.\e[0m"  # Aqua text for incorrect answer
            fi
            echo
        done
#  Accessed variables above with $ then variable name which can be used to output the value held in it
        # Calculate and display the time taken for the round
        duration=$(( SECONDS - start ))
        echo -e "Round $round time: \e[36m$duration seconds\e[0m"  # Aqua text for time
        echo -e "Round $round score: \e[36m$correct / $total\e[0m"  # Aqua text for score
        echo -e "Your rolling score is: \e[36m$cumulativeScore\e[0m"  # Aqua text for cumulative score
        # Ask if the user wants to proceed to the next round
        while true; do
            read -p "Do you want to proceed to the next round? (yes/no): " nextRound
            case "${nextRound,,}" in
                yes|y)  # Proceed to the next round
                    break ;;
                no|n)   # End the game
                    echo "Thank you for playing\!"
                    read -n 1 -s -r -p "Press any key to exit..."  # Pause before exiting – Linux in a Nutshell p639
                    exit ;;
                *)  # Invalid input
                    echo "Please enter a valid response (yes/no).";;
            esac
        done
        ((round++))
    done
}
# Main function
main() {
    displayBanner
    displayASCII
    mathQuiz
}
# Call main function
Main
BashUserDetails script
#!/bin/bash
# ANSI codes for text color - put here to simplify how code reads through script
pink='\033[1;35m'
green='\033[1;32m'
reset='\033[0m'
# Departments Menu  - wrong input option added
Menu() {
  echo -e "${pink}Select your department:${reset}"
  echo "1) HR"
  echo "2) ITS"
  echo "3) Customer Service"
  echo "0) Exit"  
  read -p "Enter the number corresponding to your department: " departmentChoice
  case $departmentChoice in
    1) department="HR" ;;
    2) department="ITS" ;;
    3) department="Customer Service" ;;
    0) exit ;;
    *) echo "Invalid choice. Please select a valid option." ;;
  esac
}
# Call menu function
Menu
# Adding user name and a password
echo -e "${pink}Enter your first name:${reset}"
read firstName
echo -e "${pink}Enter your last name:${reset}"
read lastName
echo -e "${pink}Enter your password:${reset}"
read -s password  # The -s flag means password not visible
echo
# Concatenate (combine) names to create a username. 
userName="${firstName}_${lastName}"
echo "Thank you, $firstName, from $department. Your username will be: $userName"
# Store password as a variable
storedPassword="$password"

# Specify where user file will be stored (user's home directory)
userDir="/home/${userName}"
# Create a file using the combined name
fileName="${userName}_notes.txt"
# Path to the new file
filePath="$HOME/$fileName"
# Print the location of the new file to terminal
echo "User file will be created at: $filePath"
# Ask for password validation before text input to file
echo "Now, please enter your password to validate:"
#  Check Password using a While Loop
validatePassword() {
    attempts=0
    while [ $attempts -lt 3 ]; do  # while attempts are less than 3 (a standard password attempt limit)
        echo -e "${pink}Enter your password:${reset}"
        read  inputPassword # ideally also use -s left visible for easier testing
        echo
        # Check if the entered password matches the saved one
        if [ "$inputPassword" = "$storedPassword" ]; then
            echo -e "${green}Password validated.${reset}"
           # User input to place in a file - Placed here nested in loop so can only add if password correct.
			echo -e "${green}Enter your notes (press Ctrl+D to save and exit):${reset}"
			echo "User: $userName" >> "$filePath"
			echo "Department: $department" >> "$filePath"
			cat >> "$filePath"
            return 0  # Password is correct, exit the loop. Value 0 returned from function
        else
            echo "Access Denied"
        fi
        attempts=$((attempts + 1))  # Increment attempts counter added when code nested
    done

    # If password wrong 3 times
    echo "Access denied. Please contact the helpdesk."
	read -p "Press Enter to close this window"
    exit 1  # - password wrong 3 times exit here
}
# Call functionBashUserDetails script
validatePassword
# Opens the text document
nano "$filePath"
# Directory to search in
directory="C:/Users/user-admin" 
# Ask the user for the filename to search for
read -p "Enter the filename to search for: " filename
# Search for the file using grep
grep -l "$filename" "$directory"/*.txt
read -p "Press Enter to close this window"

nanoUse.bash script
#!/bin/bash
# Function to open a file for editing using nano to work with text
editFile() {
    file="$1"
    nano "$file" || { echo "Failed to open $file for editing."; exit 1; }
}
# Main function
main() {
    read -p "Enter file name to edit: " filename
    editFile "$filename"
}
# Call main function
Main

loopArrayCase.bash script
#!/bin/bash
# Array of fruits
fruits=("Apple" "Banana" "Orange" "Grape" "Mango")
# Loop to print each fruit
echo "List of Fruits:"
for fruit in "${fruits[@]}"; do
    echo "$fruit"
done
# Process operations based on user input
operation() {
    case $1 in
        "add") echo "Addition: $(($2 + $3))" ;;
        "sub") echo "Subtraction: $(($2 - $3))" ;;
        "mul") echo "Multiplication: $(($2 * $3))" ;;
        "div") echo "Division: $(($2 / $3))" ;;
        *) echo "Invalid operation" ;;
    esac
}
# Main function
main() {
    read -p "Enter operation (add/sub/mul/div): " op
    read -p "Enter first number: " num1
    read -p "Enter second number: " num2
    operation "$op" "$num1" "$num2"
}
# Call main function
main
# Multi-dimensional associative array demonstration
declare -A fruitProperties
# Assigning properties to each fruit
fruitProperties["Apple"]="Red"
fruitProperties["Banana"]="Yellow"
fruitProperties["Orange"]="Orange"
fruitProperties["Grape"]="Purple"
fruitProperties["Mango"]="Yellow"
# Loop to print each fruit and its properties
echo "List of Fruits and Their Properties:"
for fruit in "${fruits[@]}"; do
    echo "Fruit: $fruit | Color: ${fruitProperties[$fruit]}"
done
read
[bookmark: _Toc164980268]Appendix 5: Further research and reading
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Web research, searching for hints and tips on using CLI commands safely. [35]
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echo 10 hops only. Runs faster! File  Edit  View
tracert -h 10 google.com
echo.

appuriverifierinstall N/A
CleanupTemporaryState N/A
DsSvcCleanup N/A

| SubFile.txt

R Gallery

v @ OneDrive - Personal

:: Export Interface Configuration
echo Tracing route to google.com.. 5 25 Documents
netsh interface ip dump > interface_config.txt

Folder: \Microsoft\Windows\AppListBackup
TaskName Next Run Time

> 7 Email attachments
Show Wireless Networks =

lecho Wireless networks are > 7 Outlook Backup N/A Ready
netsh wlan show networks BackuplNonMaintenance 20/04/2024 00:28:22  Ready
> T Pictures
Opens a website Folder: \Microsoft\Windows\AppxDeploymentClient
Possible care needed here to avoid broken links, ensure security if a s > B Public TaskName Next Run Time
lecho Loading tutorialspoint website
start https://wwu.tutorialspoint.com/batch_script/batch_script guick guide B TESTHTML Pages

> @ Zoe- University of Walc Pre-staged app cleanup

Checking for active connections (do we recognise? No = startingpoint £
echo: This check shows the started services (like net.start). Shows useful
details. XP and later

:: NetBios Name displayed here:

nbtstat /n

: NetBIOS client and server sessions, trys to name destination IP (note, |
uppercase S is IP address only) .

nbtstat /s

Folder: \Microsoft\Windows\Autochk
TaskName
& Documents

L Downloads Proxy

7 Screenshots

Lem Folder: \Microsoft\Windows\BitLocker

TaskName

scheduled tasks and event logs (CODE FROM SANS WHITEPAPER 33193.PDF SEE REPORT TEXT FOR FULL
length : 3280 _lines: 118 1n:107_Col:11_Pos:2:838 Windows (CRLF) _ UTF-8 INS

Ln102,Col 51 | 35,914 characters Windows (CRLF)
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echo Ha ha ha! You will work in my goblin computer 3

pause >nul
echo The Goblin King disappears laughing and everytl
pause >nul

Echo You are in a dark room. It has motivational po:
pause >nul

Echo There is a old computer with a beige retro, sir
pause >nul

Echo There is no internet signal..Siri cannot help
pause >nul

Echo You notice the screen shows..

pause >nul

Echo Windows Vista.
Echo The End

pause >nul

exit

- .N0000000000000 !
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Ihe Goblin King disappears Laug
You are in a dark room. It has
There is a old computer with a
There is no internet signal..Si
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There is no internet signal..Si
You notice the screen shows. ...
Windows Vista....... Noooooooooc
The End




image114.png
Array

81  echo Array demonstration:
52 set animals[0]=cat

83 t animals(1]=dog

84 set animals(2]=bird

85  echo Animal l=banimals[0]%

86 echo Animal 2=tanimals[1]%

57  echo Animal 3=tanimals(2]%

88

89 |set /p newsira="Enter a new value for 'bird': "
90 |set animals(2]=tnewBirds

91

92 adds a new animal [3], will show as animal 4 (cc
93 t /p newAnimal="Enter a new animal: "

94 set animals(3]=inewAnimals

95

96 echo.

97  echo Updated animals

9% echo animals[0]%

99 echo animals(1]%

100 echo Animal 3=banimals(2]%

101 echo animals(31%

102

103  Echo Array update complete
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Loop using switcl
apple

Enter another fruit or type 'e' to stop: e
Array demonstration:

Animal 1=cat

Animal
Animal
Enter a new value for 'bird': Mouse
Enter a new animal: Rat

Updated aninals
Animal
Animal
Animal
Animal
Array update complete

Press any key to continue .
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113
114
115
116
117

et systemUser[2].LastName=plush
et systemUser(2] .AccessLevel=Standard

For /L %% In (01 2) Do (
call echo Person At 54i = SisystemUser[+i].FirstNames $%systemUser[+%i].LastNamess $%systemUser[tsi

1.AccessLevelss
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if $visitedWitch% GTR 0 (
echo Witch: "Hello again!
) else (
echo Witch: "Words are, i
both inflicting injury, a
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litch: "Words are, in my not-so-humble opinion, our most inexhaustible source of
emedying it."

Press any key to continue .
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:: if/else - If it is this do X, else do Y

et conditionstrue
if Sconditiont==true (
echo Condition is true
) else (
echo Condition is false

)
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cls
Echo Witch: "What would you like to drink?"
Echo [1] Coffee

Echo [2] Tea

Set /p witch_choice=

if "Switch _choiced"=="1" (
set drink=Coffee

) else if "Switch choice®"=="2" (
et drink=Tea

)

call :AskForcake

goto :End
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2 |eotor 4o

5 [ritie zext aqventure Game vo.2

& |:: updated code and game variations designed by Zoe Clark. Based on original game and code by James Williams
s

.

10 -
T | reredibitid o
2 - v -
13 “ e o
3 o -
15

1

1

1

15 [aet visitea wiccneq

20

7 |G

23 fecho press 1 to walk up the mountain to visit the Wizard.
24 fecho Press 2 to walk down the river to visit the Witch.
25 fecho Press 3 to visit the Scary cave

n

26 fecho press 4 to go home.
21

28 [set /p walk=

30 |af twalks == 1 goto Wizard
31 |1f twalks == 2 goto Witch
32 |if swaiks == 3 goto Goblin
S5 |af swaiks == ¢ goto Home
3

35

36 |ais

+1 |coler 02
35 |Echo Wizard: "Happiness can be found, even in the darkest of times, if one only remembers to turn on the light. For
guidance which do you want to consult?"

40 [Echo (1) Look into the magic pool.
41 |Echo [2] Look into the mirror.

42 [Echo.
43
44 |set /p wizard_choice=
as

46 |1f "iwizara_choicesm="1" goto MagicPool
47 |42 “swizard_choices"m="2* goto Mirror
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135
140
10
162
163
144
145
248!

c1a
Cotox 50
zcno.
e tvisited witons oTR 0 (
Echo Witch: "Hello again! Would you like something to drink?"
) else (
Echo Witch: "Words are, in my not-so-humble opinion, our most inexhaustible source of magic. Capable of both
inflicting injury, and remedying it."
set /a visited witchial
Pause
goto =nd
)

[zoho 1) ves
zcho (2) Mo, thanks
et /p witch drinks

g “vwiton_arinxemmmrle
‘RskForprink
) else if "iuitoh drinkste=2t (
Echo Witch: "Well, nice to see you. Bye for now!™
st /a visited witchiml
Pause >nul

ols
goto Bnd

"Hnat would you like to drink?™
zoho (1) cottee

[Eobo (2] rea

set /p witch_choices

e "twitcn choscesnmmri® (
¢ drinkecostes
witen_chosetmmera® (

eas :askrorcake
goto :2na
| Askporcaxe

c10
[Echo witch: Would you like some cake with your sdrimki?v
[zono 11 ves

zoho (2] Mo, thanks

et /p cake choices

I S————
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SDATE® STIMES
F7 CAWINDOWS\system3z\cmd. X + v

06/04/2024 22:20:22.44
The first number is 50
Enter your number: 10
Addition Sum = 60
Subtraction Sum = 49
Multiplication Sum = 500
Division Sum = §

The entered number is less than or equal to 50.
num The entered number is less than 50.
m = bresults Welcome to the area calculator

Enter the length of your rectangle:

uml *num
ltiplication Sum = tresult®

num
Sresults

er than OF equal to Snumiss

n tnuml®
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Lheck 1L the 1tem L1.le SX15LS
if exist "SitemDirectory%\!itemName!.txt" (
for %I in ("$itemDirectory%\!itemName!.txt") do (
set /p stock=<"&sI"
rem Convert stock and quantity to numeric values for comparison
set /a stock=stock
set /a quantity=quantity
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echo I might as well ki [, "0 o7 TEee TEER TSR OESY
ont ] I KSTE y =neraY Sjust the one, mnm yummy. T have U snacks left.
echo just thé oné, mmm yummy. I hPFess any key to continue
pause just the one, mmm yummy. I have 3 snacks left.
o> Fhe ahE, R YR
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176
177
178
179
180
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191

cls
echo Goblin: "You have Scounting® out of 10 tries left.”
echo.

echo Enter your guess:

et /p Guess=

Af SGuesss equ $SecretNumbers (
goto :Escape

) else if iGuessess 1ss 9 (

et /A Guesses+=1

et /A counting=10 - Guesses
echo Incorrect! Try again.
goto :GuessLoop

) else (
goto :Trapped

)
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i =] i | debug)

Gecho off
setlocal EnableDelayedExpansion

echo Welcome to the Cloud & AWINDOWS\system32\cmd, X+ v

Welcome to the Cloud 8 Stock Management Syst
Q) Error: Item "" not found
Press any key to continue

set "itempir \Users!

:UpdateStock.
set "itemName=t~1
set "quantity=
set "note=i~3"

i CloudsStock

echo
echo
echo
echo §
) else ( © New N Sort View
echo

) O Neme Date
pause 7} Home -

exit /b «
PR Gallery Appleit

« A G % Startbackup > TESTFolder > Cloud8Stock

Bananaixt
~ @ OneDrive - Personal
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& setl

F= CAWINDOWS\system3z\cmd. X + v

Welcome to the Cloud 8 Stock Management System
‘1. Update Stock
2. Check Stock
3. Instructions
4. Exit
. Enter your choice: 1
Enter item name:

7 CAWINDOWS\system32\cmd. X =+ v .
Welcome to the Cloud 8 Stock Management System

1. Update Stock

2. Check Stock

3. Instructions

4. Exit

Enter your choice: 3

Enter item name:

7 CAWINDOWS\system32\cmd. X =+ v - O
Welcome to the Cloud 8 Stock Management System
1. Update Stock

2. Check Stock

3. Instructions

4. Exit

Enter your choice: 4

Exiting. ..

Press any key to continue .

F= CAWINDOWS\system3z\cmd. X + v

Welcome to the Cloud 8 Stock Management System
1. Update Stock
2. Check Stock

3. Instructions

4. Exit

Enter your choice:
Enter item name: Pineapple

Error: Item "Pineapple” not found
Press any key to continue .

Welcome to the Cloud 8 Stock Management System
1. Update Stock
2. Check Stock
3. Instructions
4. Exit
Enter your choice: §
X | Invalid choice
Press any key to continue .





image129.png
herds v, iy ookl apinin, ur et ot ile e of mgic. o
both inflicting injury, and rencdying it
 HHeTo AL WA you Like sme cofee this tiete

o, thanks.
“Excellent chotce! Hor about sone cake with your coffee?”

111V, prese.

2 1o, thans

“Hlright then, st coffee for you. Maybe rext tinel®





image130.png
1 #!/bin/bash

3 # Set backar




image131.png
@ WOy OV POONT TR oeoee

"List of Fruits:"





image132.png
List of Fruits:

Apple
Banana

Orange

Grape

Mango

Enter operation (add/sub/mul/div): add
Enter first nunber: 5

Enter second number: 5

Addition: 10
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3)

# Division

# Ensure numl >= num2 to avoid negative results
numl=$ ((RANDOM ¥ 20 + num2))

correctAnswer=$ ((numl / num2))
question="\e[35mWhat is $numl / $num2 (rounded 1

text for question
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# Start timing the round
start=§SECONDS
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athQuiz () {
total=s
round=1
cumulativeScore=0
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Round 1 time: 11 seconds
Round 1 score: 1 / 5

Your rolling score is: 1
Do you want to proceed to i
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r your First name:
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correct=0
currentDatetime=$ (date +"%Y-%m-%d %H:¥M:%S")
echo -e "\e[36mRound $round -
ScurrentDatetime:\e[0m" # Aqua text for round




image139.jpeg
Round 1 - 2024-04-10 16:39:41:
Juestion 11 What s 15 + 27 Your
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foin/bash -

Select your department:
1) HR

2) s

3) Customer service
0) Exit

Enter the number corresponding to your department:
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0680 ¢ "3 {pLnKIEDter your password:3reset|”

=3

oo ¢ " pink]Enter your passvord:reset]”
T inputPessvord § ideally also use -S left visisle for
easier testing
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Enter your password:

Thank you, Bob, from ITS. Your username will
User file will be created at: /c/Users/user-
Now, please enter your password to validat:
Enter your password:

password
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n e w0 e

#!/bin/bash

# Set window size to 100 columns and €0 rows
printf '\e[8;60;100t"
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Grape
Mango

Enter operation (add/sub/mul/div):
Enter first number: 5

Enter second number: 5

Addition: 10

List of Fruits and Their Properties:
Fruit: Apple | Color: Red

Fruit: Banana | Color: Yellow

add
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t

Jauestion 3: what is 10 / 9 (rounded t
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# Main function

main() {
read —p op
read numl
read -p num2

operation

> fustfbinfbssh ~loginiCA.. — O X

(add,
t number

nd number
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Enter your password:
password
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while [
echo -e

read inputPa

'c/Users /user-admin/Bob_smi th_notes
Now, please enter your password to validate

2
Access Denied
B
Access Denied
«
Access Denied

Access denied. Please contact the helpdes!
press Enter to close this window
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while true; do
read -p "Your answer: " userAnswer § Prompt for

# Check if input is a number or negative number
if [[ SuserAnswer =~ A-2[0-91+§ 11; then

else
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on() {
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if input is a number or negative
[l $userAnswer =~ A-2[0-9145 11;

What s 10 + 147
ter a valid number

Vour answer |
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# Specify where user file will be stored (user's home
userDir=

# Create a file using the combined name
fileName=

4 Path to the new file
filePath

# Print the location of the new file to terminal
echo

x [
J > - localDisk(C) > Users > user-admin >
WSt = Vewo e
O Name Type sie
Bob,smith_notes.bet Jext Document

1K
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grep -1 /% txe
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iting using nan
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# Main funct

main() {

# call main

vsifoinbash.. — O X
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Question 3 of 12
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Congratulations!
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Command Results

rm filel file2 Delete file1 and file2.

rm -i filel file2 | Like above however, since the (interactive) option is specified, the user is prompted before each file is deleted.

rm -r dirl dir2 Directories dir1 and dir2 are deleted along with all of their contents.
Examples of the rm command

Be careful with rm!

Linux does not have an undelete command. Once you delete something with rm, it's gone. You can inflict terrific damage on your system
with rm if you are not careful, particularly with wildcards.

Before you use rm with wildcards, try this helpful trick: construct your command using 1s instead. By doing this, you can see the
effect of your wildcards before you delete files. After you have tested your command with 1s, recall the command with the up-arrow key and

then substitute rm for 1s in the command.
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% Oracle VM VirtualBox Manager

Fle Machine Hep

Controler: IDE
08 SecondaryDeic : - [0ptial D) Untiended 7 1668157-2675-4547 5T 2o0ecsses0-aun .0 05)

Lintoc VM.vei (Normal, 102.79 MB)

‘Adapter 1: _Intel PRO/1000 MT Desktop (NAT)
[ uss

USB Controller:  OHCI, EHCI
Device iters: 0 (Dactive)

[ sharedflders
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SS64 CMD > How-to > Search

How-to: Upper or Lower case a String
The examples on this page utilise some advanced techniques to make a string UPPER or lower case:

« By passing a variable, they are able to handle many special punctuation/unicode characters which are often mangled if passed as a raw text
string.

Using CALL SET to unwrap the value of the given variable

Explicitly replacing one character with another, allows for replacing Umlauts and potentially other punctuation.

Replacing each letter of the alphabet rather than each letter of the input string means that an input string of > 27 characters wil not take a
long time to convert. For short strings performance is unlikely to be an issue.

Creating a script which generates L33T text or Alt caps is left as an exercise for the reader.

This function can be used to retum a string converted to be lower case.

@Echo off
itolower str —- Converts uppercase characters to lowercase

Converts the supplied environment variable (%1) to lowercase.
if not defined %1 EXIT /b
for %%a in (

i") do (
call set %~1=5%%%~1:%%~a%s

)

Echo Results saved to variable [%%%1%%]

Call echo %%%1%%

EXIT /b

:$source dostips.com

Examples

@Echo off
Setlocal

Set "_myvar=This is A DEMO STrIng!"
Call ToLower.cmd _myvar

Echo [%_myvar%]

C:\> this is a demo string!

Upper case a String - ToUpper.cmd

This function can be used to retum a string converted to be upper case:
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6 Students » Hub % Events -Glean [) Unilinks [) Operating Systems [ Library lisks [ Backup links [ Personal Links [ Personal Study &.. [ CA [8] GoogleKeep B

| RedSwitches Pricing Solutions Blog Company Dashboard

Bash Math Operations

(Bash Arithmetic) Explained

I RedSwitches

Do you know you can carry out complex arithmetic operations in your bash script? S

RedSwitches

Many users don't realize this aspect of bash scripts and overlook the mathematical
capabilities of bash scripting. As such, they don't consider the role of these capabilities Get Your Own Server

n processing data and in-script calculation requirements.

 RAMUpto 178
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Desktop Operating
Systems

Mobile Operating
Systems

Server Operating
Systems

Embedded Operating
Systems

Network Operating
Systems

Hybrid Operating
Systems

- Widely used (Windows, macOS, Linux)
- User-friendly interfaces, versatile applications

- Designed for smartphones and tablets (Android, iOS)

- Optimized for touch and mobile apps

- Manage network resources & databases (Windows & Linux )

- High stability and security

- Used in specialized devices like loT devices
- Compact and efficient for specific tasks

- Handle network data and user authentication

- Used in large networks for security and management

- Combine features of real-time and general-purpose OS

- Suitable for complex systems needing versatility

? RedSwitches
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Shoot on iPhone. See it on Mac. Use your iPhone to take a picture or
document and have it automatically appear on your Mac.
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7 Command Prompt X o+ v
C:\Users\user-admin>ver
Microsoft Windows [Version 10.0.22621.3296]

C:\Users\user-admin>systeminfo

Host Name: DESKTOP-2K0112S

0S Name: Microsoft Windows 11 Enterprise
0S Version: 10.6.22621 N/A Build 22621

0S Manufacturer: Microsoft Corporation

0S Configuration: Standalone Workstation

0S Build Type: Multiprocessor Free

Reaistered Owner: Windows User
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19 Dir(s) 140,159,811,584 bytes free

C:\Users\user-admin>time
The current time is: 15:54:39.26
Enter the new time:
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] Command Prompt X 4+ v

Hicrosoft Windows [Version 10.6.22621.3067)
(c) Microsoft Corporation. ALL rights reserved.

C:\Users\user-admin>tasklist

Image Name PID Session Name Session#  Mem Usage

Systen Idle Process 9 Services

0 8K
Systen 4 Services 0 12K
Secure Systen 168 Services 0 29,060 K
Registry 148 Services 9 25156 K
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 command Prompt X o+ v

Microsoft Windows [Version 10.0.22631.34u7]
(c) Microsoft Corporation. ALL rights reserved.

C:\Users\user-admin>perfmon

C:\Users\user-admin>
File  Action

Performance
& Monitoring Tos
B8 Performance Monitor

You can use Performance Monitor
5 Data Coll nfigure and schedule performn

i Repor

\\DESKTOP-2K01125
Memory
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7 Command Prompt Reliability Monitor

Microsoft Windows [Version 10.6.2] N
(c) Microsoft Corporation. All rid

« Securit.. > Reliability Monitor

CTEE\ o= A el The stability index assesses your system’s overall stability on a scale from 1 to 10. By selecting a specific period in time,
: you may review the specific hardware and software problems that have impacted your system.

C:\Users\user-admin> View by: | Last updated: 18/04/2024 22:00
10 [

» | Application failures
Windows failures
Miscellaneous failures
Warnings
Information

Reliability details for: 27/03/2024

Source Summary

A

Norton Update Helper  Unsuccessful application install... 27/03/2024 07:59
Norton Update Helper  Unsuccessful application install... 27/03/2024 08:59
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] Command Prompt X + v

Microsoft Windows [Version 10.0.22631.3447]
(c) Microsoft Corporation. All rights reserved.

C:\Users\user-admin>C:\Users\user-admin\Desktop\MyFolder
'C:\Users\user-admin\Desktop\MyFolder' is not recognized as an int
operable program or batch file.

C:\Users\user-admin>cd C:\Users\user-admin\Desktop\MyFolder
C:\Users\user-admin\Desktop\MyFolder>cd. .
C:\Users\user-admin\Desktop>cd. .

C:\Users\user-admin>cd. .

C:\Users>




image52.png
user-admin
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cygwinG4
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7 Command Prompt

Microsoft Windows [Version 10.0.2263
(c) Microsoft Corporation. All rights

O Name
O

C:\Users\user-admin>tree
Folder PATH listing
Volume serial number is 144A-3A02
g C:.
.ms-ad
.VirtualBox
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C:\Users\user-admin>cd C:\Users\user-admin\Desktop\TEST Folder\SystemChecks

C:\Users\user-admin\Desktop\TEST Folder\SystemChecks>sort CopiedFile.txt > SortedFile.txt

C:\Users\user-admin\Desktop\TEST Folder\SystemChecks>

CopiedFiletxt X+ SortedFiletxt X |+
File  Edit  View & File  Edit  View fo)
z '

X 123

123 A

A Additional Content
B B

¢ c

! File Content

File Content X

Additional Content z
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1 Command Prompt X + v - [m] X

Microsoft Windows [Version 10.0.22631.3447] 12
(c) Microsoft Corporation. All rights reserved.
C:\Users\user-admin>dir

Volume in drive C has no label. Jniversity
Volume Serial Number is 144A-3A02

Directory of C:\Users\user-admin

12/64/2024 18:12 <DIR>

22/09/2023 13:56  <DIR> .. Ms
110/04/2024 18:22 42,430 .bash_histo
ry

ey free

C:\Users\user-admin> dir | find ".txt"
| 01/04/2024 18:25 91 Bob_smith_notes.txt
01/e4/2024 17:59 4 B_S_notes.txt

C:\Users\user-admin>
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Command Prompt X+ v

Microsoft Windows [Version 10.0.22621.3296]
(c) Microsoft Corporation. ALL rights reserved.

\Users\user-admin>route print

Interface List

..c8 £7 50 3c 88 bu .
.fli d1 08 22 bl 3e .
.£6 d1 08 22 b4 3d .
fli d1 08 22 by 3d .

Intel(R) Ethernet Connection (4) I219-LM
Microsoft Wi-Fi Direct Virtual Adapter
Microsoft Wi-Fi Direct Virtual Adapter #2
Intel(R) Dual Band Wireless-AC 8265
Software Loopback Interface 1

Interface Metric
F——

Gateway

S —
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= Command Prompt X+~

C:\Users\user-admin>Ping -t google.com

Pinging google.com [142.250.187.238] with 32 bytes of data:

Reply from 142.250.187.238: ‘time=25ms
Reply from 142.250.187.238: time=27ms
Reply from 142.250.187.238: time=23ms
Reply from 142.250.187.238: ‘time=22ms
Reply from 142.250.187.238: ‘time=22ms
| Reply from 142.250.187.238: time=22ms

tim
tim

3ms
3ms

| Reply from 142.250.187.238:
Reply from 142.250.187.238:
Reply from 142.250.187.238:
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C:\Users\user-admin>ping -n 4 172.217.164.14

Pinging 172.217.164.14 with 32 bytes of data:

Reply from 172.217.164.14: bytes=32 time=138ns
Reply from 172.217.164.14: bytes=32 time=137ns
Reply from 172.217.164.14: bytes=32 time=137ns
Reply from 172.217.164.14: bytes=32 time=135ms

Ping statistics for 172.217.164.14:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss)
Approximate round trip times in milli-seconds:

Minimum = 135me  Maximum = 138me  Average = 136me
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C:\Users\user-admin>netstat

Active Connections

Proto
TP
TP
TP

Local Address

127.0.0 95273
127.0.0.4.
192.168118.

Forei
DESKT
DESKT
nest-
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C:\Users\user-admin>net help
The syntax of this command is:

NET HELP
command

e
NET command /HELP

Commands available are:

NET ACCOUNTS NET HELPMSG NET STATISTICS
NET COMPUTER NET LOCALGROUP NET STOP

NET CONFIG NET PAUSE NET TIME

NET CONTINUE NET SESSION NET USE

NET FILE NET SHARE NET USER

NET GROUP NET START NET VIEW

NET HELP

NET HELP NAMES explains different types of names in NET HELP syntax Llines

NET HELP SERVICES lists some of the services you can start.
NET HELP SYNTAX explains how to read NET HELP syntax lines.
NET HELP command | MORE displays Help one screen at a time
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C:\Users\user-admin>ipconfig /all > "C:\Users\us
Desktop\TEST Folder\ipconfig_output.txt

C:\Users\user-admin>

ipconfig_output.txt X+

File  Edit  View

Windows IP Configuration

Host Neme . . . - .. ... . : DESKTOP-2Kel
Prinary Dns Suffix acoo

Node Type . . . © .. ...t Hybri

1P Routing Enabled. - . . . . . . i lio

WINS Proxy Enabled. . . . . ... :No
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] Command Prompt X + v -

Microsoft Windows [Version 10.0.22631.3447]
(c) Microsoft Corporation. All rights reserved.

C:\Users\user-admin>chkdsk

Access Denied as you do not have sufficient privileges or
the disk may be locked by another process.

You have to invoke this utility running in elevated mode
and make sure the disk is unlocked.

C:\Users\user-admin>|
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7 Command Prompt X 4 v - o X

Microsoft Windows [Version 10.0.22631.34u7]
(c) Microsoft Corporation. ALL rights reserved.

C:\Users\user-admin>perfmon
C:\Users\user-admin>sfc
You must be an administrator running a console session

in order to
use the sfc utility.
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localhost:/home/testdir# echo "Well done me :0)"

ell done me :0)
Tocalhoet* 7Thome /tectdirdt mkdir mvtect
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\html2url=alpine-x86.cfg

11 Gmail  faf Students » Hub  ®9 Events - Glean

Loading. .
lcome to JS/Linux (i586)
se 'vflogin username' to connect to your account.

‘ou can create a new account at https://vfsync.org/signup .
se "export_file filename' to export a file to your computer.

Imported files are written to the home directory.

localhost :~# pudf]
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Localhost:~# 1scpu -p
The following is the parsable format, which can be fed to other
programs. Each different item in every column has an unique ID
starting from zero.

CPU, Core, Socket, Node
,0,0,
localhost:~# 1scpu -j
1scpu: unrecognized option: j
ry "1scpu --help’ for more information.
localhost:~# 1scpu -3

"data”:"i586"},
%, “data":"32-bit"},
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ocalhost:~# ps aux

1D

USER
1 root
2 root
3 root
4 root

TIME COMMAND

0:01 {init} /bin/sh /sbin/init
0:00 [kthreadd]

0:00 [kworker/0:0]

0:00 Ikworker/0:0H1
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5780K used, 181464K free, 8K shrd, @K buff, 866K c
PU:  O% usr 0% sys  @% nic 97% idle 0% io  @%
Load average: 0.00 0.00 0.00 1/31 91

CPU_%CPU_COMMAND
73 6l root 3 1516 1% @ 1% top

61 1 root s 1552 1% @ @X sh -1

1 @ root 3 1512 1% © 0% {init} /b
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v JSLinux x  + { . lab-e707d0d2-12db-4007-a7

€ 5 C % bellardorg/jslinux/vmhtmiZurl=alpine-x86.cfg

@ savetoRefWorks g OneDrive @ Google +f Gmail faf Students»Hub @9 Events-Glean [ Unilinks [ Lib

Loading. . .

elcome to JS/Linux (i586)

se "vflogin username’ to connect to your account.
ou can create a new account at https://vfsync.org/signup .
se "export_file filename' to export a file to your computer.
[tmported files are written to the home directory.

Llocalhost:~# pwd

run  srv tmp
sbin  sys
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Loading

lelcome to JS/Linux (i586)

se 'vflogin username’ to connect to your account.

ou can create a new account at https://vfsync.org/signup .
se ‘export_file filename' to export a file to your computer.
Imported files are written to the home directory.

Llocalhost:~# pwd
/root
[1ocalhost:~it cd /
1ocalhost: /# 1s
i etc 1lib mnt  proc run  srv  tmp
media opt  root sbin sys  usr
# cd home
home# mkdir testdir
home# cd testdir
home/testdir# touch testfile.txt
:/home/testdir# chmod+rux testfile.txt
: chmod+rwx: not found
home/testdir# chmod +rwx testfile.txt
1ocalhost: /home/testdir# echo “Hello World!" > testfile.txt
[1ocalhost: /home/testdir# cat testfile.txt
ello World!
:/home/testdir#
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v JSLinux x  + { = lab-e707d0d2-12db-4007-a7

€ > C 25 bellard.org/jslinux/vm.html?url=alpine-x86.cfg

@ savetoRefWorks g OneDrive @ Google +f Gmail faf Students»Hub @9 Events-Glean [ Unilinks [ Lib

[Llocalhost:/home/testdir# echo “Well done me :0)"

e11 done me :0)

[1ocalhost: /home/testdir# mkdir mytest

[1ocalhost: /home/testdir# touch myfile.txt

[1ocalhost: /home/testdir# mkdir mybackup

[1ocalhost: /home/testdir# cp myfile.txt mybackup
1ocalhost: /home/testdir# cp myfile.txt myfilecopy.txt
localhost: /home/testdir#
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€ 5 C % bellardorg/jslinux/vmhtmiZurl=alpine-x86.cfg

@ SavetoRefWorks | OneDrive @ Google +f Gmail fuf Students»>Hub & Events - Glean

proc run  srv  tmp
opt  root sbin sys

[Llocalhost:/home# cd testdir

[localhost:/home/testdir# touch testfile.txt
[Llocalhost:/home/testdir# chmod +rwx testfile.txt
[Llocalhost:/home/testdir# echo "Hello World!™ > testfile.txt
[Llocalhost:/home/testdir# cat testfile.txt

lello World!

[Llocalhost:/home/testdir# rm -R testdir

rm: can't remove testdir': No such file or directory
[Localhost: /home/testdir# history

pud

cd /

1s

cd home
mkdir testdir
cd testdir
touch testfile.txt
chmod +rwx testfile.txt
echo "Hello World!™ > testfile.txt
cat testfile.txt
rm -R testdir
11 history
[Localhost:/home/testdir I

SLENAVAWNR O

=

[ Unilinks [ Library li
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localhost:~# ping -c 4 216.58.214.3
ING 216.58.214.3 (216.58.214.3): 56 data bytes
bytes from 216.58.214.3: seq=0 tt1-58 time-318.500 ms
bytes from 216.58.214. tt1-58 time-314.400 ms
bytes from 216.58.214.3: seq=2 tt1-58 time-308.200 ms
bytes from 216.58.214. Tt1-58 time-312.000 ms

-- 216.58.214.3 ping statistics ---

packets transmitted, 4 packets received, @% packet loss
round-trip min/avg/max = 308.200/313.275/318.500 ms
ocalhost:~#
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[Localhost: /home# pwd
|/ home

[1ocalhost: /homes# touch testfile.txt

1ocalhost: /home## chmod 755 testfile.txt

1ocalhost: /home# 1s -1

otal 4

rwXxr-xr-x 4 root 172 Feb 24 17:12 testdir

- rwxr-xr-x 1 root © Feb 24 17:48 testfile.txt
[localhost:/home#
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localhost:~# sudo

sage: sudo -h | -K | -k | -V

sage: sudo -v [-AknS] [-g group] [-h host] [-p prompt] [-u user]

sage: sudo -1 [-AknS] [-g group] [-h host] [-p prompt] [-U user] [-u user]
[command]

sage: sudo [-AbEHknPS] [-C num] [-g group] [-h host] [-p prompt] [-T timeout]
[-u user] [VAR=value] [-i|-s] [<command>]

sage: sudo -e [-AknS] [-C num] [-g group] [-h host] [-p prompt] [-T timeout]
[-u user] file ...
localhost:~# |
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linuxquestions.org/questions/sh: h 497180#post6d

@ SavetoReWorks . OneDrive @ Google 11 Gmail Students » Hub 9 Events - Glea

CodeGourmet (D
LQ Newbie

As a beginner any tips on using sudo to get to grips with t
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Yesterday, 09:11 PM #:

frankbell The sudo command was originally not created to be a proxy for root (despite the *buntus and their creepy sudo fetish). Rather, it was developed to
LQ Guru give selected and limited privileges to select users who needed them to perform their duties.
Contributing Member

Registered: Jan 2006 Some examples:

Location: Virginia, USA

Distribution: Siackware, « Web administrators who might need to restart apache but have no need to, update a system or add or remove users.

Ubuntu MATE, Mageia, and - Someone in a personnel department who needs to add new users, but is not authorized to install and remove software.
e el « IT personel who might need to login under other users' credentials to troubleshoot a problem, but don't need root privileges.
playing wit

;;’5;55&2;:;423 You might find this article on the history of sudo helpful.

Rep: GBSB0000000

yancek ‘Agree with post 3. Using sudo to give additional users the ability to run a specific command or a limited number of commands is useful. The Ubuntu

LQ Guru site at the link below lists the advantages/disadvantages of using sudo. Look at the first few advantages which are pretty minor. Most of them are

just for the user to put in less effort.
Registered: Apr 2008

Distribution: Slackware,
Ubuntu, PCLinux, Gep=SHhe]
Posts: 10,494

.ubuntu.com/community/ReotSudo
Last edited by yancek; Today at 03:06 Al

Rep: GOSS0000000
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cho off
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exit /b
pause
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Exit
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Press any key to continue .
Value of numA after endlocal
Value of numB after endlocal: 7
Initial value of nunC: 8

Updated value of numC: 4
Initial value

Updated value of numD: 4
Press any key to continue

echo
echo
echo

echo Updated value of numD:

pause
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Press any key to continue .
Person At 0 = Bear Admin

Person At 1 = Dolly Bird Admin
Person At 2 = Penny Plush Standar
Press any key to continue .
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AWINDOWS\system32\cmd. X

Missing operator.
Initial value of numA: 10
Initial value of numB: 7
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Number variables and Sums
et /a numl=50
echo The first number is #numls
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The first number is 50
Enter your number: 10
Addition Sum = 60




