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This report outlines the steps required to setup a Type 2 Hypervisor, Windows 2019 Servers, Windows 10 Clients, Active Directory Domain Services, Domain Name System, and the minimum required supporting network infrastructure.  These steps are annotated and where appropriate the technology expanded upon.  It then continues into a fourth section where the technologies are discussed in a greater depth, as well as offering conclusion and evaluation of said tasks as well as evidencing the studies via the appendices.
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1.1 [bookmark: _Toc97108265]VM Creation and OS installation

1.1.1 VirtualBox, VM creation

Figure 1 shows the start-up screen, of the type two hypervisor Oracle VirtualBox running on Windows 10.
[image: ]
[1]
Figure 2 to 5 show various screens of the VM creation process where hardware etc is set.
Machine folder figure 2 is where the files that make up the VM are held.  Type and version set parameters within VirtualBox which are suitable for what is selected.  Recommended to match what you will install.[1]
[image: ]
[2]
VDI etc should be highlighted in figure 3.  They are the file type, that the VM will use.  VDI is VirtualBox’s own system, with VHD Microsoft’s and VMDK VMWare’s.  Which is a discussion on space or speed.[2]
[image: ]
[3]
Figure 4 shows the choice Dynamically or Fixed.  Dynamic is where a VM uses up to the stated amount of disk, until then it only takes the exact space of all files within the VM from the host computer.  Fixed takes all the space set in figure 5.  Fixed can have better performance.[3]
[image: ]
[4]
[image: ]
[5]
1.1.2 Mounting an OS

An .ISO, or disk image file is downloaded from a creator’s website figure 6 and presented to the virtual machine figure 7.
[image: ]
[6]
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[7]
1.1.3 OS install

Figures 8 to 10 show some of the configuration for installing Windows Server 2019 (WS2019).  These differ for OSs with MacOS Server delivered through Apple’s app store.[4][5]
Figure 8 where you can partition and format the hard disk.  Partitioning divides a disk into smaller chunks.  These are formatted to different file systems.  WS2019 uses Microsoft’s NTFS, which provide encryption, permissions etc.[6][7]
[image: ]
[8]
1.1.4 Securing the Operating System

With OS installed, it is secured with an “Administrator” password figure 9.  A built-in account with privileged access to the OS.  It is advisable to use this account only when required, generally use a standard user account.[8]

[image: ]
[9]
Figure 10 shows the first login as Administrator.  Answer depending on your trust level in the network.  Modern thinking of Zero trust, “No” would be advised, then enable specific requirements.[9][10][11]
[image: ]
[10]
Update the OS figure 11 to ensure no risk of zero days etc[12][13]
[image: ]
[11]
It is advisable to “harden the OS” following Microsoft advice by applying security baselines.[14] 
The steps for Windows 10 can be viewed under supporting materials.
[bookmark: _Toc97108266]1.2 Virtual network configuration

The steps in this section are repeated on all guests.
1.2.1 Virtual Network

For the exercise the VMs need to be set to “Internal Network” which creates a named private virtual network.  “PublicNet”, “PrivateNet1” and “PrivateNet2” are created in total, bound to the VMs specific network cards as seen in figure 12.[15]
[image: ]
[12]
1.2.2 Network adapter settings

Figure 13 shows an IP address and subnet being set in the guest to allow it to communicate, and the renamed adapter “PublicNet” which eases administration.
[image: ]
[13]
1.2.3 Firewall

Figure 14 shows how the firewall is configured for this task, being off simply allowing the flow of all traffic.[16]
[image: ]
[14]


1.2.4 Ping

Connectivity between computers can be proved using ping figure 15.  Server 1 sends an Internet Control Message Protocol (ICMP)[17] request, which if the end point 192.168.1.2 receives will respond.  Firewalls block this by default as it can be used as a discovery tool.  With the topology of the network, being router less, this will fail outside of a virtual network.  “PrivateNet1” could not ping “PrivateNet2”.[18][19]
[image: ]
[15]
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Active directory (AD) is a database created by Microsoft allowing businesses central control of IT assets and users.  The database contains data such as computers name, passwords, allowing central control and auditing.  Features, such as Group Policy Object (GPO) enhance administration.[20]
[bookmark: _Toc97108268]2.1 Naming the PC

Certain attributes of an object must be unique.  For computer objects name is one.  Figure 16 shows Server 1 being renamed “DC1-NWT”.  Consideration should be given to naming standards.[21]
[image: ]
[16]
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WS2019 can be configured through server manager, figure 17, enabling roles, such as Active Directory Domain Services (ADDS).
[image: ]
[17]
Figure 18 shows the result, where DC1-NWT can be promoted to a domain controller (DC).  A DC contains a copy of the database, which is read and amended by members of the domain.  Larger networks will contain multiple, which replicate changes between them for scalability and reliability.[22]
[image: ]
[18]
After clicking “Promote this server to a domain controller” you see figure 19.  A forest is a collection of domains, although they can be singular, with the ability to setup boundaries between them.  A new forest, named nosstask.msft is created.[23]
[image: ]
[19]
In figure 20 you set the schema level which refers to the AD database, and what features will be available once it is running.[24]
“DC1-NWT” is enabled as a Domain Name System (DNS) server.  A separate database which maps hostnames to IP.  DNS infrastructure is required for AD to function.  Enterprise networks will have multiple DNS servers for reliability etc, and this role could be split from the AD server.[25]
“DC1-NWT” must be a Global Catalog (GC).  In a multidomain setup a GC holds a copy of both databases, not just nosstask.msft.  Additional servers added to this domain may have this deselected.  One option that can be useful is “Read only domain controllers (RODC)”.  These can be placed in less secure or slower areas of the network, to speed up the user experience for example during login activities.  They do not hold user passwords.[26][27]
Directory Services Restore Mode (DSRM) allows recovery of AD if the administrator account is locked out.  With physical access to the DC and rebooting it, you access the mode by entering the password set below.[28]
[image: ]
[20]
Figure 21 displays the location of the files which make AD and require backing up[29].  The database folder contains the database of objects in AD, along with supporting transaction and log files.  SYSVOL contains files such as login scripts and GPO templates benefiting from replication.  The Log files are used to monitor health.[30]


[image: ]
[21]
The review screen figure 22, allows the generation of a PowerShell script to automate DC builds, based on the settings entered in the GUI; as well as complete installation.
[image: ]
[22]
The server will reboot, returning to a new login screen figure 23.  You are no longer able to login to “DC1-NWT” user accounts, only the domain’s accounts figure 24.  This is by design and is one reasons for DSRM.[31]

[image: ]
[23]
[image: ]
[24]
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Figure 25 shows a method for accessing the AD management console.
[image: ]
[25]
The tree structure of the database figure 26, where the Organisational Unit (OU) a container for a logical group of objects, Domain Controllers has been accessed, showing “DC1-NWT”.[32]
[image: ]
[26]
Figure 27 shows a default group, Domain Admins under the Users OU.  User objects placed in this group have full administration over all objects, via NTFS permissions within AD and by entering the local computers “Administrator” group.[33]
[image: ]
[27]
Figure 28 shows user account creation, where information taken populates the database.  New users are added to “Domain users” group, which is a catch all group, useful for applying policy to all.[33]
[image: ]
[28]
Figure 29 shows an example where a user’s login times can be restricted.  The result of which figure 30.
[image: ]
[29]
[image: ]
[30]
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For a user to see figure 30, they must use a computer which is part of the same domain.  This section details the process.
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By default, all computer objects added to the domain go into “Computers” OU figure 31.
[image: ]
[31]
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A computer object can go directly into an OU, for logical grouping, or to have specific configuration applied, GPO, by pre provisioning the account figure 32.  When a computer of matching hostname joins it will use the object.[34]
[image: ]
[32]
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Figure 33 shows a client computer getting a DNS server set.  DNS is a requirement of AD.  Without this the join domain would fail.[35]
[image: ]
[33]
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Figure 34 shows WS1-NWT joining the domain.  The DNS name of the domain is entered, translated by DNS to IP, used by the computer.  An appropriate user account with permissions to change the pre provisioned computer must be entered.
[image: ]
[34]
Figure 35 shows the joins success.
[image: ]
[35]
After a reboot, a user can login via the domain as seen in figure 36 through 38.
[image: ]
[36]
Various factors in a domain can slow the login process, and first login figure 37, can take extra time as the local profile is formed.[36]
[image: ]
[37]
[image: ]
[38]
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[bookmark: _Toc97108277]4.1 Hypervisors

Hypervisors are a group of software which enable through abstraction, multiple independent computers, referred to as virtual machines (VMs), to run on shared hardware, sometimes referred to as hosts or virtual machine monitors (VMMs).  The VMM provides management for the multiple VMs which can run simultaneously.[37]
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A type 1 hypervisor is installed directly onto the computer’s hardware.  Due to this it is referred to as “bare-metal”.  As such it has direct access to the servers hardware, providing higher efficiency and security as the VM cannot affect the VMM.[38]
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A type 2 hypervisor is installed within an OS as shown 1.1.1.
[bookmark: _Toc97108280]1.3 Comparison

Figure 39 offers a comparison between the two hypervisors making the difference clearer.
[image: ]
[39][39]
[bookmark: _Toc97108281]4.2 Cloud computing

Defined as an area over network infrastructure which can host databases, hardware, networks or even software applications instantly available[40] depending on XaaS[41] model.  As shown in figure 40 different areas of the technology stack are either the responsibility of the business or Cloud Service Provider (CSP).
[image: ]
[40][42] 
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Some of the benefits of cloud are
· On demand self-service, scale up or laterality, even automatically
· Broad network access, not just from the traditional LAN
· Multiple consumers of the model share the physical/virtual independently of each other driving down cost[40]

[bookmark: _Toc97108283]4.2.2 Drawbacks

Some of the drawbacks of cloud are
· New security concerns for the business compared to established practices
· Migrating to the new offerings will require investment
· Vendor lock in[40]
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There are many CSPs, some are listed below
· Blue Cloud
· Sun Cloud
· Amazon Web Services[40]
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The role of DNS was described on page 15
[image: ]
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If we take DC1-NWT as an example, the database will hold its IP address, as shown in figure 41 via the DNS management console.
[image: ]
[41]
Using the ping command as an example, we can see DNS being resolved via the friendly name WS1-NWT, to its IP in figure 42
[image: ]
[42]
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ADDS uses DNS as its DC location mechanism.  When any key action is carried out, such as updating, authentication computers will use DNS to locate AD DCs.  DCs will also use DNS to locate each other.[43]

[bookmark: _Toc97108288]4.4 Two other critical roles

[bookmark: _Toc97108289]4.4.1 Volume Activation Services

Volume Activation Services (VAS) role can be added to a WS2019 server to ease license management.  Through its enablement and configuration of Key Management Services (KMS) computers can use the server to enable and report their licensed state.  This removes the need for manual processes such as key activation and auditing.[44]
[bookmark: _Toc97108290]4.4.2 Windows Server Update Services

Much like VAS, Windows Server Update Services (WSUS) eases administration but from the perspective of Windows updates.  Servers with this role retrieve updates for devices which are pointed to it.  This stops each device downloading their updates over the Wide Area Network (WAN) saving bandwidth, as well as offering a single place to retrieve information on compliance.[45]
[bookmark: _Toc97108291]4.5 Terminologies and purposes

[bookmark: _Toc97108292]4.5.1 Ping

This is covered in section 1.2.4.
4.5.1.1 Comparison

Ping is a universal network trouble shooting tool.  Although advance command line switches may change.[46][47] 
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Microsoft offer the Microsoft Management Console (MMC) which can be executed via mmc.exe.  This console has “Snap-ins” for each role shown in figure 43.[48]

[image: ]
[43]
For better security remote management of server roles can be achieved through Remote Server Administration Tools (RSAT).  Installs specific tools on the client OS allowing administration.[49]
4.5.1.2 Automation

Enterprises also leverage Microsoft System Centre Configuration Manager (SCCM) for automation of a device’s life cycle.  This ensures standards and compliance.[50]
4.5.1.2 Monitoring

Monitoring is achieved through services such as System Centre Operations Manager (SCOM).  These continually retrieve and centrally hold performance metrics, such as CPU usage, allowing base lining and alerts for both Cloud and on premise.[51]
4.5.1.2 Cloud changes

Cloud introduces services such as Intune, and the Microsoft Azure Portal which are constantly evolving to replace on premise systems, and develop next generation ones giving the same assurances while devices are off of the traditional LAN[52][53].

4.5.2.3 Comparison

Red Hat environments, achieved the above using Satellite as an overarching management pane providing end to end administration.[54]
Satellite leverages other Red Hat offerings such as Ansible, for automation and Insights for monitoring figure 44.
[image: ]
[44][55]
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There are traditionally two different types of firewalls, network and personal.  Network firewalls typically on the network edge, act as a boundary between the business LAN and WAN/internet.  Network firewalls have different classes, such as packet or stateful.[56] 
Popularised by Cloud, more businesses look to leverage Software Defined Networks, which abstract the networks management pane from the physical Switches and Routers.[57]
Personal firewalls, either third party or part of the OS.  Personal firewalls add the basic features of network firewalls to each endpoint.  Rules are configured which specify which IP and Port can pass.  If the rules do not exist, then the packets are dropped.  With rules on each device, further granularity is afforded tightening security.  Figure 45 shows the Windows OS firewall.
[image: ]
[45][58]
4.5.3.1 Comparison

All major OSs now contain personal firewalls, such as Mac OS application firewall.[59]
A comparison of feature sets of firewalls would be outside of the scope of this report.  However, figure 46 shows a Gartner magic quadrant.
[image: ]
[46][60]
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Physical Address Extension (PAE) and No-Execute (NX) are features of modern processors.
PAE allows 32-bit OSs, which a type 2 hypervisor could be installed into, to use/address RAM above its 4GB limit.  Therefore, if you had a PC with 8GB of RAM, a VM could use the 4GB which is not addressable to the OS.[61]
NX is a security feature, which limits area of memory to the subject which addressed it.  This stops malicious software being placed in its addressed space.  Imagine creating a VM using a type 2 hypervisor, to act as a honey pot[62], you would not want something malicious branching into the hosts memory.[63]
[bookmark: _Toc97108296]4.5.5 OOBE

Out of box experience (OOBE) is seen when turning on a device for the first time.  It is the initial setup of an OS, where you answer fundamental questions on language, the network you will connect to etc.[64]
A Windows OS can be put into this mode, for the purpose of imaging.  An organisation may elect to do this to ensure new machines go out with standard applications, latest windows updates etc.  Once happy the Sysprep command is run to generalise the computer (for example removing the hostname) ready for image capture.[65]
Sysprep tool shown in figure 47 with reference to OOBE.
[image: ]
[47]
4.5.5.1 Comparison

Other OS creators will have similar systems for delivering the OOBE.  Ubuntu’s shown in figure 48.
[image: ]
[48]
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The landscape of IT administration is rapidly changing in all disciplines, with the disruptor of Cloud computing ushering in new opportunities[66] and a need to guard against vendor lock in with virtualization technologies such as Docker and Kubernetes[67][68]. Like these technologies not long ago the topics discussed in this assignment directory services and hypervisors were considered bleeding age but are now common practice in business for the benefits they bring, such as central administration, better utilisation of company assets and improvements in disaster recovery techniques.  Their implementation requires careful planning and keeping abreast of best practice to ensure authentication, authorization and accounting are accurate, otherwise their opportunity can easily be matched by the risk to the business if exploited[69].

[bookmark: _Toc97108298]5.1 Future work

I would like to setup a lab with Docker and Kubernetes, to deliver a simple web server and site.  While leveraging the work under taken to create the nosstask.msft domain.  I will also be looking into applying GPO to the user and computer accounts of the domain[70].
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