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BSc (Hons) Computer Networks
Wide Area Networks (M3X8649) Assignment - Part 2 




Name			: 						
Student ID		: 						
Date & Time		: 						
Router Names		: 						
Group Members	: 						
                                                                                                 




This is an Group practical lab-test, held under examination conditions. You will be assigned four routers, you should configure these routers based on the following specifications. 

The routers that you will configure are: Mount Pleasant, Town Hill, Dynevor,  and ISP.

This paper is marked out of 100.

You will have 2 hours to complete this task.
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Requirements:


Task 1: Plan an addressing scheme for the network topology (10 Marks)

	Device
	Interface
	IP Address
	Subnet Mask

	Mount Pleasant
	Serial 0/0
	
	

	
	Serial 0/1
	
	

	
	Loopback 0/0
	
	

	Townhill
	Serial 0/0
	
	

	
	Fast Ethernet 0/0
	
	

	Dynevor
	Serial 0/1
	
	

	
	Serial 0/0
	
	

	
	Fast Ethernet 0/0
	
	

	ISP
	Serial 0/0
	
	

	PC1
	
	
	

	PC2
	
	
	





Task 2 – Network Connections (15 marks)

Physically cable the network as shown in the topology diagram. 

Configure the router with hostname, Passwords (Console, vty and EXEC mode), line description, banner, disable DNS lookup, synchronous logging, and all interfaces.

Task 3 – Configure Routing (60 marks)

Configure and verify OSPF on Townhill, Mount Pleasant, and Dynevor: 
· Configure OSPF Area 0 and add all networks as shown in the diagram. Ensure that your network statements are as specific as possible.  Disable automatic summarisation.
· OSPF updates should only be sent on the serial links between the routers. Prevent all other OSPF updates on all networks

Configure and verify PPP encapsulation with CHAP authentication between Dynevor and Mount Pleasant. The password is "cisco".

Configure and verify HDLC encapsulation between Mount Pleasant and ISP.

Configure and verify Frame Relay between Townhill and Dynevor. 

Configure Town Hill router as DHCP server with following details: DHCP pool for the subnet 192.168.10.0/24, domain name: cisco.com, dns server, default router, lease time of 1day 20hrs and 40mins and exclude address range 192.168.10.1 to 192.168.10.10.  

Configure Dynevor router as DHCP server with following details: DHCP pool for the subnet 192.168.2.0/24, domain name: cisco.com, dns server, default router, lease time of 1day 10hrs and 30mins, and exclude address range 192.168.2.1 to 192.168.2.10.   

Router Security: 
· Enable a secure Telnet login. 
· Disable unused services and interfaces.
· Allow telnet to Dynevor only from Mount Pleasant.
· Do not allow HTTP, FTP, and telnet traffic from the internet to PC1.
· Do not allow PC2 to receive traffic from the 192.168.2.0/24 network. 
· Verify PC1 cannot ping PC2.

Configure NAT on Mount Pleasant 
· Statically map a public IP address to a private IP address. 
· Specify NAT inside and outside interfaces
· Configure NAT overload. 
· Verify NAT by using ping from PC1





 Task 4 - Test Network Connectivity (10 marks)

	Test
	Result

	Ping PC1 to PC2 and vice versa 
	

	Set up DHCP Client
	

	__________________ to _______________ and vice versa
	

	__________________ to_______________ and vice versa
	



Submission Requirements (5 marks):

All documentation for your solution should be submitted. Your name should be clearly printed on the documents, and signed. 

At the end of the test a flash memory will be given to you, the configuration files for all routers should be copied to the media and handed in to your instructor.  

The file name should be studentname_ID_routername.txt

Show running-configuration
Show ip route
Show interface serial 0/0
Show interface serial 0/1
Show frame-relay pvc
Show frame-relay map
Show ip NAT statistics
Show ip access-list
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