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[bookmark: _Toc90041534]Task 1
Research in Data Security and Compliance


[bookmark: _Toc90041535]1.0 Abstract
In seeking why organisations need security measures that protect, detect, react, and safeguard data, an investigation was carried out. 
The results showed various methods of encryption algorithms and their ever-increasing complexity to keep up with ever developing malware, and a combination of physical access security is required to keep a physical location secure from intruders.
In closing, encryption is required to protect personal data and communications, and the following physical security measures are recommended including but not limited to walls/fences and gates, guards and guard dogs, ID cards/badges, Mantraps and turnstiles, CCTV, detectors, and alarms, as well as device security and Kensington locks.





[bookmark: _Toc90041536]1.1 Introduction
“Attacks against information systems have grown in sophistication and complexity, making the detection and reaction process a challenging task for security administrators.” [1]
It can be difficult for administrators to set appropriately secure policies to prevent, detect, react, and safeguard from the wide range of attacks, from IT systems to infrastructure.
Cryptography is an important technique that will protect communications from unauthorised third parties; there are various encryption methods of varying strength to reduce the risk of brute-force decryption.
Another valuable layer of protection is physical security, from ID and biometric access, protection of physical devices from theft and malicious activity, to data recovery plans in the event of natural disasters. All events must be anticipated to prepare and protect sensitive information.


[bookmark: _Toc90041537]1.2 Cryptography
“Cryptography is a method of protecting information and communications through the use of codes so that only those for whom the information is intended can read and process it.” [2]
Cryptography is a secure communication technique that encrypts a message into code before sending it to the receiver to decrypt it. This makes the data unreadable whilst travelling from sender to receiver, requiring the use of the set key to decipher it into a readable form. 
There is varying security of cryptography techniques available and as machine power continues to develop, cyphers become quicker and easier to break, therefore more secure algorithms and methods are required.

[bookmark: _Toc90041538]1.2.1 Private and Public Key
Encryption keys are used to encrypt plain text and decrypt cypher text in secure communications: 
“An encryption key is a random string of bits created explicitly for scrambling and unscrambling data” [3]
Keys are used by both the sender and receiver during communications. The key must be sent on a separate channel to the encrypted messages, else an interceptor may take a copy of the key and have access to decrypt all communications without the sender or receiver knowing [4]:
“An exposed crypto-key reveals encrypted messages and compromises the secrecy” [5]



1.2.1.1 Private Key
Private keys are used by both sender and receiver to encrypt and decrypt messages in symmetric algorithms [6]. This makes it faster however more insecure; for example, if a hacker was to infiltrate and secretly take a copy of one of the keys, they would be able to see all communications back and forth.

1.2.1.2 Public Key
A public key is used in combination with a private key in asymmetric algorithms due to the asymmetrical nature of the process. The public key is used to encrypt plain text, while the private key is used to decrypt cypher text; the private key is shared between sender and receiver and kept privately between them, whereas the public key is free to use.
“Anyone can use the public key to encrypt a message for the organisation, knowing that only the possessor of the private key will be able to decrypt it.” [7]


[bookmark: _Toc90041539]1.2.2 Symmetric and Asymmetric Algorithms
The two key-based algorithms are symmetric and asymmetric, using private keys or private and public respectively:
“Public and private keys are used for encryption and decryption process in asymmetric key cryptography while a single key is used in symmetric cryptography.” [8]

1.2.2.1 Symmetric 
“Symmetric encryption, which uses the same key to encrypt and decrypt data” [7]
The symmetric algorithm, or private/secret key algorithm, use one key to encrypt and decrypt; both the sender and receiver have a copy of this key, and can be used to encrypt and decrypt communications [9].

[bookmark: _Toc89964269]Diagram 1: Symmetric Algorithm shows two copies of the private key (K) used to encrypt and decrypt messages.
E.g.:
1. The sender encrypts plain text with a private key (K)
2. The encrypted message is sent to Receiver
3. The receiver decrypts the message with the same private key (K).
Symmetric encryption is preferred over asymmetric encryption for its speed.



1.2.2.2 Asymmetric
Asymmetric algorithms, use public and private keys, using public keys to encrypt plain text, and private keys to decrypt the cypher text. This combination of keys means 
“Asymmetric cryptography provides a high level of security.” [8]

[bookmark: _Toc89964270]Diagram 2: Asymmetric algorithm shows the sender using a different key to encrypt the plain text, to the receiver decrypting the cypher text.

[image: See the source image]
[bookmark: _Toc89964250]Figure 1: Asymmetric encryption diagram [10]

E.g.:
1. The sender encrypts plain text with a public key (P)
2. The encrypted message is sent to Receiver
3. The receiver decrypts the message with a private key (K), keys are not reversible.
Asymmetric encryption may be used to share a public key with a receiver for asymmetric encryption, the receiver shares a private key, encrypted with the public key for the original sender to receive this private key for symmetric encryption.
An example of Asymmetric encryption is RSA Algorithm, invented by Rivest, Shamir and Adelman in 1978; it is based on sufficiently large prime numbers as these are difficult to solve and cannot be factorised [11].




[bookmark: _Toc90041540]1.2.3 Cypher Methods
There are two cypher methods: Bitstream, and block cypher methods. 
A bitstream cypher is an algorithm that uses substitution techniques to encrypt each bit into cyphertext, one bit at a time [12]. A Block cypher breaks the plaintext into smaller blocks of bits (e.g., 8, 16, 32, or 64-bits), which are encrypted with an algorithm and key one block at a time [4].

1.2.3.1 Stream Cyphers
“Stream cyphers are preferred in many applications since they can destroy statistical properties of natural languages to some extent.” [13]
This means it breaks up alphabetic letter patterns visible in words, e.g., reducing the repetition of the letter ‘E’, the most frequent letter of the English language, commonly used to detect and crack a cypher.
There are several types of substitution cyphers, two of them are monoalphabetic and polyalphabetic substitution. Monoalphabetic substitution is where each letter of the alphabet is mapped to a new letter based on a single numeric key [14]. Whereas polyalphabetic substitution is a cypher 
“Using multiple substitution alphabets” [14].
According to the peer-reviewed journal ‘Cryptography and Communications’, Stream cyphers are commonly used in communication channels due to their high-speed encryption and decryption capabilities [15].

Substitution Cypher
A basic example of a stream cypher is the Caesar cypher: using 
“a three-position shift to the right” [4], 
the new alphabet looks as below. This is a Monoalphabetic substitution.
	Plaintext:
	A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

	Substitution cypher:
	D E F G H I J K L M N O P Q R S T U V W X Y Z A B C


[bookmark: _Toc89964297]Table 1: Caesar cypher
The word ‘Cypher’ in plain text, would read ‘FLSKHU’ in this substitution cypher.



Polyalphabetic Cypher
The following polyalphabetic cypher table shows 3 sets of substitution cyphers.
	Plaintext:
	A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

	Substitution cypher 1:
	D E F G H I J K L M N O P Q R S T U V W X Y Z A B C

	Substitution cypher 2:
	I J K L M N O P Q R S T U V W X Y Z A B C D E F G H

	Substitution cypher 3:
	R S T U V W X Y Z A B C D E F G H I J K L M N O P Q


[bookmark: _Toc89964298]Table 2: Polyalphabetic cypher
The word ‘Cypher’ in plain text, would read ‘FQGKMI’ in this polyalphabetic substitution cypher.
This works by taking each letter of the message from the next substitution cypher; therefore, no consecutive letters are taken from the same substitution cypher. 
	Plain text
	Substitution cypher 
	Encoded text

	C
	1
	F

	I
	2
	Q

	P
	3
	G

	H
	1
	K

	E
	2
	M

	R
	3
	I


[bookmark: _Toc89964299]Table 3: Polyalphabetic cypher translation
Using various substitution cyphers such as this greatly increases the complexity of the encryption, making it 
“Substantially more difficult to decipher when one doesn’t have the algorithm and key.” [4]



Vigenère Cypher
The Vigenère cypher is a polyalphabetic substitution made from a series of substitution cyphers 
“Based on the letters of a particular keyword.” [16] 
It is much more difficult to crack without the algorithm than other substitution cyphers.
[image: A picture containing grater, basement, armor, file

Description automatically generated]
[bookmark: _Toc89964251]Figure 2: [16] Vigenère square, or tabula recta.
The plain text message ‘To be or not to be’ in combination with the keyword ‘PEAR’, would encode to ‘IS BV DV NFI XO ST.’
	Plain text
	Substitution cypher 
	Encoded text

	T
	P
	I

	O
	E
	S

	B
	A
	B

	E
	R
	V

	O
	P
	D

	R
	E
	V

	N
	A
	N

	O
	R
	F

	T
	P
	I

	T
	E
	X

	O
	A
	O

	B
	R
	S

	E
	P
	T


[bookmark: _Toc89964300]Table 4: Vigenère square cypher translation
It is important to note the weakness of this cypher is that the cyclical key may indicate the length of the key, opening the door to cracking it as a polyalphabetic substitution cypher. In addition to this, when picking a keyword, it is suggested to select one without the letter ‘A’ as row ‘A’ reproduces the same letter as a plain text message [16] [17].
Transposition Cypher
A Transposition Cypher is a cypher where the order of the characters is changed based on an established pattern: 
“It changes the position of the character, but it does not change the identity of the character.” [18]
An early example of a transposition cypher was a Scytale, used by the Spartans, where the paper was wrapped around a rod, and the message was written across the adjoining sides [19]. When the paper was removed it would be unreadable until it is wrapped around a rod of the same size [20].
One modern method of a transposition cypher is to write the plain text in rows and create the encryption from the columns [20].
To encrypt the plain text ‘The key is hidden under the big chair’, it is first arranged into rows as the below table.
	1
	2
	3
	4
	5
	6

	T
	H
	E
	K
	E
	Y

	I
	S
	H
	I
	D
	D

	E
	N
	U
	N
	D
	E

	R
	T
	H
	E
	B
	I

	G
	C
	H
	A
	I
	R


[bookmark: _Toc89964301]Table 5: Transposition cypher 
It is important to remove or replace the spaces as they would reveal the size of the table used. The encrypted text would read ‘TIE RGH SNT CEH UHH KIN EAE DDB IYD EIR.’
More complex versions may use a key to mix the solution further and reduce the chance of brute force attacks. E.g., in the plain text ‘seven ate nine’, with the key ‘MATH’: the length of the key is the number of columns, and the order of the columns relate to the alphabetical structure of the key ascendingly. I.E., in the order 3rd column (M), 1st column (A), 4th column(T), 2nd column (H).
	1
	2
	3
	4

	S
	E
	V
	E

	N
	A
	T
	E

	N
	I
	N
	E


[bookmark: _Toc89964302]Table 6: Transposition cypher with a key
Using the keyword ‘MATH’, we order columns 3,1,4,2. The encrypted text now reads ‘VTNSNNEEEEAI’.




[bookmark: _Toc90041541]1.2.4 Issues Facing Modern Organisations and IT Systems
With current developments in COVID-19, many people are working more consistently from home, this creates additional security concerns. IT system security is vital, if a hacker enters a system, they can access any data including personal data, bank details, private keys, etc. This can be devastating for a business.
“Breaches of sensitive data expose organisations to many threats, including reputational risk, financial penalties, and other fines for non-compliance with regulations that require high levels of security to protect sensitive data” [21] [22] [23]

1.2.4.1 Working From Home
Working from home can be riskier, this is because it is likely an employee does not have the full extent of network security that an employer does. There may be hidden vulnerabilities within a network that could expose an entry point for hackers:
“With the changes in work practices brought about by the pandemic, security teams have found themselves going back to basics.” [24]
There are also additional risks of leaving a machine unattended at home, which could result in an unauthorised user unknowingly giving a hacker access via phishing or other malware such as key loggers, ransomware, trojans, worms, etc.
E.g., an employee working from home stops for their lunch break but forgets to lock their machine. A child sees a flashing banner appear and clicks it, downloading malware to the machine. This malware opens a backdoor for a hacker to breach the system and its data.

1.2.4.2 Unsecure Networks
Public networks such as café Wi-Fi networks are less secure than private home networks and pose additional risks of man-in-the-middle attacks breaching data.
From here, a hacker can spread onto the network and infect other machines, inflicting malware as they go.
“Organisations need to look at how they can reduce deliberate or inadvertent threats from insiders as working from home becomes the new normal.” [24]




1.2.4.3 Vulnerable to Man-in-the-middle
Hackers may use malicious techniques such as man-in-the-middle attacks to eavesdrop on a victim’s data transfers between IT systems [4]. 
As discussed, it is vital to ensure keys are protected and not shared on the same channel as communications to prevent hacks from the ability to intercept messages.
These individuals could gain personal details, bank details, event details, passwords, private keys, etc. of employees and customers. This could result in data destruction, loss, alteration, leaks, or breaches and therefore violating GDPRs, leading to large fines.
“Key changing is a modification of the public key exchanged by server and client” [25]


[bookmark: _Toc90041542]1.3 Physical Security 
All organisations need physical security measures, organisations must judge an appropriate level of required security based on their staff, their roles, and the sensitivity of their data:
“We need to be ever vigilant and confident that the work we are doing will be regarded as a necessary operational function for the overall security and protection of the assets – to include employees, information, and property” [26]
For example, the Ministry of Defence (MOD) requires high-security measures, this is to protect their work:
· 3m tall perimeter fencing
· A lake
· 1 manned gate for pedestrians and vehicles
· Roaming guards and defence dogs
· Alarms
· ID cards/biometrics
· Metal detectors
· Mantraps
· CCTV and motion detectors
· POS states no outside devices.
· In certain roles, no recording or mobile devices to enter the building
· No cameras allowed. Mobile phones off
· No visitors are allowed within the building; they hold meetings on a separate building on site 
· Various security clearance for confidentiality, new employees cannot work on private projects for several years due to information security.
· Potential employees are vetted on a trial basis before hiring
· No BYOD or personal devices

[image: See the source image]
[bookmark: _Toc89964252]Figure 3: A Photo of MOD Bristol, behind the fence is a moat-like lake surrounding the front and sides of the building [27]
[image: See the source image]
[bookmark: _Toc89964253]Figure 4: Aerial view of MOD Bristol. The lake surrounds the front and sides, while the back is secured by 3m fences and roaming guards [28]

Although some organisations require this level of security, most do not. Most organisations may use a gated parking system and ID badges for access to buildings and restricted areas they may choose to secure rooms with less access with a mechanical lock, and CCTV to keep a record of staff comings and goings.




[bookmark: _Toc90041543]1.3.1 Physical Access Controls
The most common security system used in most organisations is identification cards for staff and visitors to use. This is to ensure only staff have access to the site and their respective areas, and all visitors sign in at the reception whilst always accompanied by staff for safety purposes. 
This helps identify people with unauthorised access, however, this is not enough security alone. 

1.3.1.1 Walls, Fencing, and Gates
[image: See the source image]
[bookmark: _Toc89964254]Figure 5: Large residential security gate [29]

Walls, fencing, and gates keep people out of the perimeter of the site. Organisations may choose from a range of security levels from minimal fencing to keep car parking limited to staff vehicles only, secure fencing to keep out all without authorised access, or even 
“Concrete or masonry barriers designed to withstand the blast of a car bomb.” [4], 
this will depend on the organisation and what is appropriate for their physical security requirements.
Gates may have proximity readers to allow staff entry with an ID card/badge, this will also track comings and goings of staff. 
Unfortunately, walls, fencing, gates and lighting alone are not enough to deter a motivated and prepared criminal and therefore additional layers of security should be implemented [30].

1.3.1.2 Guards and Dogs
[image: A picture containing grass, dog, outdoor, person

Description automatically generated]
[bookmark: _Toc89964255]Figure 6: Guard and guard dog [31]

Guards can evaluate a situation and respond as per Standard Operating Procedures (SOP) or special orders, rather than a gate with a lock or proximity readers allowing entry to anyone with the correct key [4]. 
A guard can 
· Check a person against their ID card if they doubt it
· Make a judgment of people’s body language and gestures to spot abnormal behaviour 
· Prevent tailgating (closely following someone else and getting in on their entry)
· Etc.
However, human error/tendency must be considered and the risk of boredom and distraction [4].

Guard dogs are commonly used for businesses requiring additional protection of valuable resources. They have a heightened sense of hearing and smell that human guards do not have meaning they can identify risks that humans cannot, and 
“They can be placed in harm’s way when necessary to avoid risking the life of a person.” [4]

1.3.1.3 ID Cards/Badges 
[image: See the source image]
[bookmark: _Toc89964256]Figure 7: ID card [32]

Identification cards and badges are photo identification for staff members and their names: they are 
“The most practical and commonly accepted security system for access.” [30] 

They may or may not state the organisation and department name along with the building(s) they have access to. 
ID cards with a magnetic strip or radio chip can also be used on proximity readers to gain access to their respective buildings and rooms, and log into equipment such as printers, vending machines, etc.
For organisations requiring more security, turnstiles or mantraps may be implemented to reduce the risk of unauthorised people accessing the building by closely following an authorised person as they enter. 
There is a flaw that these chips can be replicated, stolen, or modified therefore an organisation must consider a second layer of security in addition to this.

In an evaluation of magnetic swipe cards, it was recommended to 
“Use magnetic card access only in low-security areas, and use a more sophisticated and secure system such as proximity smart cards for access to high-security areas” [33], 
this is because magnetic strip card access was not secure enough to prevent unauthorised access, therefore the more secure proximity smart card reader is preferred in secure areas.

1.3.1.4 Mantraps & Turnstiles
[image: See the source image]
[bookmark: _Toc89964257]Figure 8: Common turnstiles at public transport facilities [34]

Mantraps are small rooms between two sets of doors where a person attempting to gain unlawful access can be securely held if required until the police arrive. Mantraps provide an additional layer of security usually where a guard or receptionist sits behind a barrier to allow access to staff, and call staff to meet any visitors.
“A correctly constructed mantrap will provide for tailgating detection while it allows roller luggage, briefcases, and other large parcels to pass without causing nuisance alarms.” [26]

Turnstiles will only allow one person to enter at any time, however, multiple will be required as not to bottleneck staff on entry; this can take up much floor space, become costly, and be an inconvenience for staff, therefore it’s important to consider if this is necessary for the organisation before implementing them.



1.3.1.5 CCTV, Detectors and Alarms
Alarms are used to notify people of an event, this may include fire alarm, burglar alarm, EOP alarm, carbon monoxide alarm, environmental disturbance (e.g., flood, earthquake, etc), interruption to services (e.g., power loss), etc.
Alarms such as burglar alarms rely on detectors such as 
“Motion detectors, thermal detectors, glass breakage detectors, weight sensors, and contact sensors.” [4]

Detectors generally work by detecting a wave, particle stream, temperature, weight, etc., and triggering when they become broken, interrupted, or affected to a certain degree.


[bookmark: _Toc90041544]1.3.2 Device Safety
1.3.2.1 Kensington Lock
[image: See the source image]
[bookmark: _Toc89964258]Figure 9: Kensington lock [35]

Kensington lock is a device used to secure a laptop so it cannot be stolen. It works by looping the cable around a secure location such as a table leg and locking the mechanism into the machine, this keeps portable devices attached to something permanent or heavy:
“Security is about more than saving your physical device from theft — it’s also about saving data from falling into the wrong hands, which could be far more costly than simply replacing the device” [36]



1.3.2.2 External Hard Drives
Memory sticks and other external hard drive devices make it easy to copy data onto a portable location, however, there are risks.
· Data can be lost on faulty memory sticks
· Data can be stolen, altered, copied, and shared illegally
· Introducing malware on work machines
To combat this threat, organisations have begun preventing the use of portable memory devices: 
“IBM workers banned from using USB sticks.” [37] 
While this may be seen as controversial by staff, this is in the organisation’s best interests.

1.3.2.3 Two-factor Authentication
“Malicious attacks against governments, companies, and individuals are more and more common. And there are no signs that the hacks, data breaches, and other forms of cybercrime are slowing down!” [38]
Two-factor authentication is the use of two steps required to log into an account, the first step is a password, and the second is a text or email numerical code, authenticator app, or one of the pre-set memorable questions. Two-step authentication is becoming the standard for organisation security.
In addition to this, most organisations now enforce all staff to change their password every 60 days to a password they have not used before.


[bookmark: _Toc90041545]1.3.3 Modern Organisations and Infrastructure
As discussed previously, with current developments in COVID-19 and working from home, there are new additional security risks that are very difficult to work around. 

1.3.3.1 Working from Home
Employers must weigh up the risks of allowing work devices to leave the premises, or staff using their own devices to work from home. In most cases, the organisation may prefer to supply staff with work devices; this is because work devices can be equipped with more secure anti-malware and firewalls to prevent malware problems.

1.3.3.2 Theft
“The loss and theft of mobile devices is a growing risk.” [39]
Working from home means there is less security and a higher risk of theft, data theft can be very serious as discussed previously, and therefore organisations need to do everything they can to keep data secure including SOPs stating how data is to be kept secure.
Another major threat is device theft. E.g., an employee is working from home in a coffee shop and taking a break to go to the bathroom. The work laptop is left unattended at the table and is swiftly stolen. 
[bookmark: _Toc90041546]1.4 Conclusion and Recommendations
With current developments in COVID-19, many people are working more consistently from home, this creates concerns for the physical and IT system security of personal devices at work, and work devices at home. 

[bookmark: _Toc90041547]1.4.1 Cryptography 
In agreement with the peer-reviewed Journal ‘Cryptography’, 
“One way to reduce the burden on GDPR is to encrypt personal data” [23] 
This can be a slow process especially if these are accessed regularly, therefore only personal data or data relating to a person's whereabouts at a certain time and place are required to be encrypted.
All communications should always be encrypted to reduce the chance of man-in-the-middle attacks and data breaches. 

[bookmark: _Toc90041548]1.4.2 Physical Security
Physical security of the premises should incorporate various security procedures including wall, fence and gates, Guards, ID cards for use on proximity smart cards in secure areas, mantraps, and CCTV, detectors, and alarms. This combination is a good security solution as the various detectors will alert guards of potential intruders, mantraps can catch them, ID cards will allow staff access to their respective areas as well as for guards to check the ID is their own.


[bookmark: _Toc90041549]Task 2
Case Scenario - FlowTech

[bookmark: _Toc90041550]2.0 Executive Summary
FlowTech, a cyber-threat intelligence company requires a new Information Security unit.
Firstly, establishing an organisational structure and employee roles. 
Secondly, appropriate policies are devised for BYOD, Compliance regulations are incorporated into SOP including GDPR, Data Protection Act 2018, Computer Misuse Act 1990, and general encryption of personal data. 
Next, physical security must be maintained not only in terms of walls, guards, alarms, ID cards, etc, but also a second location for backup servers to prevent downtime, and VPNs on home and public networks to protect BYODs from eavesdroppers.
Finally, risk assessments must be maintained regularly to identify and eliminate weaknesses.
These recommendations are then listed in preparation for being incorporated into the SOPs.


[bookmark: _Toc90041551]2.1 Introduction
FlowTech requires a new information security unit, as part of this it is vital to assess their IT Systems and Physical security and make improvements where possible. Here is the writer of this report’s approach to meeting the needs of FlowTech’s new information security unit.

[bookmark: _Toc90041552]2.2 Organisation structure 

[bookmark: _Toc89964259]Figure 10: Organisation structure
[As per Figure 10]:
· CEO oversees various managers, leaders, and their teams. This benefits FlowTech as it is a fast-paced growing company needing strong leaders to succeed.
· The chief security officer manages the IT systems, physical security, and threat intelligence departments. This benefits FlowTech as it is a fast-paced growing company needing strong communication lines between staff, management, and CEO.
· IT infrastructure security manager leads the development in security for IT systems. This benefits FlowTech as they can create more IT infrastructure security for them and their customers and their data.
· Malware analyst works with understanding malware. This benefits FlowTech as they can use this knowledge to better understand the threats and develop better products for their customers.
· Cryptographer is fluent in cryptography algorithms and works with Malware Analyst. This benefits FlowTech as they can use this knowledge to better understand the threats and develop better security for their customers and themselves.
· A software developer writes code such as cypher keys and cypher programs, and they work with Cryptographer. This benefits FlowTech as they can develop new products that are more secure for their customers and organisation.
· The physical security manager oversees the security of the physical site. This benefits FlowTech as they can secure their servers and data adequately
· A security guard keeps the site secure. This benefits FlowTech as they can preserve the security of their physical site. These could be external hires.
· The threat intelligence manager oversees the threat analysis department. This benefits FlowTech as they can assess threats to prevent them for themselves and their customers.
· Penetration tester tests for weak spots in their systems. This benefits FlowTech as they can assess the strength of their product and identify weaknesses for improvement.
· The risk mitigation officer assesses the risks of weaknesses and the threats they process. This benefits FlowTech as they can prioritise more severe risks to be resolved first and keep themselves and their customer secure.
· Threat prevention identifies measures to prevent threats and strengthen weaknesses. This benefits FlowTech as they can create a more secure product for themselves and their customers.
· The data protection officer advises staff on GDPR requirements and other compliance policies. This benefits FlowTech as they are a growing online company that will need good protection of their customer's data and their reputation.
[See Appendix A for more specifics on job roles]




[bookmark: _Toc90041553]2.3 Policies 
[bookmark: _Toc90041554]2.3.1 Bring Your Own Devices (BYOD)
BYOD is a term used to describe when an employer allows personal devices to be used rather than be provided with one [40] [41]. BYOD would be beneficial to FlowTech as it allows ease in working remotely and saves money on equipment. 
Staff can work from anywhere, these devices are mobile, and therefore will be expected to take with them to use in the office, at home, in meetings, on business trips, etc. 
BYOD may require having a tracker on them so that the employer can track devices in event of loss or theft. This is important as FlowTech has a large online presence and therefore may have employees working all over the world, a tracker can be beneficial for the physical security of personal devices.
Another advantage of personal devices is that users will take additional care in these devices, therefore providing an additional layer of physical security to the data held within them.
On the other hand, there can be security risks with personal devices. Firstly, these devices may not have as rigorous security measures as a device provided by an organisation. This is because as it is standard practice to pre-install all necessary software on a provided device. It is often common that staff may not have privileges or permission to download anything else on the device; some organisations may have a secure network location where staff can download the necessary software from this library, this is to eliminate the need for staff to use potentially unsafe sites that could download malware with it.
Furthermore, staff may not fully understand the need for protection software such as firewalls, cleaners, anti-malware, etc. Staff may overlook these programs and forget to update them, or to install them at all, leaving their devices exposed.
The writer of this report recommends the use of BYODs, however with policies put into place stating necessary safety requirements for a personal device:
1. Acceptable use: BYODs are used solely for work purposes, therefore any programs not vetted by the organisation are not permitted. Software must be downloaded from a secure source such as from a secure location on the network. Personal data is not permitted to be saved to the device.
2. Minimum security controls: having and maintaining certain security software (anti-malware, firewalls, etc), annual health checks of devices, secure home networks including VPNs, two-factor authentication, Kensington locks at personal desks, password protected sensitive data, accounts sign user out after 7 days, sensitive data signs users out after 8 hours, etc. 
3. Company rights for altering the device: E.g., to wipe the device when staff leave the business, devices are lost or stolen
4. If a user does not abide by these policies, they were liable for full blame in the circumstance that of a data breach.
5. If a user does not wish to agree to these policies on their device, they may be provided with a device with the same policies.

[bookmark: _Toc90041555]2.3.2 External Hard Drives
[See 1.3.2.2] External hard drives create great risk to company data as well as device safety. Should malware be downloaded onto a machine, it can spread to all over devices on the network in seconds, therefore, as the pose great risk, the writer of this report recommends banning their use.
[bookmark: _Toc90041556]2.4 Compliance (Laws and Ethics) 
Compliance regards various laws and regulations organisations; many of these acts are enforced by law and can induce large fines and reputation blemishes should the organisation be found liable; therefore, all organisations including FlowTech must incorporate these prevention measures into their SOPs.

[bookmark: _Toc90041557]2.4.1 General Data Protection Regulation (GDPR)
GDPR is a mandatory regulation of personal data protection and must be abided by all organisations [42]. In the event of a data breach, organisations may be awarded large fines and often are seen to have their publicity slashed in news reports. 
[See Appendix B for a summary of some of the key requirements of GDPR]
The writer of this report recommend FlowTech implement the flowing as part of SOP:
1. Data processing should be conducted for a lawful stated purpose only.
2. Any changes to these purposes must require consent from the data subjects. 
3. Only the necessary data is to be collected and data is destroyed after the purpose has been fulfilled.
4. The data subject has the right to view their held data and make amendments as required.
5. The data subject can withdraw consent at any point
6. Data breaches must be reported to data subjects within 72 hours of identifying the breach.
7. Personal data must be encrypted, and password protected with two-factor authentication and a maximum of 8 hours before re-signing in is required.
8. Data Protection Impact Assessments must be conducted when significant changes occur in the processing of data [43]
9. Data transfers accountability is of the person who shares it.
10. The Data Protection Officer would work with staff to enforce GDPR. They will supply staff with training on how to protect personal data, identify potential data breaches, and awareness of the severity of data breaches.

[bookmark: _Toc90041558]2.4.2 Data Protection Act 2018
In line with GDPR, the Data Protection Act enforces rules on safe storage, sharing, usage, and obtainment of personal data [44]
[See Appendix C for more details on the Data Protection Act 2018]
The writer of this report recommends the following to be incorporated into FlowTech SOP:
1. Data transfer is done on a safe network and is encrypted
2. Data should be updated regularly to uphold the accuracy of data
3. Data subjects have the right to access their data at any time
4. Data subjects have the right to request the destruction of their data at any time
5. Data transfers accountability is of the person who shares it, and all staff are expected to maintain proper handling of data
6. Personal data must be secure and encrypted.
7. Data is only used as intended.

[bookmark: _Toc90041559]2.4.3 Computer Misuse Act 1990
Another enforced data regulation is the Computer Misuse Act; it protects machines and personal data from unauthorised access or modification [45]. 
The Computer Misuse Act outlines the following offences making them illegal:
1. Unauthorised access to a computer system
2. Unauthorised access to materials with the intent of committing further offences
3. Unauthorised modification of computer materials
[46] [47]
The writer of this report recommends with good security, data/computer materials will be safer, massively reducing the risk of computer misuse. In addition to this, ‘always locking machines before walking away’ should be a standard practice, similarly to ‘never share your password.’

[bookmark: _Toc90041560]2.4.4 Encrypt Personal Data
[As stated in 1.2] It is important that personal data is kept secure, therefore any databases holding data relating to someone, or their physical whereabouts must be encrypted [4]. Asymmetric encryption should be used to prevent an unauthorised person from having the ability to decrypt data; the private key should only be made available to relevant staff.
Unfortunately, asymmetric encryption with its additional security will also slow down the encryption/decryption process more than symmetric encryption, therefore it is only necessary to use this on personal data.
Indirectly related data, e.g., an order of software for customer ID ScaFro039 is non-specific to their personal details, therefore don’t require as rigorous security, symmetric encryption will suffice.




[bookmark: _Toc90041561]2.5 Governance and Strategic Planning for Security 
Governance is about abiding by compliance regulations and policies [see 2.4]; it is also about security procedures of IT systems and physical security.

[bookmark: _Toc90041562]2.5.1 Working from Home with VPNs
A Virtual Private Network (VPN) is a secure and encrypted network between a device and another device over the internet. We can protect our data and proceed with anonymity; this includes masking out the IP address to become untraceable. These are typically used on public networks to create a private and secure connection. Public networks without passwords make your data transactions vulnerable and at-risk to attacks from other users on the same network [48].
[image: A picture containing application
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[bookmark: _Toc89964260]Figure 11: Standard internet use vs VPN use [49]
VPNs can be used to remotely access work systems securely, ensuring your data transmission is not intercepted by hackers’ eavesdropping. 
The writer of this report recommends all staff, particularly those working remotely must have a VPN installed on their work device to protect any transactions from breaches.

[bookmark: _Toc90041563]2.5.2 Physical Security in the Server Room
[As stated in 1.3] Physical security is the first line of defence in protecting an organisation and its data [4]. While FlowTech may not possess the main office building, they do have a server room requiring high security to keep all their data safe, and their system online.
The writer of this report firstly recommends a backup server location in case of power failure, natural disaster or other incidents that may take the servers down.
In terms of physical security, both sites require a wall/fence and gate security with roaming guards to keep an eye out. In addition to this, sensors, and detectors such as burglar alarms, motion detectors, thermal detectors, glass breakage detectors, weight sensors, and contact sensors, will aid the guards in alerting them of potential intruders. 
All doors should require an ID card, code, key, or even a guard to grant access; a combination of these would be optimal as an intruder may have one but not all. ID cards should only allow certain staff access and should not be used in secure areas as ID cards can easily be stolen, replicated, or modified. The use of ID cards should also be monitored, and any doors opened outside of standard work hours should be investigated by guards.
[bookmark: _Toc90041564]2.6 Risk Management 
The use of regular risk reports will keep track of all risks, their probability, and their impact, and how to reduce these [50]. These will change over time therefore it is important to do regular assessments of them. Once risk reduction has been identified, the highest risk is prioritised for improvement first.


[bookmark: _Toc89964280][bookmark: _Toc89964332]Equation 1: Risk calculation
Probability and impact/severity are rated on a scale of 1-5:
	Score
	Probability
	Severity

	1
	Very low
	Negligible

	2
	Low
	Low

	3
	Moderate
	Moderate

	4
	High
	Severe 

	5
	Very high
	Catastrophic


[bookmark: _Toc89964303]Table 7: Probability and impact/severity scoring system.
Therefore, risk scores can range from 1-25:
	Score
	Risk

	1-5
	Low risk

	6-10
	Moderate risk

	11-15
	High risk

	16-25
	Extreme risk


[bookmark: _Toc89964304]Table 8: Risk scoring
The following is an example is a risk matrix:
[image: See the source image]
[bookmark: _Toc89964261]Figure 12: Example Risk matrix [51]
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[bookmark: _Toc89964262]Figure 13: Example risk assessment [52]
It is the responsibility of the Risk Mitigation Officer to conduct regular risk assessments and take note of common incident reports creating policies for a safer working environment in physical and IT system security, for staff and customers.




[bookmark: _Toc90041565]2.7 Conclusion and Recommendations
To conclude, many rules and regulations must be abided by to succeed. The writer of this report strongly recommends that FlowTech puts the following measures into place to ensure data security from IT systems and physical attacks. Additionally, regular training is also required to educate staff on what to look out for, and how to respond.

[bookmark: _Toc90041566]2.7.1 IT Systems and Personal Data
1. BYOD procedures:
a. BYOD is used solely for work purposes.
b. Software must be downloaded from a secure source.
c. Personal data is not permitted to be saved to the device.
d. Having and maintaining security software (anti-malware, firewalls, etc)
e. Annual health checks of devices
f. Secure home networks including VPNs on all work devices
g. Two-factor authentication
h. Kensington locks at personal desks
i. Password protected sensitive data
j. Accounts sign the user out after 7 days and sensitive data signs users out after 8 hours 
k. Company rights for altering the device
l. If a user does not wish to agree to these policies on their personal device, they may be provided with a device with the same policies.
2. Data protection regulations
a. Personal data must be secure and encrypted.
b. Data processing should be conducted for a lawful stated purpose only.
c. Any changes to these purposes must require consent from the data subjects. 
d. Only the necessary data is to be collected and data is destroyed after the purpose has been fulfilled.
e. The data subject has the right to view their held data and make amendments as required.
f. Data should be updated regularly to uphold its accuracy 
g. The data subject can withdraw consent at any point
h. Data breaches must be reported to data subjects within 72 hours of identifying the breach.
i. Personal data must be encrypted
j. Data Protection Impact Assessments must be conducted when significant changes occur in the processing of data [43]
k. Data transfers accountability is of the person who shares it, and all staff are expected to maintain proper handling of data
l. Staff training on Data protection 
m. Data transfer is done on a safe network and is encrypted
n. Always locking machines before walking away
If a user does not abide by these policies, they were liable for full blame in the circumstance that of a data breach.


1. Encryption
a. All personal data is encrypted
b. All communications are encrypted
c. VPNs and encrypted networks are mandatory
d. Encryption methods are evaluated and updated regularly 
2. No external hard drives (including USBs)

[bookmark: _Toc90041567]2.7.2 Physical Security 
1. A backup server location is required.
2. Both sites require a wall/fence and gate security 
3. Roaming guards
4. Sensors and detectors 
a. Burglar alarm
b. Motion detectors
c. Thermal detectors
d. Glass breakage detectors
e. Weight sensors
f. Contact sensors 
5. All doors should require one of the following accesses controls and should be different depending on the security required.
a. ID card (on less secure areas)
b. Code
c. Key
d. a guard allowing access (on more secure areas)
6. ID cards monitoring

[bookmark: _Toc90041568]2.7.3 Risk Management
1. Risk assessments are updated regularly
2. Incident reports are incorporated into risk assessments

With a good combination of security measures, there is less risk of data breaches, however, they always occur, usually without the organisation knowing until it is too late, the best approach is a regular assessment, good precautions, and a solid response plan.

[bookmark: _Toc90041569]Appendices
[bookmark: _Toc90041570]Appendix A – Organisation structure and roles
[bookmark: _Toc90041571]A.1 Senior Managers 
Below the CEO, are 2 senior managers: chief consultant officer, technical officer, and chief security officer. These roles are mostly managerial, responsibilities involve supervising, advising, regular board meetings with the CEO.
The technical officer does not manage any staff, rather works with all staff with IT support and technical help, this includes but is not limited to downloading updates, fixing machines, maintaining the network, etc.
The data protection officer would enforce GDPR and other compliance regulations to protect the organisation. They would work on policies to ensure the abidance of laws and regulations as well as training staff to look out for and prevent potential breaches.
The team of consultants meet with clients to discuss their security needs and match the right solution to them.

[bookmark: _Toc90041572]A.2 Managers/Leaders
IT infrastructure security manager, physical security manager, threat intelligence management mostly work with staff as a team, with regular meetings regarding their employee’s, setting goals, setting deadlines, brainstorm solutions to issues, training, reviewing performance, making strategy adjustments if necessary, and admin tasks relevant to their department.

[bookmark: _Toc90041573]A.3 Reporting to IT Infrastructure Security Manager
This team looks at developing, testing, and maintaining software security solutions. 
· Malware Analyst
· Research current developments in malware.
· Record malware threats.
· Classify malware.
· Identify methods to protect against malware.
· Document threats and alert IT Infrastructure Security Manager of immediate issues.
· Create security policies.
· Educate staff on the dangers of malware and how they are attained.
· Work with Technical Officer in the event of malware incidents.
· Cryptographer
· Identify weaknesses in cryptography systems.
· Penetration testing encrypted data and communications.
· Implement more secure encryption solutions.
· Develops cryptography techniques and measures.
· Software Developer
· Consulting with Malware Analyst and Cryptographer.
· Modify code for cryptography protection.
· Bug fixing.
· Testing and validation.
· Document development.
· Code maintenance.

[bookmark: _Toc90041574]A.4 Reporting to Physical security manager
This team maintains the sites physical security while using the physical security solutions they sell to customers.
· Security Guard (these may be hired externally)
· Implementing secure procedures.
· Enforcing security protocols.
· Assessing ID card logs of room access.
· Maintaining knowledge of the intricate workings of the physical location
· Patrolling premises.
· Monitoring and authorising access of people and vehicles onto the premises.
· Mantrap/Turnstile supervision.
· Inspecting tripped detectors and alarms.
· Escorting unauthorised personnel and trespassers off the premises.

[bookmark: _Toc90041575]A.5 Reporting to Threat Intelligence Management
This team looks at identifying weaknesses in security, assesses their risks, and creates plans for reducing or removing them to prevent threats.
· Penetration Tester
· Penetration testing and vulnerability assessing of networks 
· Develop security plans
· Collect risk analysis data
· Produce actionable, threat-based, reports on security testing results
· Report imminent risks to Threat Intelligence Management
· Risk Mitigation Officer
· Consult with Penetration Tester to evaluate risks
· Evaluate current practices and safety measures
· Produce risk assessments
· Document potential threats 
· Threat Prevention
· Create reports on threat risks 
· Create prevention policies and protocols
· Create contingency plans in preparation for breaches and other threats  
· Work with Threat Intelligence Management to bring in new safety policies 




[bookmark: _Toc90041576]Appendix B – GDPR
A summary of some of the key requirements of GDPR:
1. Lawful/fair and transparent data processing:
i. Data processing should be conducted for a lawful purpose and no other purpose.
ii. “Data subjects must be informed on the processing activities of their data” [43]
2. Limitation of data and storage:
i. Only the necessary data required for its purpose should be collected, no more.
ii. Personal data is destroyed after the purpose has been fulfilled.
3. The data subject has the right to their held data, and the right to deletion of their data.
4. Should the organisation wish to use the collected data for other purposes, it must acquire consent from the data subject. The data subject can withdraw consent at any point.
5. “The organisations must maintain a Personal Data Breach Register” [43] 
i. data subjects must be informed of the breach within 72 hours of identifying the breach.
6. Personal data must be protected with technical and organisational security methods.
7. Data Protection Impact Assessments must be conducted when significant changes occur in the processing of data [43]
8. Data transfers accountability is of the person who shares it, ensuring protection and abiding by GDPR.
9. A Data Protection Officer would work with staff to enforce GDPR.
10. Awareness and training for all employees to maintain the knowledge of how to protect personal data, identify potential data breaches, and the awareness of the severity of data breaches.


[bookmark: _Toc90041577]Appendix C – Data Protection Act 2018
The Data Protection Act aims to:
1. Promote secure transfer of information.
2. Enforce the accuracy of held data.
3. Provide data subjects with the ability to access data held on themselves, and the ability to request destruction of their own held data. Giving data subjects more control over how their data is handled.
4. Enforce accountability, and therefore proper handling of personal data and its security.
5. Keeping personal data safe.
6. Ensure no misuse of data.
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