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[bookmark: _Toc94369098]INTRODUCTION
Batman Textiles is a mid-sized company with 15 employees. Head of Marketing, Alfred, gave all sales executives access to all business applications and fired all employees who were Head of Sales for the company. Alfred then used the same network to provide customers with complimentary Wi-Fi and to access business applications. One of the former employees that Alfred sacked, was not happy and is considering the possibility of interrupting the way in which Batman Textiles runs. Files on a workstation within the company, was then found with .REKT files.

























[bookmark: _Toc94369099]ABSTRACT
I have been hired by Batman Textiles to inspect the situation and to recommend possible solutions to the problem. 
    In this report, I will be discussing the possible causes for the network security breach. I will also provide reasons and evidence to why I think that these are the causes for the breach. In addition, I will be writing about different forms of network threats, vulnerabilities and attacks. This will give the owner of the business a brief insight into the significance of Cybersecurity. I will also provide an explanation of the .REKT file format, the affects it has, and how to overcome this situation. Furthermore, I will be demonstrating how security can be implemented and a network infrastructure can be established. Finally, I will be writing a guideline with the aim of informing staff members and customers of Batman Textiles about the responsibility they have when using the company Wi-Fi. 
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[bookmark: _Toc94369100]POSSIBLE SECURITY BREACHES
The first possible security breach reason is because of a disgruntled employee. The scenario stated that one of the Heads of Sales was fired from the company, and that they were not happy with the decision. Being a head of sales, this employee would know sensitive information about the information and would know what systems and services are used. [1] It seems unlikely that the employee had an advanced knowledge and ability to hack the network and install ransomware. It is more likely that the former employee paid someone to hack the network and then install the ransomware. If the IT Technicians at the company did not suspend or delete the employee’s login details, the hacker would’ve been able to gain remote access to the network via the employees account credentials and to install the ransomware and encrypt all the files. 
The second possible security breach reason is because of insecure networks. The scenario states that the company offers complimentary Wi-Fi to all customers and that it is not segregated and did not invest in an infrastructure. There is a recommendation to have different networks for specific purposes. [2] All of the company documents and services will be connected to the same network that customers can connect to. This also means that a hacker can take advantage of this open network and hack the network, this would enable them to access all company documents and services. As a result, the hacker would be able to install the ransomware for financial gain.


[bookmark: _Toc94369101]TYPES OF THREATS, VULNERABILITIES & ATTACKS
A network threat is an attack or an attempted attack on networks and their systems. [3] It is when an attempt to gain access to network data is carried out. [3] There are different types of network threats hackers will attempt, to be able to gain access to the network. There are 4 kinds of threats, external (threat from outside of the organisation), internal (thread from inside of organisation), structured (threat which have been organised by attackers who know what they are doing), and unstructured (threats which have been organised and are carried out by non-experienced hackers). [3] There are also several types of network threats, malware (software with harmful intent used to hack system. Can take form of viruses, worms, Trojans, spyware, and ransomware), phishing (emails used to trick users into entering personal details), brute force (software uses all possible character combinations to find correct password), denial of service (Use of one or more PCs to block servers from performing tasks. An overload of requests will be sent, and server will be dealing with them instead of real requests), and inadequate network policies (networks which do not have the right rules and protocols set up). [3] Network threats are a great way for hackers to be able to cost companies time and money. Hackers can manipulate businesses into agreeing quick fixes which can damage the network more. This can affect employee productivity and the way in which an organisation operates. [4] Hackers can also cause issues to the financials of a business, via Ransomware. Which can affect the future of a business, and how it operates in the future. [4] If a hacker gains access to your server, they have the ability to alter company details and information. Can also upload files which show company staff in a bad light. This can affect customer ratings and customer trust and the company’s ability to hire new clients in the future. As a result, businesses can lose clients, money, investors and may even go out of business. [4] Under the data protection and privacy laws, companies are required to manage staff and customers and company personal data and the security of it. Compromised data can result in legal action. [5]
There are two forms of network vulnerabilities, non-physical and physical. A non-physical vulnerability are usually related to software and data, such as a PC which has not installed latest security patches. A physical vulnerabilities involve physical hardware such as the server itself, or a PC which is connected to the network. [6] There are four kinds of network vulnerabilities such as, malware, social engineering attacks, outdated software, and incorrectly configured firewalls and operating systems. [6] Outdated software can cause vulnerabilities because hackers can find flaws in the currently installed security patch and take advantage of them and try to gain access to the servers. [7] Outdated software can also provide a gateway into company loss of data. [7] Operating Systems and other forms of software all provide security patches and new versions of software to ensure that bugs are patched and new features are added which progress the software. If you do not update, those bugs can infect stored data. You can prevent vulnerabilities by having penetration testing, network, network policies, user access levels, encryption, anti-malware software and firewalls. [8] 






Network attacks occur when hackers gain unauthorised access to a network. The hackers will aim to steal information or commit malicious activities while accessing the network. [9] There two types of network attacks, those being passive (gain access to monitor and/or steal information and do not alter it) and active (access network and modify data). [9] There also endpoint, malware, exploiting and persistent threat attacks. Network attacks usually happen because hackers are motivated and urged by financial gain. Other reasons attacking networks include, social / political reasons, espionage and intellectual challenges. [10]  You can prevent your network from being attacked by controlling internet access via proxy server, network address translation, and network traffic monitoring and deception technology. [9]
REKT is the pre-suffix for the REKTLocker Ransomware Affect Date Format Files. [11] REKT file format will install onto a system and encrypt different files. The encryption process will alter the file extension and change them to “.rekt”, which makes these files easily identifiable. It will also create a .REKT text file on the desktop and will hold ransom information. [12] To encrypt files, REKT uses RSA-2048 method. RSA-2048 keys have 617 digits. RSA will generate the keys, both private and public keys use prime numbers. The sender and receiver will both have their own pairs of encryption key. The only way to decrypt the files is from the private key from the same pair. [13] There are different methods you can attempt, to remove REKTLocker ransomware, such as instant automated malware removal software, isolate infected device (disconnect from network), identify the type of ransomware infection, research and try different ransomware decryption software, data recovery tool restoration, and data backups. [12]
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Attached below, is my CISCO – Introduction to Packet Tracer Certificate and badge of Completion.
[image: ]CISCO - INTRODUCTION TO PACKET TRACER BADGE OF COMPLETION
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RESTURANT / CAFÉ
[image: Graphical user interface

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]

SALES HEADS / EXECUTIVES / BRUCE OFFICE
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SERVER ROOM
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