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Post 9/11 has seen terrorist organisations diversify their criminality to maintain their operations and attacks across the world. Globalisation has enabled terrorists to surpass physical borders and extent their network into the cyberspace through the evolution of technology, providing a platform to plan and communicate attacks across digital channels and develop sophisticated methods to conduct crime. Counter terrorism policing is responsible for keeping the public safe against terrorist activity but an increasingly broadened crime portfolio by terrorists to finance, recruit and plan attacks has shaped policy and frameworks for security services in the UK and globally. (United Nations Interregional Crime and Justice Research Institute, 2024) This essay will look at the current structure of counter terrorism policing in the UK and the factors which set the terrorism threat level. It will then examine how terrorists have used forms of organised crime, and in particular of an acquisitive nature, to finance and arm their operations. Further forms of crime will be explored to understand how terrorists recruit, infiltrate and spread their extreme ideology around the world.
Terrorism is defined as the use or threat of action designed to intimidate the public or influence the government to advance a political, religious or ideological cause. (Educate Against Hate, 2016) In the UK, The Terrorism Act 2000 is the primary legislation for counter terrorism policing as it contains the main powers for the arrest and detention of individuals suspected and charged as being a terrorist. (Justice, 2006)
The UK is made up of eleven regional counter terrorism and intelligence units. These units cooperate each day to recognise and solve threats from terrorism. At the heart of the UK’s counter terrorism network is the Counter Terrorism Policing Headquarters (CTPHQ), which sets policy and coordinates nationwide programmes across multiple levels of government, including foreign state partners. An important responsibility for the CTPHQ is to prepare and protect the UK against serious harm, notably the chemical, biological, radiological, and nuclear (CBRN) threat. (Counter Terrorism Policing, 2018)
In the UK, the terrorism threat level is set by The Joint Terrorism Analysis Centre, and this informs national security services such as MI5 of how to police the current landscape. Their role is to identify, investigate and work collaboratively to disrupt and stop terrorist threats to the public. The threat level determines the direction of work for counter terrorism policing and is calculated by several factors, including, what intelligence is telling the security services, which involves analysing information to make judgements on terrorist activity and actions. How capable terrorists are, i.e. the known facts that are learnt from intelligence based off the assets and behaviours available to them. Discovering the terrorist’s intentions by learning the likely aims and outcomes they want to achieve in an attack and the targets they are considering and identify the timescale they are working to. Terrorist attacks can vary in how lengthy the planning phase is, some take years whereas others act irrationally. Intelligence will analyse the likelihood of how soon an attack is. (MI5, 2024)
Often, the lines between organised crime and terrorism are unclear as it’s possible for those labelled as terrorists to be involved in organised criminal activity, and those labelled as organised crime groups to commit acts of terrorism. This highlights how the two can commit the same types of crime but ultimately, are motivated and driven by a different overarching goal. Terrorist organisations have been known to broaden their criminality when it’s beneficial to their ideological goals. The World Drug Report of the United Nations Office on Drugs and Crime (UNODC) states terrorists’ profit from the drugs trade, specifically highlighting the criminal enterprise of widespread enslavement and human trafficking used by ISIS to finance their occupied territories in Iraq and Syria. (Puttonen and Romiti, 2020)
Further, investigations into the Paris terrorist attacks discovered some of the perpetrators were involved in various type of organised crime, all of which had a link to financial gain. This included the trafficking of drugs, firearms, and the production of fraudulent documents. The dangers emerging from the links between organised crime and terrorism are the use of crime networks to acquire tools to plan and commit attacks and secondly, organised crime provides a platform for terrorists to generate funds to finance their operations and activities. (Europol, 2017)
The UK’s Home Office national risk assessment of money laundering and terrorist financing found a distinct overlap with criminals involved in money laundering and those financing terrorism. Although each had different motives for committing acquisitive crime, the methods used to raise, store and move funds closely matched. Recent terrorist attacks in the UK haven’t relied on significant sources of money, however on an international scale, it impacts terrorist groups to operate and plan attacks. In the UK, combating terrorist financing is considered important to national security and forms part of the UK’s contest counter terrorism strategy, with the goal of reducing the terrorist threat to the country and terrorist activity further afield. (Home Office, 2015)
The Terrorism Act 2000 defines terrorism in the UK as an action which has the intent to influence a government or the public via a threat for the purpose of advancing a religious, political or racial ideological cause. Terrorism offences are significantly different from other types of organised crime because of the source of intent. The act is important because it states the legal framework for combating terrorism in the UK and provides the police with powers necessary to prevent, investigate and respond to terrorist threats. (Crown Prosecution Service, 2020)
In 2004, a known jihadist, Abu Baku Naji, advocated a form of terrorism to his followers in the form of ‘infiltration’ and the use of insiders. Naji stated:
“(We) should infiltrate the police forces, the armies, the different political parties, the newspapers, the Islamic groups, the petroleum companies (as an employee or as an engineer), private security companies, sensitive civil institutions, etc.” (Naji, 2006)
The insider tactic is used by terrorists to gather intelligence before planning and mounting an attack. Gaining access to a target organisation or location provides an overall picture of the potential obstacles, security countermeasures and favourable vulnerabilities terrorists will face and exploit. (City Security Magazine, 2024) Because of this access and knowledge, they are seen as an asset to terrorists as it provides them with mechanism to enable maximum severity and impact of an attack, in what would otherwise be a potentially difficult plot to achieve.
Once an insider is an organisation, detecting such individuals can become difficult to detect. Therefore, it is critical for government and law enforcement to develop extensive protective procedures. Further, terrorists could also target existing employees by offering a monetary incentive in the act of persuasion, or target those that have been radicalised outside of the workplace, playing on the concept of having a shared ideology to side with them. A protective measure to combat such a vulnerability is extensive background checks and the vetting of applicates as well as annual evaluations of all personnel and their current level of access to the systems they use. ( NCTC, DHS and FBI, 2020)
Understanding what motivates an individual to becoming an insider can in many cases be difficult to know as there may be overlaps between a terrorist (ideology driven) and seasoned criminal (financially and revenge driven) in their intentions. Insiders working in the banking and financial sector were solely focused on financial gain and sabotage, whereas terrorists disguised as insiders were focused on causing as much damage to the intended target, driven by their radical beliefs and ideology. In 2009, Nidal Malik Hasan, an army major in the U.S. armed forces, killed 13 people and injured a further 43 with two handguns. In the lead up to the attack, Hasan was described by his colleagues as a ticking time bomb due to his extreme views on Islam. In the investigation, security services found no link to acquisitive crime, instead detailing how the practice of the faith become more stricter after the death of his parents. (BaMaung et al., 2016)
Because terrorism is driven by hateful ideology and terrorists often hold extreme political and religious views, there are significant links to hate crimes committed by terrorists in the run up to extreme violence. This can be in the form of perpetrators who post or share extremist content on the web and social media or those that openly support regimes linked to extremist behaviour. (College of Policing, 2020)
With the advancements in media technology, social media has become a valuable tool for terrorists to further their hate speech and ideological goals. Terrorist propaganda is produced at ease and is used as a tool for recruitment and communication to followers around the world. The Islamic State (ISIS) used such tactics to serve a dual purpose. Firstly, to inspire and glorify their terror campaign, acting as a tool for recruitment but also to put fear into those they deemed enemies. (Gerstel, 2016) Security corresponded, Jason Burke, predicts terrorists and violent extremists will continue to exploit new technology, particularly in the media space and uses the example of Vester Flanagan, who shot two colleagues during a live news broadcast. Flanagan used a GoPro style camera to post the killings on social media, which was picked up by worldwide media who used screen grabs from the video in their news stories. (Burke, 2018)
Whilst law exists to ensure social media companies actively ban accounts spreading hate speech, not all are detected. Researchers at the University of Bath worked with law enforcement to analyse risks on digital networks. Their tool identified signals in posts and can predict the risk of how likely an individual is likely to commit a terrorist act. Dr Olivia Brown, Deputy Director of the Bath Institute for Digital Security and Behaviour, explains:
“Our research shows that we can identify people on social media who go on to commit extremist action by picking up on posts that are about acquiring know-how and developing capability to commit terrorism.” (University of Bath, 2024)
To conclude, terrorist organisations commit a portfolio of crime outside the definition of terrorism. To reiterate the findings to the essays question, “Terrorist organisations have been known to broaden their criminality when it’s beneficial to their ideological goals”. This was discovered to take several forms, including in the form of acquisitive crime to generate funds to finance their operations and activities through drugs and arms, document smuggling and human trafficking. The UK’s Home Office national risk assessment found a distinct overlap with criminals involved in money laundering and those financing terrorism. Further, terrorists use infiltration tactics in the form of insiders to commit covert reconnaissance on targeted individuals and locations, which contribute to the impact and severity of successful attacks. Extremist ideology has become easy to distribute through technology advancements via social media, as outlined by ISIS’ use of it as a tool to recruit and install fear in the masses who watched their content. However, a radicalised mindset often results in perpetrators committing hate crimes prior to extreme violence which can reveal themselves to security services before they act. Finally, it was outlined how counter terrorism policing in the UK is directed by the threat level, including how this is determined by multiple factors, along with how counter terrorism is structured across the country.
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Policing communities has become increasingly difficult with political and societal factors impacting the effectiveness of the police force. Community policing works closely with members of a community to tackle and prevent crime and anti-social behaviour, but due to high profile incidents of police misconduct and an increasing diverse society, levels of trust and community engagement have been eroded, preventing effective community policing. The partnership approach in policing was developed to protect local communities from crime and disorder, through cooperation and resource sharing between several authorities responsible for delivering positive change in the form of public safety and increased social justice. This essay will examine why the partnership approach is believed to be the most effective method for reaching communities who wouldn’t otherwise see the police as a source of trust and protection by researching the purpose a partnership approach and examining why trust and cooperation in the police is vital for maintaining law and order in communities.
A community’s desire to comply with the law and work with the police is correlated with their level of trust and confidence, which is a crucial component of police legitimacy. Without the presence of trust and confidence in the police, a lack of legitimate respect is held against them, resulting in the potential outcome of serious forms of anti-social behaviour in the form of riots and looting. (Hohl, Stanko and Newburn, 2012)
Effective policing involves a range of approaches, principles and community focused efforts. The overarching goal is to reduce levels of crime and increase community trust and safety, through core aspects such as police officers spending dedicated time in the community and learning the concerns of residents, in turn this is seen as tackling problematic issues face on. This form of policing can also be classed as problem-oriented policing, as it identifies specific problems within the local community and analyses the root causes by developing a unique approach to each issue.
There is an historic issue with mistrust in the police force, especially with ethnic minority groups whereby encounters with police discrimination have led to mistrust. Black and Asians have been shown to be disproportionately misrepresented in stop and search data, leading to the police having a label of being biased towards minorities. In areas where gangs operate or other criminal activity exists, there is a fear amongst the local population that any communication with the police could be met with repercussions. Thus, protecting themselves by not communicating even in cases of being the victims of crime.
A partnership approach is important to meeting demand, building trust and ensuring public safety as the police force cannot deal with every incident by themselves. Working with the community can help identify underlying problems and perpetrators of crime. This results in tackling crime as early as possible and keeping communities safe. As demands on the police fluctuate on a daily basis, it’s important the police work together with partners to meet increased demand when it happens. (Farrell, 2022) Furthermore, partners can share information, assess risk and agree on processes to mitigate the risk in circumstances of high-risk individuals, repeat victims or potentially criminal trends. Establishing partnerships in diverse communities is particular important as is creates a sustainable relationship between the police force and the minority groups within the community. Having ongoing dialogue establishes confidence in the authorities to address crimes they may be at an increased of (hate crimes) and confronting these issues together results in further collaborative effort. (College of Policing, 2020)
Following the 2011 London riots, the Metropolitan Police Service (MPS) prioritised rebuilding trust and improving local attitudes to the police. The MPS established local community policing teams dedicated to specific areas of troubling attitudes to and low trust. They focused on regular engagement through public meetings, youth outreach programs and established partnerships with local businesses and charities. The outcome? The initiatives led to a reduction in the crime rate and an improvement in the community’s perception of the police. This resulted in levels of trust increasing and cooperation, aiding more effective crime prevention and public safety efforts. (Government Events, 2024)
Research by the University of Leeds and West Yorkshire Police found groups and communities who wouldn’t necessarily cooperate with the police, such as those from minority ethnic backgrounds, participated more when awareness of police activities was promoted in line with establishing structures that provide the opportunity for public engagement. This required significant recourse in the form of well-trained and highly localised policing teams able to establish multiple forms of engagement method for communities to participate in. For example, public meetings provided a platform for the local population to vent frustrations and concerns, and knowing officers were listening promoted an increased engagement rate that otherwise would not have been obtained. (Lister and Platts-Fowler, 2014)
Further, a review by Thames Valley Police (2015) found community policing, built confidence with the public, encouraged compliance with the law and secured the perception of police legitimacy. The research showed the importance of quality daily encounters with the community were more important to building public confidence than other methods such as public meetings. This was significantly more important with minority ethnic and other marginalised groups who normally would experience negative encounters in the form of stop and search. Which have been proven to increase negative attitudes to the police and undermine public trust. The review concludes by stating, “The evidence suggests that while (community policing) it may not be particularly effective in reducing crime, it is crucial to developing and sustaining the trust and confidence of the public in the police service as a whole”. (Longstaff et al., 2015)
Critics of the partnership approach argue the method is only effective when the relationships between partners establish mutual priorities and goals. However, this requires significant administration time between meetings and the production of documents to put in writing the agreed procedures. This can result in frustration among parties who are seeing little progress outside of the office, allowing for a loss of faith in the approach. (Fleming, 2006)
Where partnership policing has become the norm to fight crime, Alstam and Forkby (2022) argue, the primary focus is how to collaborate effectively rather on preventing and combating crime itself.
Political factors set by different government administration directly impacts the effectiveness of the partnership approach due to the direct impact of funding allocations and cuts. In the event of austerity, the outlook for public services is bleak, resources become stretched and cost cutting measures in the form of restructuring hampers efforts to meet the primary goals of community policing. (McCarthy and O’Neill, 2014) The community approach as outlined under the 1998 Crime and Disorder Act was devastated by the cuts from 2010 onwards, with both Police and Local Government losing expertise and analytic capacity that supported joint working. Police and Crime commissioners generally maintained their financial support, but capacity became a significant issue to deliver positive outcomes. (Michael, 2018) Further, Hales (2014) points to the problem of budget cuts to local authorities significantly reducing the capacity for partners to work with the police. Changes to personnel result in colleagues being stretched as they inherit ever widening responsibilities and job roles, impacting capacity and morale. This all leads to a build in tension between cuts and the persistent demand to reduce crime and safeguard the community, forcing the police and partners to pick what is deemed a priority instead of treating all issues equally.
To conclude, police legitimacy is defined by a community’s willingness to cooperate and obey the law. This is dependant on them having trust and confidence in the police and without either present can result in an increase in anti-social behaviour, leading to events such as the London riots of 2011. The partnership approach was introduced to combat mistrust in policing and meet the demand of an ever-increasing need for community safety and police protection. Working with community partners was seen as having an extra eye to identify underlying problems of criminal activity and identifying perpetrators at the earliest opportunity through collaboration and the sharing of information. An example of the effective use of the partnership approach was outlined after the London riots where the MPS established local community policing teams dedicated to specific areas of troubling attitudes to and low trust and focused on regular engagement through public meetings, youth outreach programs and established partnerships with local businesses and charities. The initiatives led to a reduction in the crime rate and an improvement in the community’s perception of the police. Further success of the approach was outlined by the Thames Valley Police’ findings of an increase in confidence with the community, which in turn encouraged compliance with the law and secured the perception of police legitimacy. This was particularly important with minority ethnic and other marginalised groups who normally would experience negative encounters in the form of stop and search. However, critics of the partnership approach argued the method was only effective when the relationships between parties established mutual priorities and goals and because this demanded administration time and resource, frustration on how little practical work was done resulted in a loss of faith in the process. Further, in areas where partnership policing had become the norm to fight crime, the primary focus was on how to collaborate effectively rather on preventing and combating crime itself. The successfulness of the approach was also highly dependent on funding allocations and an avoidance of budget cuts. In the period of austerity from 2010 onwards both Police and Local Government lost expertise and analytic capacity that supported joint working and because the partners were also in the public sector, relationships became hard to maintain as changes to personnel resulted in colleagues being stretched as they inherit ever widening responsibilities and job roles.
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