Chapter 3: Critically Analysing the Islamic State’s use of cyberspace as a tool of recruitment?

Following this analysis of the nuanced links between the internet, virtual propaganda and the Islamic State’s broader aims, this analysis will seek to critically analyse the ways in which cyberspace has been utilised by the Islamic State as a tool to facilitate recruitment and to encourage acts of violence amongst the groups global digital audience. This chapter will consequently seek to acknowledge that whilst definitive links are difficult to establish, within recent years a number of actors who have committed acts of violence under the name of the Islamic State have engaged with the group online, drawing tenuous links between the Islamic State, the digital sphere and those who proceed to commit acts of terrorism, meriting deeper academic investigation regarding this relationship (Hossain 2018). Research has argued that this analysis of the increasing focus on recruitment is critical following the fall of the Islamic State’s physical caliphate, as the group undoubtedly seeks to focus more heavily on terror attacks abroad and ideological recruitment of sympathisers in order to ensure the groups ideological survival, rendering this a key element of contemporary analysis (Brzuszkiewicz 2018). 

Hijrah to the Caliphate 

Firstly, before proceeding to outline the ways in which the Islamic State has proceeded to utilise cyberspace as a recruitment tool following the collapse of the physical caliphate, it is first critical to acknowledge the role this space played within drawing supporters to migrate to the caliphate following its establishment in Iraq and Syria.  It is critical to analyse the role of recruitment when seeking to critically examine contemporary terrorist entities, particualrly as academics have suggested that terrorist organisations rely on a consistent growth in their support base, particularly active followers who are willing to commit acts of violent extremism or active support in order to survive and fulfil their wider goals (Neelamalar and Vivakaran 2019). This analysis is also crucial as research has argued that following the proclamation of the caliphate being established in 2014, the digital sphere was heavily utilised as a space to encourage ideological sympathisers to flock to the lands of Islamic State, as citizens, fighters and key participants in building a new nation (Cragin 2017). 

Following the establishment of a territorial Caliphate, the Islamic State heavily utilised social media platforms such as Youtube, Twitter and Telegram as tools to encourage online sympathisers to migrate to the lands of Islamic State, drawing in tens of thousands of foreign fighters in particular from over 70 countries around the globe (Winkler et al 2019).  Alongside the use of social media to inspire ideological sympathisers to migrate to the Islamic State, the digital landscape also became the beating heart of a transnational web of recruiters, part of the Islamic State’s cyber Caliphate, who specifically facilitated the recruitment and subsequent travel of actors to lands controlled by the group (Vidino 2014). Anchoring the role of these two elements within Islamic State’s recruitment strategy, studies have suggested that Islamic State has relied on its official propaganda and materials intertwined with the ability of its recruiters to permeate the digital sphere, combining the strengths of broad distribution with interpersonal communication as key tools to draw in ideological sympathisers to become citizens of the groups self-declared caliphate (Phillips and Ghalwash 2019). Scholars have suggested that this transnational flow of actors to Islamic State territory facilitated by cyberspace has been a key pillar of Islamic State’s overarching strategy, particularly during the hight of the groups territorial gains as the influx of global sympathisers offered the group invaluable human capital which enabled Islamic State to grow, evolve and adapt their newly established caliphate more quickly and effectively (Braithwaite and Chu 2017). 

Research has proceeded to suggest that the Islamic State’s use of digital spaces to attract individuals to the Islamic State marked a significant divergence from past tactics employed by Jihadi organisations, as IS sought not only to attract male foreign fighters but also professionals and women, broadening the appeal and prospective audience of the group’s efforts (Cragin 2017). The use of digital spaces as a vehicle to facilitate the active migration of non-traditional Jihadi actors such as women to Islamic State territory is further anchored by research which has argued that female engagement within the caliphate has broken the boundaries of traditional Jihadi extremism, allowing female actors to shift from passive support to active roles ranging from sniper training to suicide bombings and the enforcement of Islamic State’s laws fulfilled by the notorious all-women Al-Khansaa brigade (Gielen 2018). In addition to this, Gielen (2018) has proceeded to suggest that the virtual sphere has created new bespoke spaces wherein Islamic State female supporters actively engage in recruitment campaigns targeting other women, inferring that interwoven with traditional recruitment strategies Islamic State has also exploited cyberspace as a tool to engage in innovative recruitment drives that focus on targeting specific demographics and elements of the global population. 

Recruiting to Carry Out Attacks in the West 

When seeking to examine the contemporary role of cyberspace within Islamic State recruitment, it is imperative to note that whilst the Islamic State has always advocated violence against foreign targets, following the fall of the caliphate’s territories there has been a seismic shift wherein the group has increasingly encouraged supporters online to plan and launch attacks in their own countries (Brzuszkiewicz 2018). Exploring this orchestrated pivot towards a focus lone actor terrorism planned and executed on home soil, research has argued that in the UK policy makers and security agencies have become acutely aware of this shift, provoking a more concerted focus on tackling the threat posed by lone actors who have engaged with extremist content and terrorist actors online (Peddell et al 2016). 

It is clear that this increasing concern amongst policy-makers is firmly rooted in the Islamic State’s conscious shift towards a focus on lone actor terrorism, particularly as studies have indicated that the groups territorial losses have run in parallel with an increasing focus on online activity encouraging low-level attacks and a distinct emphasis on the importance of ‘lone Jihad’ (Ceron et al 2019). The role of the internet in facilitating the recruitment of lone western recruits has consequently become a key pillar of the Islamic State’s recruitment strategy in recent years, with research asserting that the impact of online engagement may now outweigh person-to-person recruitment as the most significant driver in attracting lone actors to engage in acts of violent extremism, demonstrating the key and evolving role this form of communication may play in inspiring lone actor extremists aligned with the Islamic State (Greenberg 2016). Research has proceeded to argue that this focus by the Islamic State on virtual communications which inspire lone actor violence are indicative of a ‘new terrorism’ wherein formal hierarchies are obsolete and is rather rooted in social networks that perpetuate ideology through the digital landscape (Hollewell and Longpre 2021). Hollewell and Longpre (2021) have subsequently suggested that  the internet has become fertile ground for the Islamic State to encourage the process of self-radicalisation, creating echo chambers and disseminating narratives which encourage western actors to plot and execute acts of terrorism within their own countries. Scholars have proceeded to note that virtual calls to violence have sent ripples across the global landscape culminating in a number of high-profile lone actor terror attacks, particularly in Europe and North America, demonstrating a tenuous correlation between the evolution of extremist messaging online and the motivations which underpin contemporary lone actor terrorism  (Brighi 2015).In addition, this correlation is directly applicable within the context of Islamic State, particularly as empirical research has identified a link between the countries explicitly outlined as targets within Islamic State’s virtual propaganda and the rise of Islamic State inspired lone actor terrorism within those nations, inferring there may be a direct relationship between the consumption propaganda online and the target selection of lone-actor terrorists who adhere to the groups wider ideology (Cremin and Popescu 2021). 

Examining the ways in which the internet has explicitly been used as a vehicle to further the goal of recruitment and lone actor inspiration it has been asserted that the internet has allowed groups such as Islamic State a plethora of opportunities to engage and encourage lone actors to commit acts of violent extremism whilst simultaneously providing these actors easier access to materials which offer new skills instructions on key methods such as bomb-making, creating new provisions to both engage in extremist ideology and actively prepare for violent extremist actions (Argomaniz 2014).Building on the assertion by Argomaniz (2014) that the internet has not only facilitated the recruitment of lone actors but provided direction in preparing acts of violent extremism, academics have argued that extremist entities such as Islamic State have increasingly utilised cyberspace as a platform to disseminate lists of key targets, practical advice on the use of lethal weaponry and the opportunity to acquire new skills which assist lone actors in conducting successful attacks (Pitcavage 2015). It is clear that Islamic State has made effective use of the internet as a tool to facilitate and offer resources to lone actors, this is demonstrated by a wide body of evidence which has examined the plethora of ways in which Islamic State has used the internet as a space to offer lone actors direction, skills and inspiration before they have proceeded to commit acts of terror under the banner of the Islamic State (Cremin and Popescu 2021). 

Furthermore, it is important to note that the dissemination of Islamic State propaganda online has served as an effective mobilising tool, stirring ideological dissent amongst a vast pool of disenfranchised Muslim actors, particularly in Europe and North America who then proceed to both engage with more extreme virtual content and to commit acts of lone actor extremism (Stern 2016). Research has proceeded to propose that upon examination, evidence suggests that a vast swathe of Islamic State recruiters and propaganda online have been tailored towards this audience, making reference to specific socio-political developments in a number of nations, particularly in the west in order to inspire transnational supporters to take up arms and engage in acts of violence in support of the Islamic State (Macnair and Frank 2017). Research infers that this tailored approach by Islamic State, which has perpetuated narratives of brotherhood, comradery and collective identity across the digital sphere have consequentially been effective in stirring segments of western populations to engage with and plot acts of individual terrorism, particularly actors who are embedded in western society yet feel a deeply engrained sense of disillusionment, discrimination or deprivation within the societies in which they live (Ozer et al 2020). Furthermore, Ozer et al (2020) have therefore suggested that this internal disenchantment with society interwoven with access to echo chambers and group dynamics which encourage violent extremism, particularly online, have allowed groups such as Islamic State to carefully cultivate a transnational web of supporters who are actively committed to engaging in acts of violent extremism as a way of demonstrating their commitment to their cause and solidifying their place within a wider collective of actors. 

Role of communication in recruitment 

Expanding on this, In addition to the role of Islamic State materials disseminated online which both encourage and inspire acts of violent extremism, it is also important to note that the Islamic State has carefully crafted a virtual web of supporters and recruiters who actively encourage ideological sympathisers to both join the group and commit acts of violence across the globe (Brzuszkiewicz 2020). Brzuszkiewicz (2020) has proceeded to argue that this reflects the more nuanced reality of individual radicalisation, demonstrating that whilst lone actors may proceed to commit acts of violent extremism individually, this is usually the product of a more widespread and orchestrated effort by extremist networks to cultivate and encourage ideological sympathisers from passive support to active participation. 

Expanding on this link between virtual communities and actors who proceed to engage in violent extremism on behalf of the Islamic State, research has consequently outlined the increasing role of social media, arguing that platforms such as Twitter and Facebook have become fertile ground for extremist ideologues to engage with other actors, disseminating Jihadi ideology and to create echo chambers wherein violent extremism is gradually both normalised and actively encouraged (Neelamalar and Vivakaran 2019). Research has inferred that this use of digital spaces is critically important in nurturing the ideology of lone actors who proceed to engage in acts of violent extremist, particularly as scholars have suggested that social networks and interactions with like-minded individuals are key components in the radicalisation process (Turner et al 2021).Turner et al (2021) consequentially argue that whilst radicalisation remains a complex and nuanced phenomenon, evidence increasingly suggests that lone-actor radicalisation does not occur in isolation but rather is profoundly influenced by extremist communities who reinforce and strengthen lone-actors extremist ideology, including within the digital sphere. Therefore, it is clear that upon initial examination, evidence implies that group dynamics facilitated by cyberspace have increasingly allowed groups such as Islamic State bespoke opportunities to communicate with lone-actors around the globe, cultivating a transnational web of actors who espouse and reinforce extremist ideology, driving lone-actors to commit acts of terrorism. 

When seeking to explore the motivations which underpin this relationship between lone actors online and digital extremist communities, it is also important to note that empirical research has suggested those who gravitate towards violent extremist ideology are typically members of society who feel isolated, marginalised, discriminated against or who lack a clear social identity (Rousseau et al 2021). Rousseau et al (2021) have proceeded to argue that this link between a lack of social identity and the process of virtual radicalisation is key as those who engage with violent extremist ideology may be driven by an overarching desire to belong to a wider community, demonstrating the opportunity that virtual spaces which promote violent extremism offer groups such as Islamic State, especially as a tool to recruit disenchanted actors seeking a cause to attach themselves to. The concept that digital spaces have offered groups such as Islamic State bespoke new opportunities to recruit ideological sympathisers is echoed within wider literature, for instance it has been argued that Jihadi ideologues particularly place an emphasis on group dynamics and that direct interaction with a wider Jihadi audience may directly contribute towards the shift from passive support to active engagement with violence and increasingly extreme ideology (Smith et al 2019). Focusing on the ways in which Islamic State specifically has utilised the opportunities afforded by cyberspace as a tool of community interaction in order to facilitate recruitment,  Smith et al (2019) have examined the groups digital actions more explicitly, finding that the Islamic State made direct use of cyber platforms as a way to nurture extremist ideology and encourage violence by cultivating group discussions which reinforced the groups identity, deepened the polarisation between supporters and opponents and directly encouraged lone actors to commit violence on behalf of the wider group. 

Building upon this notion that the Islamic State has capitalised on the inherent ability of the internet as a space which transcends space and time as a tool to recruit ideologically vulnerable users online, research has argued that IS has specifically perpetuated narratives in both virtual propaganda and through recruiters online which infer that Islam is under threat, seeking to drive ideologically aligned users to more active participation through the perceived threat to the collective community (Baugut and Neumann 2019).  Scholars have asserted that these narratives range in their explicitly, with some softer forms of virtual communication seeking to simply promote adherence to the goals of the caliphate, whilst more violent propaganda seeks to encourage lone  actors to enact acts of revenge against perceived enemies, inspiring acts of lone actor terrorism (Baugut and Neumann 2019).  Anchoring Baugut and Neumann’s (2019) analysis of the intricate relationship between cyberspace, collective identity and violent extremism, empirical research has proceeded to suggest that lone actor terrorist actions are often perpetrated by individuals who feel an acute lack of identity within mainstream society, leading them to seek comradery and companionship amongst virtual terrorist networks, consequently underpinning their motivations to launch attacks against perceived threats to this community (Ahearn et al 2020). Consequentially, it is clear that the increasing vulnerability of disenfranchised actors online to extremist messaging, coupled with the Islamic State’s focus on notions of collective identity intertwined with existential threat have been utilised as a vehicle to encourage both a shift from passive support to active participation and more critically to inspire acts of violence (Ahearn et al 2020). 

However, whilst it is clear that the dawn of the digital age has offered groups such as Islamic State new opportunities to engage with ideological sympathisers in order to recruit new members and inspire acts of violent extremism, research has proposed that this online engagement has not fully replaced offline interaction and that digital engagement alone cannot be definitively attributed to the process of individual radicalisation (Argomaniz 2014). In addition to this, research has proposed that the study of Jihadi radicalisation has remained a chronically under-researched and misunderstood element of terrorism studies, creating contention and diluting clarity within the academic field, rendering any links drawn between the digital age and radicalisation inherently open to critique (Silke 2008). Silke (2008) has proceeded to argue that this fundamental lack of focus on the process of Jihadi radicalisation has created conditions wherein the distinction between old and new terrorism is exaggerated, suggesting instead that contemporary terrorist entities with access to cyberspace are not breaking boundaries but rather building on existing strategies employed by terrorist entities throughout history. Therefore, these critiques suggest that whilst this analysis has sought to critically explore the complex relationship between the Islamic State, cyberspace and recruitment, the distinct lack of definitive knowledge regarding the radicalisation process inherently weakens the strength of this analysis. 

Furthermore, interwoven with the fragility of the link between online engagement and the motivations which underpin engagement with violent extremism, research has also suggested that the process of radicalisation remains both chronically under-researched and insufficiently understood, rendering any analysis of the factors which drive actors to engage in violent extremism inherently constrained (Heath-Kelly 2012). This emphasis on the nuanced nature of radicalisation is echoed by wider academic research, for example Cherney et al (2021) have built upon this critique, arguing that definitive identification of the key motivations and factors which induce individual radicalisation to violent extremism both online and offline remain elusive, suggesting that the radicalisation process is inherently individual and consequently analysing the process of radicalisation, particularly online is a field littered with intrinsic inconsistencies. Despite these reservations regarding the strength of the link between online engagement, consumption of virtual messaging and the decision to engage in violent extremism, empirical research has also demonstrated that a large proportion of western recruits consumed extremist content online before proceeding to engage with the Islamic State more actively (Ceron et al 2019). Consequentially, the lack of definitive knowledge regarding the relationship between the internet, radicalisation process and terrorist entities intertwined with the growing evidence that terrorist actors are actively consuming and engaging with virtual content preceding their actions suggests this analysis may lay the foundations for more refined exploration of this phenomenon in future studies 

Following this analysis of the relationship between the Islamic State, cyberspace and recruitment it is clear that a number of salient contributions may be drawn which contribute towards the overarching understanding of the Islamic State, cyberspace and its overarching goals. Firstly, it is clear following this discussion that following the emergence of Islamic State cyberspace offered a unique tool to draw a web of transnational supporters to the self-declared caliphate, allowing Islamic State to cultivate a foundation of support ranging from doctors to fighters who contributed to the successful growth and functioning of the groups territory in Iraq and Syria (Cragin 2017). It is also clear that whilst traditional Jihadi groups have placed an emphasis on recruiting male fighters, Islamic State’s strategy has marked a distinct shift wherein men, women and families with a plethora of skills and attributes were encouraged to join the groups ranks in order to bolster the groups broader military, societal and economic strength  (Gielen 2018). 

In addition to the use of cyberspace as a beacon to encourage migration to Islamic State territory, this analysis has also demonstrated the ways in which the digital sphere has become fertile ground for Islamic State to nurture actors who may proceed to commit acts of violence within their own countries around the globe, particularly following the dissolution of the Islamic State’s physical caliphate (Brzuszkiewicz 2018). Furthermore, This focus on encouraging acts of terrorism has been effectively expanded within the digital sphere, creating spaces wherein actors are seduced and indoctrinated by extremist ideology before being actively directed by a web of virtual supporters to spaces where they may access materials which will facilitate them engaging in acts of lone terrorism (Argomaniz 2014). Within this analysis, it is also evident that cyberspace in particular has offered the Islamic State a unique opportunity to construct an intricate web of supporters, recruiters and violent extremist actors across the globe who may work across the traditional constraints of space and time in order to co-ordinate global spectacles of terror and to actively identify and target individuals who may feel disenchanted within their own societies, giving the group access to a vast well of actors who may be nurtured and cultivated to go on and commit acts of lone terrorism (Ahearn et al 2020). 

However, it is important to note that whilst this analysis has offered strong evidence that the Islamic State has successfully utilised cyberspace as a recruitment tool in order to fulfil a number of key functions, the definitive link between virtual spaces and radicalisation remains nuanced. For instance there remains a critical lack of clarity within the academic sphere regarding the extent to which the factors which underpin radicalisation may be effectively identified and the broader understanding of radicalisation remains a highly contested phenomenon within terrorism studies (Cherney et al 2021). Consequentially, whilst this analysis has sought to demonstrate the ways in which the Islamic State has effectively utilised cyberspace as a tool of recruitment, it is clear that this element of the groups cyber-strategy merits deeper academic investigation. 
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