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ABSTRACT/SYNPOSIS

This report demonstrates basic routing in a virtual environment without a physical router. Routing enables different networks to communicate. There are many flavours of routing protocols available for administrators to chose, and depending on the requirement for forwarding packets will depend which is chosen. Planning is very important when routing in large scale networks. The installation of the routing in the virtual environment is completed for the nwtraders server and client topology used in the previous worksheets. Servers and Clients can interconnect with each other. File Transfer Protocol (FTP) is used to prove network connectivity and share permissions.The share permissions are tested and changed to prove the requirements per user are met.

[bookmark: _GoBack]In the final section, routing concepts are further investigated, the difference between types of file share security methods are discussed and finally a network security policy is created for nwtraders. 
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[bookmark: _Toc69980415]SEction 1 


1.1 [bookmark: _Toc121041576][bookmark: _Toc202288056][bookmark: _Toc266447524][bookmark: _Toc69980416]Introduction

Without routing, hosts in different networks will not be able to communicate with each other. Traditionally routing is done using hardware called routers or layer 3 (L3) switches. This report highlights that routing can be enabled in a virtual environment on the Windows Server 2019 platform, in a laboratory environment. Many services and protocols are available to test if routing is enabled or successful, and in this report we are introduced to some of these. This report also provides information on network / server resilience and provides the reader with an example of a security policy that could be inherited. The security policy will differ for organisations depending on budget, technology used and what the organisation wants to achieve. 
    
1.2 [bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc69980417]Aim

The main aim of this report is to demonstrate the importance of routing, types of routing protocols and provide an overview of what administrators should expect to see in a routing table. The report sets out to explain what failover clustering is, the benefits of failover clustering and some considerations that should be taken before deploying. Finally, the report will cover a security policy that will provide an in-depth exploration of the available protocols and equipment that can aid the administrator in securing their network.

1.3 [bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc69980418]Structure Of The Assignment

This report is split into three sections. In the first section the author will introduce the topics. The second section will demonstrate the configuration of routing in a virtual environment (not using a router) and the last section will focus on three topics that have been set for observation. 

Section one will provide an introduction and set out the aims and objectives of this assignment.

Section two documents the configuration of routing and File Transfer Protocol (FTP).

[bookmark: _Toc121041584][bookmark: _Toc202288061]Section three contains an observation on routing, failover clustering and a creation of a security policy for a global organisation. 


[bookmark: _Toc266447540][bookmark: _Toc266447528][bookmark: _Toc69980419] SECTION 2 – Routing and FTP Services

1. [bookmark: _Toc266710277][bookmark: _Toc266711030][bookmark: _Toc271283211][bookmark: _Toc340606375][bookmark: _Toc340611902][bookmark: _Toc340612072][bookmark: _Toc340613999][bookmark: _Toc341173665][bookmark: _Toc341173843][bookmark: _Toc341174523][bookmark: _Toc345410421][bookmark: _Toc345410752][bookmark: _Toc345412857][bookmark: _Toc371251349][bookmark: _Toc371251398][bookmark: _Toc371255378][bookmark: _Toc371255533][bookmark: _Toc521745969][bookmark: _Toc521746632][bookmark: _Toc521746817][bookmark: _Toc521761797][bookmark: _Toc521762060][bookmark: _Toc521762206][bookmark: _Toc521762310][bookmark: _Toc521762379][bookmark: _Toc521762441][bookmark: _Toc522085361][bookmark: _Toc522085424][bookmark: _Toc522092208][bookmark: _Toc522114220][bookmark: _Toc522193136][bookmark: _Toc522197083][bookmark: _Toc522369014][bookmark: _Toc522598111][bookmark: _Toc522698241][bookmark: _Toc522698309][bookmark: _Toc522702163][bookmark: _Toc522702227][bookmark: _Toc522784252][bookmark: _Toc522864221][bookmark: _Toc522864295][bookmark: _Toc522865136][bookmark: _Toc522865213][bookmark: _Toc522865314][bookmark: _Toc522865482][bookmark: _Toc522865570][bookmark: _Toc522865644][bookmark: _Toc522865730][bookmark: _Toc522865804][bookmark: _Toc59224164][bookmark: _Toc59477390][bookmark: _Toc59477656][bookmark: _Toc60134652][bookmark: _Toc60224002][bookmark: _Toc65180625][bookmark: _Toc65180697][bookmark: _Toc65180796][bookmark: _Toc68605968][bookmark: _Toc68606357][bookmark: _Toc68606376][bookmark: _Toc68606433][bookmark: _Toc68606505][bookmark: _Toc69148045][bookmark: _Toc69152502][bookmark: _Toc69213633][bookmark: _Toc202288068][bookmark: _Toc266447541][bookmark: _Toc69980420]
[bookmark: _Toc69980421]2.1	 Introduction
This section demonstrates how routing and FTP service is configured in a Virtual Machine (VM) environment. The author sets out to provide the reader with captured snip of a deployment, and key concepts are explained. The Internet Protocol version 4 (IPv4) addresses have been configured in previous tasks and follow a phased approach.
[bookmark: _Toc69980422]2.2	Assumptions
Although Routing Information Protocol version 2 (RIPv2) is configured, in the nwtraders network Open Shortest Path First (OSPF) or Enhanced Interior Gateway Routing Protocol (EIGRP) would be used. The reason RIP shouldn’t be used is because its fifteen hop count limit and its potential to cause network performance issues as it broadcasts its routes every thirty seconds[1]. The decision between OSPF and EIGRP would be decided based on the network requirements of nwtraders.

[bookmark: _Toc69980423]2.3	Configuring Routing and FTP Services	
[image: ]
Figure 1: Created by the author. Steps 1 -4.

An arp –a is run in the command prompt to see if the server is aware of the client at layer 3. The arp entries are cached for a short period of time, however, to discover any devices on the same network a ping to the networks broadcast address can discover all hosts that are reachable, 192.168.100.2 is discovered. If a host is alive but has its firewall turned on and is blocking icmp requests, it will not respond to ping.
A print route output is shown displaying how networks are reached.

[image: ]
Figure 2: Created by the author. Steps 5 -10.

FTP is a service that is enabled and uses port 21 for communication[2].
Organisations use FTP to store large files in a central location so that authorised users can access them as they need, usually using third party software such as filezilla[3]. For FTP to work, the host must be able to contact the server over the network on the open port (21). The host must be expected and authorised.

[image: ]
Figure 3: Created by the author. Steps 11 – 16.

Windows server 2019 allows an FTP service to be created and provides an instructional wizard for an administrator to configure the specifications.
[image: ]
Figure 4: Created by the author. Steps 17 – 25.

A site is created, and a message of the day banner advising that the site is for authorised users only. This protects the company legally if unauthorised access is made[4]. The user is created and a directory for the files created with a share permission. On the client machine a file is created to send to the FTP server. The user sends a request to the server, and is presented with the set message of the day and a login request.


[image: ]
Figure 5: Created by the author. Steps 26 – 33.

The user attempts to log in, but puts initially enters the wrong password. A second attempt with the correct credentials permits the user access. The user requests the file to be put into the folder on the FTP server, the initial file name is incorrect and fails, the user then corrects the name and it is sent. In the example. The user sends a file via FTP using the PUT command if the user wanted to receive a file, instead of PUT they will type GET[5].

[image: ]
Figure 6: Created by the author. Steps 34 – 39.	

In a network a Layer 3 device (L3) such as a router or a L3 switch is needed to route packets between networks. This is because Layer 2 only encapsulates Ethernet frames and layer 3 encapsulates network traffic. Layer 3 destinations decide on the route of a packet through the network[6]. In a virtual environment routing can be configured between the servers using the virtual interface.
[image: ]
Figure 7: Created by the author. Steps 40 -47.
Client 1 and 2 are on separate networks. With the routing configured each client can ping the other.

[image: ]
Figure 8: Created by the author. Steps 48 – 53.

Access control lists (ACL) are used to filter packets and to permit or deny traffic based on source or destination addresses[7].
[image: ]Figure 9: Created by the author. Steps 54 – 55.

A route print shows the available routes and the path a packet will take.

[bookmark: _Toc202288079][bookmark: _Toc266447547][bookmark: _Toc69980424][bookmark: _Toc202288080]2.4	Conclusion 
In this section, the arp cache was viewed in the command prompt to view devices that the host was aware of. Print Route was then used to check the networks that were known to the host. To test routing, there are a number of commands available to the administrator, (ping, traceroute). To ensure that a service such as FTP works across networks, a simple test can be made by creating local FTP server and using a client to PUT or GET a file. FTP is a service that uses port 21. Layer 3 (IP) may be up, but if layer 4 (ports tcp/udp) are being filtered then a firewall exception must be made. 


[bookmark: _Toc69980425]
Section 3 – Observations

2 [bookmark: _Toc266710265][bookmark: _Toc266711018][bookmark: _Toc271283199][bookmark: _Toc340606384][bookmark: _Toc340611911][bookmark: _Toc340612081][bookmark: _Toc340614008][bookmark: _Toc341173674][bookmark: _Toc341173852][bookmark: _Toc341174532][bookmark: _Toc345410430][bookmark: _Toc345410761][bookmark: _Toc345412866][bookmark: _Toc371251358][bookmark: _Toc371251407][bookmark: _Toc371255387][bookmark: _Toc371255542][bookmark: _Toc521745975][bookmark: _Toc521746639][bookmark: _Toc521746833][bookmark: _Toc521761813][bookmark: _Toc521762076][bookmark: _Toc521762222][bookmark: _Toc521762326][bookmark: _Toc521762395][bookmark: _Toc521762457][bookmark: _Toc522085377][bookmark: _Toc522085440][bookmark: _Toc522092224][bookmark: _Toc522114236][bookmark: _Toc522193152][bookmark: _Toc522197101][bookmark: _Toc522369032][bookmark: _Toc522598129][bookmark: _Toc522698259][bookmark: _Toc522698327][bookmark: _Toc522702181][bookmark: _Toc522702245][bookmark: _Toc522784270][bookmark: _Toc522864239][bookmark: _Toc522864313][bookmark: _Toc522865154][bookmark: _Toc522865231][bookmark: _Toc522865332][bookmark: _Toc522865500][bookmark: _Toc522865588][bookmark: _Toc522865662][bookmark: _Toc522865748][bookmark: _Toc522865822][bookmark: _Toc59224170][bookmark: _Toc59477396][bookmark: _Toc59477662][bookmark: _Toc60134658][bookmark: _Toc60224008][bookmark: _Toc65180631][bookmark: _Toc65180703][bookmark: _Toc65180802][bookmark: _Toc68605974][bookmark: _Toc68606363][bookmark: _Toc68606382][bookmark: _Toc68606439][bookmark: _Toc68606511][bookmark: _Toc69148051][bookmark: _Toc69152508][bookmark: _Toc69213639][bookmark: _Toc266447529][bookmark: _Toc69980426]
1. [bookmark: _Toc340606385][bookmark: _Toc340611912][bookmark: _Toc340612082][bookmark: _Toc340614009][bookmark: _Toc341173675][bookmark: _Toc341173853][bookmark: _Toc341174533][bookmark: _Toc345410431][bookmark: _Toc345410762][bookmark: _Toc345412867][bookmark: _Toc371251359][bookmark: _Toc371251408][bookmark: _Toc371255388][bookmark: _Toc371255543][bookmark: _Toc521745976][bookmark: _Toc521746640][bookmark: _Toc521746834][bookmark: _Toc521761814][bookmark: _Toc521762077][bookmark: _Toc521762223][bookmark: _Toc521762327][bookmark: _Toc521762396][bookmark: _Toc521762458][bookmark: _Toc522085378][bookmark: _Toc522085441][bookmark: _Toc522092225][bookmark: _Toc522114237][bookmark: _Toc522193153][bookmark: _Toc522197102][bookmark: _Toc522369033][bookmark: _Toc522598130][bookmark: _Toc522698260][bookmark: _Toc522698328][bookmark: _Toc522702182][bookmark: _Toc522702246][bookmark: _Toc522784271][bookmark: _Toc522864240][bookmark: _Toc522864314][bookmark: _Toc522865155][bookmark: _Toc522865232][bookmark: _Toc522865333][bookmark: _Toc522865501][bookmark: _Toc522865589][bookmark: _Toc522865663][bookmark: _Toc522865749][bookmark: _Toc522865823][bookmark: _Toc59224171][bookmark: _Toc59477397][bookmark: _Toc59477663][bookmark: _Toc60134659][bookmark: _Toc60224009][bookmark: _Toc65180632][bookmark: _Toc65180704][bookmark: _Toc65180803][bookmark: _Toc68605975][bookmark: _Toc68606364][bookmark: _Toc68606383][bookmark: _Toc68606440][bookmark: _Toc68606512][bookmark: _Toc69148052][bookmark: _Toc69152509][bookmark: _Toc69213640][bookmark: _Toc69980427]
[bookmark: _Toc69980428]3.1	Introduction
In this section key topics relating to routing, failover clustering and a network policy are discussed. Routing and failover clustering are explored and will provide the reader with basic information about these critical network services. The network policy is created as an example, and list a hypothetical company (nwtraders) approach to its enforcement policies on network devices.


[bookmark: _Toc266447530][bookmark: _Toc69980429]3.2 	How do Routers reference which networks they are able to connect to?
The main function of a router is to forward Layer 3 (L3) packets and to forward them so they can get them to the final destination. Routers are also referred to as gateways, they are a network’s way out to another network[8]. A packet is routed over an interface based on their destination IP in the packet header. A routing table is maintained by an administrator statically assigning a routing entry or a dynamic routing protocol that populates it via advertisements from neighbouring routers[9]. There are various routing protocols:
	Routing Protocol
	Administrative Distance (AD)

	Connected
	0

	Static
	1

	External Border Gateway Protocol (eBGP)
	20

	Enhanced Interior Gateway Protocol (EIGRP) summary route
	5

	EIGRP (internal)
	90

	Open Shortest Path First (OSPF)
	110

	Intermediate System to Intermediate System (IS-IS)
	115

	Routing Information Protocol (RIP)
	120

	EIGRP (external)
	170

	Internal (i)BGP
	200


Table1: Created by the author. Displaying Routing protocols and their AD.[10]

Border Gateway Protocol (BGP) is the routing protocol of the internet it is referred to as a path vector routing protocol.. BGP uses unique autonomous system numbers to advertise BGP routes globally. BGP is defined by Request for comments (RFC) 1654[11].
The remaining routing protocols are used internally, and are internal routing protocols. A directly connected connection will be the preferred route for a network that is connected to it. A static route is one that is inputted by an administrator and therefore assumed to be a specified route that an administrator wants the packet to flow over. In a dynamic routing protocol such as OSPF, which is a link state routing protocol, or EIGRP, a distance vector, a routing decision is made autonomously[1]. A router will always look for the most specific route and select that path for that packet. Multiple routes to a network may be available in the routing table. If there are similar routing entries then other metrics are determined[12].
A link state routing protocol only sends directly connected networks in their routing table using Link State Advertisements (LSA) whereas a distance vector routing protocol sends the entire routing table[13].


[bookmark: _Toc69980430]3.3 	Failover Clustering
The purpose of a failover cluster is to provide resilience and maintain service uptime in line with Key Process Index (KPI). It would be very unusual for large organisations to not have any failover clusters in their environment. The main reason for failover clustering is to increase the availability and scalability of servers and services[14]. A failover cluster enables a server to fail, and then gracefully switch the service to another server that has replicated settings from the primary server. For a failover cluster to be effective, the servers must have the same processing, storage, and networking resources as the failed server. This could be costly for organisations, but integral for business continuity[15].
In the example, a Dynamic Host Configuration Protocol (DHCP) server failover cluster is configured. DHCP provides Internet Protocol (IP) addresses for hosts on a network. If DHCP failed and there was no resilience, then new hosts will not be able to obtain network connectivity. If a host lease runs out, it will not renew. DHCP is an important service on networks. If it fails administrators could face a severe network outage whilst a server is repaired[16].
There are different ways to configure failover. The most efficient is for a service to failover without an administrator manually enforcing a change, but to be alerted when a change has occurred so that the failed server can be repaired and brought back into the cluster and resume its role.
Effective failover means clusters should be located in different areas. If they are in the same server room, and a power cut occurs, then all the failovers will be offline. It is therefore important that the failover cluster is in a separate location and is reachable. For replication to take place between servers, both must be reachable. Servers also send regular keep alive messages to each other, so if the failover fails to receive a keep alive then it will announce itself as the new primary. If network connectivity is lost, but both servers are up, both will announce themselves as primary causing a split brain situation. If both servers believe themselves to be the active primary, then it is assumed that they cannot communicate with each other, meaning replication has been lost. By the time the network connection is restored both will have miss-matching databases. This is not as severe for a DHCP server as administrative changes aren’t regular once the main scopes have been created and are being used, however on a storage cluster this could prove very problematic[17].
Another issue to consider when clustering is that if both servers are up and reachable by IP, and only the service on the server stops, the administrator should monitor the service as well as the network connectivity[18]. If hosts still see the servers are up they will continue to send DHCP requests to it as they cannot tell that the service is stopped although the server is up.[image: ]
Figure 10: Created by the author. A packet tracer simulation for a failover DHCP in a failover cluster. Both servers up.
[image: ]
Figure 11: Created by the author. Primary DHCP server lost, secondary becomes the new primary.
[image: ]
Figure 12: Created by the author. Replication settings on primary and secondary server.

[image: ]
Figure 13: Created by the author. Steps 1 -4 of configuring a DHCP failover on Windows server 2019.
[image: ]
Figure 14: Created by the author. Steps 5 - 8 of configuring a DHCP failover on Windows server 2019.
[image: ]
Figure 15: Created by the author. Steps 9 - 12 of configuring a DHCP failover on Windows server 2019.
[image: ]
Figure 16: Created by the author. Steps 13 - 18 of configuring a DHCP failover on Windows server 2019.
[image: ]
Figure 17: Created by the author. Steps 19 - 24 of configuring a DHCP failover on Windows server 2019.


[bookmark: _Toc69980431]3.4	Network Policy
	Name
	Nwtraders Network Security Policy

	Type:
	Network Policy

	Audience:
	Nwtraders Staff

	Date Created:
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	Review by:
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	Job Title
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[bookmark: _Toc69980432]3.4.1 Introduction
3.4.1.1 This is the network policy for nwtraders. The policy provides information and is applicable to every office, department, staff grade, and users of the nwtraders network. All business information is covered by this policy.
3.4.1.2 Following a recent audit and penetration test of the current nwtraders network by a third party company, numerous vulnerabilities were identified. Nwtraders were using End of Life (EOL) equipment and there was no structured policy providing information about company guidelines in relation to their network security infrastructure. 

3.4.1.3 The term network refers to any device that sends or receives data on the nwtraders, network, not limited to routers, switches, computers, printers, phones, tablets, storage devices.
[bookmark: _Toc69980433]3.4.2 Aims of this Policy
3.4.2.1 Adherence to the Confidentiality, Integrity and Availability (CIA) Triad is essential for the protection of nwtraders operational functions.The CIA triad is the security fabric that allows organisations to reduce the risk of security against their assets.Availability provides all users with network resources whenever they need it.
Integrity ensures that all information is trusted and not manipulated.
Confidentiality protects nwtraders against any data breaches[19].
3.4.2.2 This policy provides information to all users providing assurance on authorised and non-authorised behaviour.
3.4.2.3 In the case of any malpractice, or non-authorised activity, a full investigation will be carried out and dealt with under nwtraders company disciplinary policy.
3.4.2.4 All information traversing the nwtraders network is enforced by this policy. 

[bookmark: _Toc69980434]3.4.3 The Policy

Nwtraders network will be accessed only by authorised users. To comply with the CIA triad, an investment will be made to ensure that equipment purchased is properly secured and protected throughout its lifespan. All assets will be secured and kept in line with manufacturers guidelines. To ensure government guidelines in relation to information security are adhered to nwtraders (in the United Kingdom) will comply with :
The Computer Misuse Act 1990[20]
The Data Protection Act 2018[21]
The Human Rights Act 2004[22]
Electronic Communications Act 2000[23]
Whilst nwtraders has a global footprint, regulatory laws and guidelines of that particular country in relation to Network Security and Network processes will be adhered to.

[bookmark: _Toc69980435]3.4.4 Environmental 
3.4.4.1 Physical equipment will be, where possible, kept and maintained in a secure manner. Core, Distribution and Access switches will be rack mounted in a large cabinets ensuring plenty of air circulation and adequate access.
3.4.4.2 Core, Distribution and Access switches will be located in coded hub rooms where access will be restricted to authorised personnel.
3.4.4.3 All Core Distribution and Access switches will have redundant power supplies, in the event of an outage, the secondary power supply will be adequate to keep the service running to meet the CIA Triad requirements.
3.4.4.4 All Core equipment will be monitored by a Close Circuit Tele Vision (CCTV) to deter and monitor access.
3.4.4.5 All Core equipment will be in Air Conditioned rooms and temperature will be monitored for potential issues.
3.4.4.6 Only authorised staff will have access to the hub rooms, any third party visitors (e.g. contractors) will need to be escorted under strict supervision. A record of visitors will be kept electronically, and a visitors pass issued clearly stating that they are a visitor. If a visitor is found unescorted then the security protocol would be to challenge them and contact nwtraders security.
3.4.4.7 All devices in the nwtraders network will be asset managed, and a property security label placed on all equipment. If a device is removed, then it will need to be accounted for. Any devices that are being disposed of will need to be purged so that there are no configuration in the memory.
3.4.4.8 Nwtraders is a Cisco house, meaning that all of its equipment is manufactured and supplied by Cisco. As a result, nwtraders will inherit the Cisco Digital Network Architecture (DNA)[23] to manage their equipment. Exact location of networking equipment will be clearly placed on the visual maps and how they are connected using the DNA suite.
The equipment used in the network architecture at nwtraders at the time of writing this policy consist mainly of:

Layer 3 Catalyst Switches (Cisco 9300)
Cisco ESXI servers
Cisco 5520 Wireless Controllers and access points
Cisco DNA 
Cisco Voice over IP Phones (VoIP)
Cisco Firepower Threat Defence (FTD) Firewalls

[bookmark: _Toc69980436]3.4.5 Access to the Network Equipment
3.4.5.1 Every network device (where possible) will have secure access control. 
3.4.5.2 It is the service desks’ responsibility to ensure that users of nwtraders are kept updated, new users are enrolled correctly and old users are de-registered.
3.4.5.3 Users will be grouped and privileges associated depending on their requirements.
3.4.5.4 Users will read and sign that they have read an Acceptable Usage Policy before being granted access to the network.
3.4.5.5 All user access will be regulated by their username and password combination. Remote Users over the Virtual Private Network will need Multi Factor Authentication (MFA) in order to ensure integrity when using Cisco Duo[24].
3.4.5.6 On login to network equipment, any attempt must be greeted with the message of the day banner (motd) clearly stipulating that any unauthorised attempts will be logged and prosecution will be sought.
3.4.5.7 Line managers must request any remote working accounts to be authorised before submitting an application for the network team to proceed with account provision.
3.4.5.8 Any vulnerabilities found in remote access software must be addressed and updated.
3.4.5.9 A risk register must be maintained, and the cyber security database must be updated. 3.4.5.10 Any software / hardware in nwtraders asset list needs the correct patch. Cisco DNA must show compliancy at all times, and cisco gold star versions must be deployed to all network operating systems.

[bookmark: _Toc69980437]3.4.6 Wireless
3.4.6.1 Access points will be Power over Ethernet and connected to Access Switches in a dedicated wireless virtual local area connection (VLAN).
3.4.6.2 Clients will connect to n, ac, and ac+ networks, b and g networks will be advertised for legacy devices and appropriate channel separation for the 2.4Ghz band utilised. Rogue AP’s will be dealt with[25].
3.4.6.3 To ensure performance isn’t compromised up to a maximum of 8 Service Set Identifiers (SSID) will be broadcast.
3.4.6.4 Access to the staff network, where unprecedented access will be available will present itself in the form of a hidden SSID with 802.1x authentication[26].
3.4.6.5 The guest SSID will be available to visitors for access. Users will use a portal to register their account using a valid mobile and email address. The guest network will provide straight through internet and will be isolated from the rest of the nwtraders network. The guest network portal will be managed by cisco ISE[27].
3.4.6.6 All wireless traffic will be encrypted using enterprise standard protocols Wireless Protected Access 2 (WPA2) for security[28].
3.4.6.7 Before any wireless is installed a thorough site survey will be conducted using the Ekahau suite with sidekick, ensuring adequate coverage, correct Access Point (AP) placement. The Ekahau suite is compatible with Cisco DNA and will provide useful information for the wireless deployment. 
3.4.6.8 Site maps should be populated with correct AP placement to aide with identifying the physical topology and troubleshooting[28].


[bookmark: _Toc69980438]3.4.7 Security
3.4.7.1 Access into nwtraders network will be controlled by application level firewalls also referred to as Next Generation Firewalls (NGFW). This provides the nwtraders enhanced protection by combining application level protection, deep packet inspection (DPI) and intrusion prevention (IPS).
3.4.7.2 Inbound and Outbound traffic will be filtered, permit and deny rules will be reviewed and if any access to particular websites / services are required, Firewall Change Requests(FCR) will need to be created for review. FCR will provide as much detail in relation to the connection required.
3.4.7.3 Any third party access into the nwtraders network will need a Change of Connection to be completed. A change of connection provides authorised access into nwtraders and is a lawful agreement to the terms and condition of their designated task. For instance, if support is required from an outside party, access will be granted to aide in the resolution of that issue only[29].
3.4.7.4 All attempts (authorised and unauthorised) will be logged on the Authentication, Authorisation and Accounting(AAA) Identity Service Engine (ISE). Devices that are authorised will be postured according to the security profile they have. During this process, ISE will check that they have up to date Anti Virus and malware protection. Any devices not meeting the baseline set by the network team at the time of connection will be placed in a black hole network until the device is compliant[30].
3.4.7.5 Network Time Protocol (NTP) will be used to ensure a timestamp for all System Logging (SYSLOG) messages and accounting are in line. This will aide the administrator with accurate timing of events, for investigations or troubleshooting[31].

[bookmark: _Toc69980439]3.4.8 Data resilience / backup
3.4.8.1 DNA will be used to save configuration archives at daily intervals to ensure up to date settings are saved. In the event of a failure, a configuration can be quickly applied.
3.4.8.2 DNA will monitor all network assets ensuring that gold images are in use throughout. Any out of date devices will be highlighted.
3.4.8.3 Any changes that need to be applied will be done under change management. Informing all parties concerned of the work and risk assessment. All work done under a change control is authorised. A maintenance window should be granted for the work to be carried out.
3.4.8.4 DNA will document the network for nwtraders, providing a topology of the network, location of the equipment and connection performance. It is the administrators’ duty to familiarise themselves with the interface and ensure compliance is met and maintained. 
3.4.8.5 Every nwtraders site will have a failover cluster, located in a separate building to the active cluster. Failover should be tested out of hours to ensure it performs as expected.
3.4.8.6 All staff should have a business contingency plan in an event of a failure. 
3.4.8.7 Staff should not use unauthorised devices to store nwtraders information.
3.4.8.9 Solarwinds will be used to monitor all nodes using simple network management protocol (SNMP). SNMP will be secured and will report back to the server at regular intervals.
3.4.8.10 All nwtraders equipment will be covered by a maintenance contract, to ensure the hardware and support is always available.
3.4.8.11 All faults will be logged and a record kept in a knowledge base.

[bookmark: _Toc69980440]3.4.9 Training 
3.4.9.1 All staff will be trained in accordance with this policy and an annual competency test will be made compulsory to ensure compliance is met.
3.4.9.2 All network staff will be trained in all aspects of the new network deployment ensuring familiarity with all the systems.

[bookmark: _Toc69980441]3.4.10 Information
3.4.10.1 If the reader requires any further information in relation to this policy, please contact the author or a member of the IT Management Board.
 
[bookmark: _Toc69980442]3.5	Conclusion
In this section routing, failover cluster and a network security policy were discussed. The importance of routing in the network was highlighted and an exploration into all the various routing protocols made. Each routing protocol has its own characteristics and administrative distance. Link state routing protocols only send updates when a change occurs, distance send the entire routing table updates. Failover clustering benefits outweigh the disadvantages, although costly to implement, operational continuation is not compromised. Every network should have a policy directing staff how an organisation expects the network to be managed. If there was no policy in place, staff would have free reign on network implementations that could cause performance issues or security vulnerabilities. 
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