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ANSWER ALL QUESTIONS

1. With a use of a topology
a. Explain the importance of STP protection mechanisms.  (12 marks)
BPDU guard- on each port the BPDU guard is enabled on, the port goes into error-disabled state upon receiving of any BPDU.
BPDU filter restricts the switch from forwarding/distributing unnecessary BPDU s out of access ports.
Root guard- forces an interface to become the designated port to prevent surrounding switches from becoming a route switch. This feature prevents a designated port from becoming a root port. The Root Bridge status is maintained even if a port with the Root Guard feature receives a superior BPDU as the port is moved into a root-inconsistent state.
UDLD (unidirectional link direction)- detects broken unidirectional links by sending hellos out to the interface. Probes must be acknowledged at the other end of the receiving device and if a unidirectional link is located the port is shutdown.
Loop guard- the prevention of loops that occur when blocking ports transition into forwarding state. 

b. Design a best suiting network topology to accommodate static route, floating static route and static null routes. Justify your design with appropriate network details. (13 marks)























2.  Briefly explain
a. Route Summarization in EIGRP. (5 marks)
Route summarisation is the method of representing multiple networks with a single summary address. The amount of routes the router has to maintain is reduced and routing updates are minimise which makes them ideal for larger networks with numerous subnets.

b. Discuss common OSPF Optimization techniques. (7 marks)
Stub areas, there are three different types of stub area networks. Route summarization respresenting multiple networks with a single summary address.

c. Explain the LSA types in OSPF (8marks)
Router LSA Type 1 is where the router LSA is generated by each router for each area that it is located in. The link state ID shows the originating router ID.
Network LSA Type 2 is where network LSAs are generated by the DR and include information on all networks connected to the DR.
Summary LSA Type 3 is where a summary of LSA is created by the ARB and flooded into other areas.
Summary ASBR LSA Type 4 ABR generates a summary ASBR LSA for other routers to know where to locate the ASBR. The summary ASBR LSA includes the router ID of the ASBR in the link-state ID field.
Autonomous system External LSA Type 5 is where the external LSAs are generated by the ASBR.
Multicast OSPF LSA Type 6 not used.
External LSA Type 7 is known as the not so stubby area LSA which does not allow external LSAs so to overcome this a new type is generate, type 7 LSAs.

d. Authentication, Authorization and Accounting Framework and its use cases. (5 marks)
Authentication, Authorization and Accounting Framework is also referred to as the AAA Protocol. This is a system used to tract user activity on IP based networks and being able to control user access to network resources. Authentication refers to uniquely identifying information from individual system users ei username and password. 
Authorisation refers to granting access or denying access to computer or company networks and resources. Various authorisation levels can be granted to users depending on their individual role and importance on the organisation. Authorization levels can also be minimised for basic end users on organisations for security. Other authorisation methods include geographical location restrictions, multiple logging in attempts, prohibited to access during specific times of day etc. Other authorisation methods include route assignments, IP address filtering, encryption, traffic management on bandwidth.
Accounting is the record keeping and the login tracking of the users across the network. This is to monitor the real time spent with the network accessed, the services accesses by the network, login data for users authorisation and authentication, capacity and trend analysis.


3. ABC Multinational company is planning on setup its branches in Wales. Initially, they propose to set up two branches (one at Swansea and another at Cardiff). You have been hired as a Network Infrastructure Associate. You are asked to lead and successfully complete this new setup. The key objectives of your design must provide

· Secure scalable network 
· Efficient network manageability
· High Availability 
· Secured Remote Access

Your answer must address (not limited to) the technical aspects (LAN/WAN design, topology, architecture, choice of devices, redundancy, technologies, implementation, etc) addressing the key objectives including planning, designing, project management, risk assessments, etc (50 marks)

Routers used ISR 4331 and ISR 4321
Desktop devices used PC-PT
Switch 2960-24TT

The Swansea branch contains: two ISR 4331 routers, two 2960-24TT switches connected to four PC-PT.
The two branches are connected with ISP router ISR 4321.
The Cardiff branch contains: a ISR 4321 and a ISR 4331 routers, two 2960-24TT switches connected to four PC-PT. 
The chosen devices are widely used adopted and suitable for initial start up branches for companies. Firewall is essential to be set up and in place. 
Risk assessment to be carried out using a risk assessment tool ei matrix grid risk assessment to assess risks of implementing setup. Risk assessment factors are to be considered, resolves and reviewed in due time.
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