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[bookmark: _Toc152707427]Introduction

This report examines different cloud computing service models, such as IaaS, PaaS, and SaaS, for London Bikes Ltd. Key aspects covered include:

· Introduction to virtualisation and cloud concepts - Definitions of virtual machines, hypervisors,   infrastructure assistance, and how they enable resource pooling

· Analysis of IaaS, PaaS, and SaaS models for London Bikes adoption 

· Considerations and solutions for single and multi-cloud strategies

· How AWS and Azure are different in terms of reliability, regions, and availability zones

· A hybrid cloud architecture and action plan aligned with business priorities

· Network security groups, multi-factor authentication, privileged access management.


[bookmark: _Toc152707428]Virtualisation and VMs

A virtualization resource, such as a server, storage device, or network, creates a virtual version of a physical one. [1] Virtualization, as Smith and Nair define it, abstracts logical resources from underlying physical resources. Using hypervisors, hardware resources can be partitioned into multiple isolated virtual machines, each with its own operating system and application.
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[bookmark: _Toc152707338]Figure 1 VMs Structure

[bookmark: _Toc152707429]Some key aspects are explained further:

Virtual Machines (VMs):
"Virtual machines (VMs) are software implementations of a computer that executes programs and applications like a physical computer" [2] explains Goldberg. Virtualisation enables multiple VMs to exist on a single physical server by utilizing hypervisors and hardware supports.

Hypervisor: 
It abstracts and arbitrates hardware access between different VMs, enabling virtualization. As Yang and Tate point out [3], the Virtual Machine Monitor (VMM) manages the allocation of resources to VMs as well as controls the hardware resources [4]. Examples include ESXi, XenServer, and Microsoft Hyper-V. 

Hardware Assists:
By providing direct access to CPU resources, Intel VT-x and AMD-V enable VMs to run close to natively.
Cloud computing relies on virtualisation to consolidate hardware and increase utilisation and provide isolated virtual machines for better security and flexibility.


[bookmark: _Toc152707430]IaaS, PaaS or SaaS yes or no?

It is important to explain and evaluate the benefits of cloud computing before diving into company services.
Small or medium businesses may find the move to the cloud compelling from a financial and operational perspective, but they also need to consider change management, expertise, and platform dependencies. Instead of significant upfront capital investments in on-premises hardware that may sit underutilised or obsolete quickly, the cloud offers on-demand usage. During periods of growth or business initiatives requiring new capabilities, businesses can scale capacity according to their variable needs and pay only for what they consume. In the same vein, they can be scaled back down during quieter periods to minimise costs. As a result of this agility, a company can accelerate its innovation speed and avoid long hardware refresh cycles.
Businesses can now leverage advanced resilience capabilities that previously required significant investment in redundancy in data centres. Cloud providers offer high levels of uptime and durability thanks to infrastructure distributed across multiple isolated availability zones. In addition to automated failover load balancing, multi-AZ storage replication reduces vulnerability to power outages, hardware crashes, and natural disasters. AWS, Azure, and Google Cloud offer economies of scale and expertise that allow smaller firms to achieve continuity and protection at reasonable prices.
Through cloud services, staff productivity is also enhanced by reducing the need for resource allocation for maintenance-intensive activities such as patching, upgrades, replacements, and incident response. By utilizing managed cloud services, that overhead is transferred to the vendor and internal teams can focus on developing new, innovative capabilities. Although SLAs protect companies from change when platforms are deployed in one environment, switching platforms can be challenging once systems are in place.
A smaller company adopting cloud can get the fastest time-to-value by focusing on software as a service solutions and replacing legacy on-premises applications with cloud-hosted ones. SaaS is ripe for early wins in financial systems, website hosting, analytics, and collaboration tools. A digital transformation across the entire technical environment aligned with business priorities is enabled with infrastructure and backend platform services. Smaller firms can successfully adopt cloud-first operations by pragmatically evaluating benefits against necessary investments in training and process change.
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[bookmark: _Toc152707431]Infrastructure-as-a-Service (IaaS): 
Provides fundamental computing resources like servers, storage, and networking over the internet. London Bikes would still need to manage the operating systems, applications, security, and networking configuration [4].
 
Benefits:
- Flexible and scalable resources that can grow with demand
- No need to purchase and maintain your hardware
- Could lower some IT costs
 
Drawbacks:
- Staff would need expertise to manage servers and security
- Risk of vendor lock-in makes moving data difficult
- Still need in-house IT staff to manage systems
 
[bookmark: _Toc152707432]Platform-as-a-Service (PaaS): 

Provides development tools, servers, storage, and other services to allow customers to deploy applications. The provider manages baseline infrastructure security and operating systems[5].
 
Benefits:
- Focus more on application development rather than infrastructure
- Built-in scalability, security, and redundancy features
 
Drawbacks: 
- Less flexibility and customisation options
- Vendor lock-in can be an issue
- Still need the expertise to develop applications
 
[bookmark: _Toc152707433]Software-as-a-Service (SaaS): 

Completed applications provided over the Internet. The provider manages all infrastructure, middleware, operating systems, and application capabilities[6].
 
Benefits:
- Simple for customers – no hardware or software to manage
- Secure, resilient applications with automatic updates
The pay-as-you-go model reduces some IT costs.
 
Drawbacks:
- Limited customisation options
- Reliant on the vendor for support and updates
- Data integration may be more difficult

For London Bikes, a SaaS model may work well for their customer-facing website and database needs, reducing management overhead. A PaaS or IaaS could support administrative applications. The decision depends on their budget, staff expertise, and customisation requirements.


[bookmark: _Toc152707434]London Bike: which one to choose?

Utilising a single IaaS provider, even a highly reliable one, introduces a single point of failure. If that provider experiences technical issues like an outage or data loss, London Bikes' applications and data may be inaccessible or lost.
 
London Bikes can better withstand issues with any single provider by distributing applications and data across multiple IaaS providers (a "multi-cloud" model). If one cloud provider has an outage, the applications and data on the other cloud(s) remain available and protected.
 
Most major enterprise IaaS providers like AWS, Azure, and Google Cloud offer very high service level agreements (SLAs) for availability (99.99% or higher). They provide resilient infrastructure across multiple data centres and regions, with automatic failover capabilities.
 
However, no single provider is 100% immune to outages. By leveraging multiple platforms, London Bikes can “spread the risk” and avoid vendor lock-in. If issues arise with one platform, workloads can be shifted to another while the problems are addressed.
 
The multi-cloud model also enables hybrid cloud and disaster recovery configurations. London Bikes could replicate data and applications from on-premises systems to multiple public clouds. If their local infrastructure was disrupted by fire or flooding, operations could rapidly failover to the cloud.
 
Of course, using multiple IaaS platforms introduces additional complexity and costs related to integrating and managing across providers. But for a high-priority 24/7 business application like London Bikes, the multi-cloud model provides excellent reliability, availability and data protection. The flexibility would also allow them to evolve their cloud strategy as business needs change.
 
[bookmark: _Toc152707435]AWS or Azure: best bet for the cloud awareness
From now on, there will be a focus on the cloud service provider, specifically Microsoft Azure and Amazon Web Services (AWS), which both provide high availability for applications and data through the use of regions, availability zones, and fault domains. 
Now, there is an overview and comparison between those two:
 
Microsoft Azure
- Azure divides its infrastructure into geographies that contain multiple regions.
- Regions contain multiple availability zones and fault domains. 
- Availability zones comprise one or more data centres with independent power, cooling, and networking. They offer isolation to protect from data centre failures.
- Fault domains distribute Azure services across racks and server clusters to limit the impact of hardware failures.
- Distributing resources across zones and fault domains protects applications and data from localised failures.
 
AWS
- AWS divides its infrastructure into regions containing multiple availability zones.
- Availability zones consist of one or more discrete data centres with redundant power, networking and connectivity.
- AWS services deploy infrastructure across availability zones to withstand failures.
- Some services like database offerings leverage multi-AZ designs, spreading replicas across zones.
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[bookmark: _Toc152707340]Figure 3 Provider Differences



[bookmark: _Toc152707436]Scenarios
This is followed by determining which one is the best scenario in terms of a no-limit budget versus a medium budget.
London Bikes could benefit from a multicloud configuration involving Azure and AWS:
· For maximum resilience, spread applications across multiple regions, zones, and fault domains.
· Geo-redundant storage and multi-AZ database architectures.
· Multi-zone/region replication of virtual machines.
· Traffic can be routed away from failures using load balancers.
A multiple cloud platform solution would prevent vendor lock-in by providing a robust and resilient infrastructure. Even a whole AZ or region failure would have a limited impact. Using multiple clouds adds complexity, but it eliminates single points of failure for business-critical systems. 
Hybrid cloud with a single cloud provider like Azure or AWS is a good choice for a medium-budget scenario with some service availability flexibility: 
· Saves costs over a multi-region deployment by deploying infrastructure in a single region and using multiple availability zones (AZs).
· Maintain a single AZ for secondary applications. In case one zone is disrupted, traffic will shift to the other.
· Managed database services with zone-redundancy, such as Azure SQL Database, are recommended.
· For flexibility in recovery points, implement local backups and cloud backups.
· Capacity should be sized for average load rather than peak loads to control costs.
· Instead of building full redundancy into your system, accept some brief interruptions during major outages.
 In this way, London Bikes keeps complexity low while benefiting from cloud benefits such as scalability, reliability, and availability. The system maintains high availability through planned failovers from AZ outages. Unplanned outages might cause longer, but infrequent interruptions. A local data backup facilitates point-in-time restoration if data is lost.
When resources are limited, cross-region redundancy can be minimized. When incidents are important, brief service interruptions can be accepted.
[bookmark: _Toc152707437]Pros and cons: 
High Budget - No Limit

Pros: 
- Maximum uptime & availability by eliminating single points of failure
- Ability to evolve infrastructure without resource constraints 
- Spread risk across multiple vendors and geographies
- On-demand scalability to handle usage spikes 
- Access to the full range of cloud-managed services
 
Cons:
- Much higher costs to achieve resilience
- Complex multi-cloud environments are more challenging to manage
- Overengineering resources without constraints
 
Medium Budget - Some Flexibility

Pros: 
- Moderate cloud benefits at reduced complexity & cost
- Priority uptime for critical systems, secondary tolerance brief disruptions 
- Burst capabilities to handle traffic variability
- Streamlined single platform for procurement & integration
 
Cons: 
- Risk of multi-hour downtime during significant outages
- Potential data loss without comprehensive backup protocols
- Constraints on innovation due to budget limitations 


[bookmark: _Toc152707438]The master plan to rule
An action plan will be explained in detail in this chapter.
[bookmark: _Toc152707439]Recommended Action Plan:
 
1. Classify application criticality - split into priority vs secondary systems - Catalog all current applications and services and designate them as priority/critical or secondary based on uptime needs. This allows infrastructure decisions tailored to each.

2. Build redundancy, backup, and DR policies based on each classification - Define availability, recovery objectives, backup frequencies, etc. per classification. Priority systems get maximum redundancy and backup frequencies. 

3. Create a hybrid cloud architecture leveraging a single IaaS platform - Design an optimised architecture spanning new cloud infrastructure and retaining any beneficial on-premises systems.
4. Distribute priority apps & data across multiple availability zones - Critical apps and data are deployed across multiple availability zones to eliminate single points of failure.

5. Size secondary capacity for average usage, primary for peaks - Right-size cloud capacity based on actual or forecasted usage analytics per app classification. Saves waste.

6. Implement resilient data services (DBaaS, storage) - For databases and storage, leverage managed cloud services architected for high availability across AZs—Minimises management overhead.

7. Put comprehensive data backup procedures in place - Put secure, automated backups in place per defined policies to enable recovery from data loss scenarios.
8. Create policies & measures for disruptions (RTO, RPO etc) - Define goals like Recovery Time Objective (RTO) and Recovery Point Objective (RPO) to gauge resilience.
9. Standardize the environment on a single platform for ease of management
10. Analyze and review performance against SLA targets - Validate performance metrics like uptime continually match availability targets for each application classification.
 
This approach provides a streamlined, cost-optimized model tailored to London Bikes' needs - maximising resilience for priority tier while efficiently handling secondary systems within budget boundaries.
  
 


[bookmark: _Toc152707440]MFA, LPA, NSGs
Nowadays, there are references to any items related to the cloud or even a classic login to the e-mail, without any need for introduction; here, it is the need to talk about Multi-Factor Authentication, but more in the specific regarding cloud computing this need is satisfied with the: Active Directory Services, Identity and Access Management and Network Security Groups [to nominate some of the many present].



[bookmark: _Toc152707441]Multi-Factor Authentication (MFA)
A key step to improving cloud security is implementing Multi-Factor Authentication (MFA). Instead of just entering a password, users must enter a second credential from a separate device to authenticate[7].
As well as integrating with providers like Duo, AWS and Azure provide built-in support and integration for MFA credentials including SMS texts, authenticator apps, USB security keys, and biometrics.

Using MFA for:

· APIs and consoles for infrastructure management

· Logging into cloud-based virtual machines via SSH or RDP

· Database access or read/write access to sensitive data stores 
Azure Active Directory and AWS Identity and Access Management (IAM) allow granular policies to enforce MFA conditional access based on defined criteria[8].
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[bookmark: _Toc152707442]Least-Privilege Access
Overly permissive permissions open doors for attackers to do more damage by exploiting compromised credentials. Least privilege access means only granting the bare minimum permissions needed for a user to perform their specific role[9].
 
You can, for example, delegate access to engineers based on their DevOps team, rather than making everyone an administrator. AWS IAM policies and Azure RBAC policies facilitate this.

Enhanced privileges are granted just-in-time as needed by legitimate users, revocation occurs as soon as privileged operations are complete. 
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[bookmark: _Hlk152705896][bookmark: _Toc152707443]Network Security Groups
 
At the subnet and NIC level, NSGs have rules that control inbound & outbound communication. Cloud networks can deploy default deny policies that implicitly block all traffic first, then explicitly open the required ports and IP addresses[10].
 
For example, ports 80/443 on the front-end web layer may be exposed but restricted to the IP address of a cloud load balancer. Databases determine exposure using service endpoints or private links.
In the event that a foothold is established, network segmentation, micro-segmentation with containers, and private service connectivity prevent lateral attacker movement.
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[bookmark: _Toc152707444]Conclusion

Optimising London Bikes' costs through a hybrid multi-cloud infrastructure across AWS and Azure is my recommendation.

Recommendations and outcomes:
Eliminate vendor dependencies and maximize uptime with a multi-cloud model across AWS and Azure
Utilise scalable cloud infrastructure while maintaining beneficial on-premises systems
Implement redundancy in multiple regions and availability zones to mitigate failures
Data and virtual machines can be replicated to additional areas for disaster recovery
For automated failover, use Azure SQL DB and Amazon RDS Multi-AZ
Achieve optimal uptime by grading applications according to their criticality
Access controlled by microsegmentation, least privilege permissions, and multi factor authentication
DR replication for legacy systems should be phased in along with incremental modernization
Validate availability requirements based on performance versus SLA targets
In addition to meeting London Bikes' current needs, this hybrid multi-cloud model will allow them to innovate as their priorities change. In order to maximize cost efficiency, a 24/7 application needs uptime and failover capabilities.
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