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[bookmark: _Toc1806309098]1. Introduction
The Midnight Lounge website, a fully working, database-driven platform created for a fictional nightclub or bar, is described in this paper along with its technological implementation and development. A drink menu, reservation system, customer testimonial section, and administrative controls for backend management are just a few of the dynamic and interactive features that were built into the website. These elements, which were created with the use of fundamental web technologies like PHP, MySQL, HTML, and CSS, demonstrate the use of database integration, user input validation, safe data management, and CRUD (Create, Read, Update, Delete) capabilities.
Demonstrating expertise in server-side development, namely in the areas of data security and dynamic content creation, is the main goal of this project. The report is set up to give a thorough rundown of the database architecture, PHP-MySQL interaction, SQL injection prevention techniques, and PHPMyAdmin administration of the website. Every segment advances our comprehension of the website's engineering process and the reasoning behind particular technological decisions.
[bookmark: _Toc215276530]2. Database Design and Structure
The MySQL relational database that powers the Midnight Lounge website was created to effectively store, manage, and retrieve information on drinks, reservations, and client reviews. In order to guarantee data integrity, reduce redundancy, and enable scalability, the architecture complies with database normalisation standards. Drinks, Reservations, and Testimonials are the three main tables that make up the database schema.
[bookmark: _Toc1687506840]Drinks Table
This table is in charge of keeping comprehensive records regarding the drinks that are offered at the lounge. The following fields are included in it:
· id (INT, AUTO_INCREMENT, PRIMARY KEY): A unique identifier for each drink.
· name (VARCHAR): The name of the drink.
· price (DECIMAL): The cost of the drink.
· description (TEXT): A detailed description of the drink.
· category (VARCHAR): The classification of the drink, such as cocktails, mocktails, pints, or soft drinks.
· visual (VARCHAR): A reference to an image file that visually represents the drink.
The Drinks Table improves the user experience by enabling filtering and categorisation capabilities and dynamically generating the drink menu on the frontend.
[bookmark: _Toc210601558]Reservations Table
All table reservations made via the website are tracked in this table. The following fields are included in it:
· id (INT, AUTO_INCREMENT, PRIMARY KEY): A unique identifier for each reservation.
· name (VARCHAR): The full name of the customer.
· email (VARCHAR): The customer's email address.
· reservation_date (DATETIME): The date and time of the reservation.
· num_people (INT): The number of guests included in the reservation.
This table supports both customer-facing features (booking confirmations) and administrative controls (viewing and managing upcoming reservations).
Testimonials Table
This table stores customer reviews and ratings, which are publicly displayed on the website. It includes:
· id (INT, AUTO_INCREMENT, PRIMARY KEY): A unique identifier for each testimonial.
· name (VARCHAR): The name of the reviewer.
· rating (INT): A numerical rating typically ranging from 1 to 5.
· testimonial (TEXT): The written review provided by the customer.
This feature allows new visitors to see social proof and enhances trust in the service.
[bookmark: _Toc1500847544]Database Normalization
The database was normalised up to the Third Normal Form (3NF) in order to increase efficiency and preserve clean data structures. This procedure made sure there was little repetition and that every non-key attribute was completely functionally dependent on the primary key. The architecture minimises anomalies and enhances data consistency by dividing data into smaller, related tables and connecting them with foreign keys as needed. For example, if growth is expected, distinct tables for categories or drink types could be added.
[bookmark: _Toc558739537]3. PHP and MySQL Integration
The backend of the Midnight Lounge website is built using PHP to interface with the MySQL database. By obtaining information from the database, PHP scripts are utilised to dynamically create content, such as the drink menu, reservation forms, and testimonials. PHP and MySQL are integrated via the PDO (PHP Data Objects) extension, which provides a flexible and secure way to communicate with the database.
[bookmark: _Toc1577810018]Connecting PHP to MySQL
The PDO extension is used to create the connection between PHP and the database. To create a connection, use the code below:
[image: ]
This code establishes a connection to the Midnight Lounge database on the local server so that the PHP application can interact with it and get and alter data.
[bookmark: _Toc1118587186]Displaying Data (CRUD Operations)
The PHP scripts use the database to carry out CRUD (Create, Read, Update, Delete) operations in order to handle dynamic content. For example:

Retrieve Data: The beverages menu is dynamically created by retrieving data from the beverages table:
[image: ]

· Insert Data: A PHP script that processes the form data is used to insert the data into the Reservations Table when a customer makes a reservation:
[image: ]
Update Data: The UPDATE SQL query is used to change the database's data whenever a user makes changes to their reservation information. 
Delete Data: To remove reservations or testimonials, run a DELETE PHP query.
[bookmark: _Toc953028604]SQL Queries
All SQL queries used in PHP scripts are carefully crafted to ensure data security and integrity. For example, prepared statements with bound arguments are used to protect against SQL injection attacks, which will be discussed in the next section.
[bookmark: _Toc491574092]4. Preventing SQL Injection
SQL injection is a security vulnerability that occurs when a hacker inserts malicious code through user input to change SQL queries. This could lead to unauthorised access to or modification of the database. Several security measures are used on the Midnight Lounge website to prevent SQL injection:
[bookmark: _Toc1248741595]Prepared Statements
A security flaw known as SQL injection happens when a hacker modifies SQL queries by inserting harmful code through user input. This can result in unauthorised database access or alteration. The Midnight Lounge website employs a number of security techniques to guard against SQL injection:

With user input and real_escape_string(): Real_escape_string() is used in your process_reservation.php function to sanitise user input. In order to keep special characters like quotes and semicolons from changing or interfering with SQL queries, this makes sure they are escaped.
For example:
[image: ]
Although mysqli's real_escape_string() partially protects against injection, using prepared statements is safer. In your case, you are using real_escape_string() with mysqli, which is fine but not as effective as using PDO or mysqli_prepare() for more complex SQL queries.
[bookmark: _Toc747826919]Input Validation and Sanitization
The PHP script verifies and cleans all user input before processing it. For instance, PHP's filter_var() function is used to test email addresses to make sure they are formatted correctly:
[image: ]

[bookmark: _Toc1201815570]PHPMyAdmin for Database Management
Throughout the project, the MySQL database was managed using PHPMyAdmin. A web-based application called PHPMyAdmin makes it simple to create, edit, and maintain databases. It was especially helpful for jobs like:
Making Tables: PHPMyAdmin's graphical user interface was used to create the Drinks Table, Reservations Table, and Testimonials Table. Determining the structure and connections between the tables was facilitated by this. 
Data Insertion: PHPMyAdmin's data input interface was used to enter sample data for beverages, reservations, and testimonials into the tables. 
Testing SQL Queries: Before being incorporated into the PHP scripts, test SQL queries were run using PHPMyAdmin's SQL tab to make sure they produced the desired outcomes.
[bookmark: _Toc912797292]5. Features Implemented
[bookmark: _Toc259044811]Drinks Menu
One of the primary aspects of the Midnight Lounge website is the beverages menu. Users can examine the list of drinks that are available, along with their costs and descriptions. PHP is used to dynamically retrieve this data from the drinks table and show it on the website. Users can filter drinks by categories such as cocktails, mocktails, and pints because the drinks menu is similarly categorised.
[bookmark: _Toc408291079]Reservations System
Customers can reserve tables at the Midnight Lounge using the reservations system. Users must input their name, email address, the number of visitors, and the date of the reservation. Customers receive a confirmation email after this data is entered into the Reservations Table (an email service might be added to broaden this capability).
[bookmark: _Toc2133125618]Testimonials
The Testimonials area allows patrons to provide comments about their experiences at the club. Every testimonial includes both a written review and a rating (from 1 to 5 stars). The testimonials are shown on the site to entice potential consumers to visit, and this data is kept in the Testimonials Table.
[bookmark: _Toc1940673571]Admin Panel (CRUD Operations)
To control the dynamic material on the website, an admin panel was created. The Drinks Table, Reservations Table, and Testimonials Table all allow administrators to add, modify, and remove entries. Maintaining the website and making sure the data is current depend on this feature.
[bookmark: _Toc795521556]6. Conclusion
The Midnight Lounge website meets all the requirements of a robust, dynamic, and secure web application as defined in the project brief. By leveraging PHP for server-side logic and MySQL for data storage, the project demonstrates a strong understanding of backend web development. The implementation of secure coding practices, particularly the use of PDO with prepared statements, shows a proactive approach to web security.
Furthermore, the normalisation of the database ensures clean data management and future scalability. Tools like PHPMyAdmin aided significantly in development and testing. The project's features, from the drink menu to the reservation system and testimonials, are fully functional and integrated into a cohesive, user-friendly design.
Overall, the Midnight Lounge website showcases the application of key skills in database development, PHP scripting, and web security and represents a significant step in mastering full-stack web development.
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2php

Eservername "localhost"; // Change this if your database is on a different server
$username = "root"; // Your MySQL username (default for XAMPP/MAMP)

Spassword ; // Your MySQL password (leave blank for XAMPP/MAMP)

$database = "midnight_lounge"; // Your database name

// Create connection
Sconn = new mysqli($servername, $username, Spassword, Sdatabase);

// Check connection
Jif (Sconn->connect_error) {
die ("Connection failed:

. Sconn->connect_error) ;
-}
-2>
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// Query the database
$query = "SELECT * FROM drinks_menu WHERE category IN ('$db_category')":
sresult = $conn->query (Squery) ;

if ($result->num_rows > 0) {
while ($row = Sresult->fetch_assoc()) {
echo "<div class='col-md-4'>
<div class='card mb-4'>
<div class='card-body'>
<h5 class='card-title'>{$row[ 'name']}</h5>
<p class='card-text'>{$row['description']}</p>
<p><strong>Price:</strong> £{$row['price']}</p>
</div>
</div>
</div>";

}
} else {
echo "<p class='text-muted'>No drinks available in this category.</p>";

}
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$sql = "INSERT INTO reservations (name, email, phone, date, time, guests)
VALUES ('$name’', '$email', '$phone’', '$date', '$time’', '$Sguests')";

if ($conn->query ($sql) TRUE) {

echo "<script>alert ('Reservation successful!'); window.location.href='reservation.php';</script>";
} else {

echo "<script>alert ('Error: " . $conn->error . "'); window.location.href='reservation.php';</script>";

}
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$name =
Semail
$phone
$date =
Stime =
Sqguests

£ ($_SERVER["REQUEST METHOD"] == "POST") {

Sconn->real_escape_string (3_POST['name’])
Sconn->real_escape_string (3_POST['email’
$conn->real_escape_string ($_POST['phone'

Sconn->real_escape_string (3_POST['date’])

Sconn->real_escape_string (5_POST['time'])

= (int) $_POST['guests'];
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// Email validation
if (!filter_var($email, FILTER VALIDATE_EMAIL)) {
echo "<script>alert('Invalid email format.'); window.location.href='reservation.php';</script>"
exit;





