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[bookmark: _Toc216680519]Introduction:
Student clubs and societies are important to campus life, but many Students’ Unions still manage them with paper forms and isolated spreadsheets. This leads to duplicated data, inconsistent records and limited visibility of student engagement.
The Campus Club Management System (CCMS) addresses these issues by introducing a relational database that centralises information about clubs, students, memberships, events, attendance and announcements. The design models key entities and many-to-many relationships, enforces integrity with primary and foreign keys, and applies normalisation to reduce redundancy. The implementation adds constraints, stored procedures, triggers and indexes, providing a reliable, efficient foundation for future union-facing applications.
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Design Decisions: Normalisation and Entity Relationships
The design of the Campus Club Management System (CCMS) database was guided by two main principles:
· normalisation to at least Third Normal Form (3NF), and
· accurate modelling of real-world relationships between students, clubs, events and announcements. These principles help to reduce redundancy, avoid anomalies and make the system easier to maintain and query over time [4] [5] [6].

Normalisation decisions: If all data in the case study were kept in a single table the result would be heavy duplication. This would lead to update anomalies, insertion anomalies, and deletion anomalies [4], [5].
To address this, the design applies normalisation step by step:
· First Normal Form (1NF)
All tables store data in rows and columns where each field is atomic (indivisible). For example, the student entity separates first_name and last_name instead of storing a combined “full name” field. Lists of values are not stored in a single column; instead, repeating data (such as “all events a student attends”) is represented using separate rows in associative tables like EventAttendance [4] [5].

· Second Normal Form (2NF)
In any table with a composite primary key, every non-key attribute must depend on the whole key, not just part of it. This is particularly relevant for EventAttendance and AnnouncementRecipient, where the primary keys are the pairs (event_id, student_id) and (announcement_id, student_id) respectively. Attributes such as attendance_status and is_read are properties of that specific combination of student and event/announcement, not of just the student or just the event. Any attributes that depend only on event_id (like event_date, venue) are moved into the Event table, and attributes that depend only on student_id (like email, course) are stored in Student. This ensures that the associative entities remain free of partial dependencies [4], [6].

· Third Normal Form (3NF)
In 3NF, non-key attributes must not depend on other non-key attributes (no transitive dependencies). For example, clubs are linked to categories via the foreign key category_id. The actual category name is stored only once in the Category table, not repeated in every Club row. This avoids a transitive dependency such as club_id → category_id → category_name. Similarly, student details are held only in Student, while other tables reference the student using student_id. Membership-specific attributes such as role, join_date and academic_year are stored in Membership, not in Student or Club, because they describe the relationship rather than the entities themselves [5], [6].

By splitting the system into Student, Club, Category, Membership, Event, EventAttendance, Announcement and AnnouncementRecipient, the final schema satisfies 3NF: every non-key attribute in each table depends only on that table’s primary key and not on other non-key attributes. This makes updates consistent and avoids redundant storage while still supporting all required reporting and operational queries.



Entity relationship decisions
The entities in the CCMS were chosen to match the real things we need to manage:
· Student – individual students.
· Club – each club managed by the Students’ Union.
· Category – groups of clubs (Academic, Cultural, Sports, etc.).
· Event – activities organised by clubs.
· Membership – link between students and clubs.
· EventAttendance – link between students and events.
· Announcement – messages sent by clubs.
· AnnouncementRecipient – link between announcements and students.
· AuditLog – records of important changes.
Relationships are modelled as follows:
· One Category can have many Clubs (1-to-many).
· One Club can have many Memberships, and one Student can have many Memberships, so the Membership table implements a many-to-many relationship between students and clubs.
· One Club can have many Events.
· One Event can have many EventAttendance records, and one Student can have many EventAttendance records, so EventAttendance implements the many-to-many relationship between students and events.
· One Club can create many Announcements, and each Announcement can be sent to many students via AnnouncementRecipient.
Using separate relationship (associative) tables for Membership, EventAttendance and AnnouncementRecipient keeps many-to-many relationships clear and allows extra details (like role, attendance status, and read status) to be stored without duplicating data.




[bookmark: _Toc216680521]Implementation Documentation:
This section documents the practical implementation of the Campus Club Management System (CCMS) in a relational database management system. The implementation was carried out using SQL Data Definition Language (DDL) and Data Manipulation Language (DML) commands for table creation, constraint definition, sample data insertion, and the configuration of triggers and stored procedures. Screenshots from the database environment are used to illustrate the successful execution of each step.

Table creation + constraints.
Category table:
CREATE TABLE Category and the successful result.
Table creation for Category including primary key and unique constraint.
[image: ]




Student table:
CREATE TABLE Student + ALTER TABLE run without error. 
The table structure view showing PK on student_id and UNIQUE on email.
[image: ]








Club table (FK to Category):
Club table structure where category_id is a foreign key to Category.
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Membership table (FKs to Student and Club):
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Event table (FK to Club):
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EventAttendance table (composite PK, FKs to Student + Event):
Table structure view showing composite PK (event_id, student_id) and FKs
[image: ]










Announcement table:
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AnnouncementRecipient table (composite PK, FKs):
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AuditLog table (for triggers):
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Sample data insertion.
Now I insert realistic test data into key tables.
Insert into Category and Club:
[image: A screenshot of a computer

AI-generated content may be incorrect.]

Insert into Student and Membership:
[image: A screenshot of a computer

AI-generated content may be incorrect.]





Insert into Event and EventAttendance:
[image: A blue screen with black text

AI-generated content may be incorrect.]

Insert into Announcement and AnnouncementRecipient:
[image: A screenshot of a computer

AI-generated content may be incorrect.]











Stored procedures (with transactions)
Simple “add student” procedure with transaction.
Procedure definition in editor:
[image: A screenshot of a computer

AI-generated content may be incorrect.]

Testing it:
[image: A blue screen with black text

AI-generated content may be incorrect.]



Transactional scenario: register a student for an event
This one check membership and capacity and uses ROLLBACK on failure:
[image: A screenshot of a computer program

AI-generated content may be incorrect.]
[image: A screenshot of a computer program

AI-generated content may be incorrect.]

Test it: 
If rules are satisfied → COMMIT and new EventAttendance row.
If not (e.g. not a member or event full) → ROLLBACK and error.
ERROR 1062 (23000): Duplicate entry '1-1' for key 'eventattendance.PRIMARY'
Alice is already registered for event 1, and the procedure is trying to register her again. This error means the constraints are working:
[image: A screen shot of a computer

AI-generated content may be incorrect.]


Triggers (for auditing)
Update trigger on Membership:
[image: A screenshot of a computer program

AI-generated content may be incorrect.]


Delete trigger on Membership:
[image: A screenshot of a computer program

AI-generated content may be incorrect.]

Test an update:
We should see a new row in AuditLog describing the change.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
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Stored Procedures for Insert, Update and Delete with Transaction Handling
General concept:
A stored procedure is a reusable block of SQL code that is stored and executed directly on the database server. Instead of sending many individual SQL statements from an application, the application can call a stored procedure by name and pass in parameters. This approach centralises business logic inside the database layer, reduces repetition of code, and allows more consistent enforcement of rules such as validation, integrity checks and logging [7], [8].
Relational database systems also support transactions, which group one or more SQL statements into a single logical unit of work. A transaction typically begins with a command such as START TRANSACTION (or BEGIN) and ends with either a COMMIT to permanently apply all changes if every step succeeds, or a ROLLBACK to undo all changes if an error or rule violation occurs [1], [3]. Transactions provide atomicity: either all operations inside the transaction are applied, or none of them are. This prevents the database from being left in a “half-updated” state if something fails partway through an operation.
Combining stored procedures with transaction handling is therefore a common pattern in relational databases [1]–[3]:
· The stored procedure defines what should happen (for example, insert a record, update some values, or delete a row).
· The transaction ensures that the whole operation either completes successfully or is completely undone if any error occurs.
For Insert, Update and Delete operations, this pattern is especially important because these operations change the data and can easily break integrity if they are only partially executed or if they violate constraints such as primary keys, foreign keys or unique keys.



Application in the CCMS: Insert, Update and Delete procedures
In the Campus Club Management System (CCMS), stored procedures are used to manage key operations on the data while taking advantage of transaction handling to maintain consistency.
Insert procedure
The Insert operation is represented by a stored procedure that adds a new record to a table, such as inserting a new student into the student table. The procedure accepts input parameters (for example, first name, last name, email, course, year of study and date of birth) and then:
1. Starts a transaction.
2. Executes an INSERT statement to add the new row.
3. If the insert succeeds and no constraints are violated (for example, the email address is unique), the procedure issues a COMMIT, making the change permanent.
4. If an error occurs, such as a unique constraint violation, an error handler catches the exception, performs a ROLLBACK and stops the procedure.
This means the student record is either fully inserted and valid or not inserted at all. There is no situation where a partially valid record is left in the database [1], [2].
Update procedure
The Update operation is implemented as a stored procedure that modifies existing data in a controlled way. For instance, one procedure is used to update a student’s email address based on their student_id. The procedure:
1. Begins a transaction.
2. Runs an UPDATE statement on the appropriate row.
3. If the update completes successfully and does not break any constraints (such as the unique email constraint), the transaction is committed.
4. If an error occurs—perhaps because the new email is already used for another student—the error handler rolls back the transaction and re-throws the error.
Using a stored procedure with a transaction ensures that the update is atomic. Either the email is updated correctly, or the database is restored to its previous state with no partial changes [1], [3].
Delete procedure
The Delete operation is handled by a stored procedure that removes records from tables where appropriate, such as deleting a membership record when a student leaves a club. The logic is similar:
1. Start a transaction.
2. Execute a DELETE statement on the Membership table (targeting a specific membership based on its primary key or a combination of student and club).
3. If the delete operation succeeds and any related actions (such as audit logging via triggers) also complete successfully, the transaction is committed.
4. If an error occurs during the delete or any associated processing, the transaction is rolled back so that no partial or inconsistent state remains.
This is particularly useful when triggers are involved, for example, when a trigger automatically writes a record into an AuditLog table whenever a membership is deleted. The transaction ensures that the membership row and its corresponding audit entry are managed as a single unit of work [2], [3].

Why this approach is useful in the CCMS
By implementing Insert, Update and Delete through stored procedures with transaction handling, the CCMS gains several practical benefits [1]–[3]:
· Data consistency: any operation that fails is fully rolled back, avoiding broken or half-applied changes.
· Centralised rules: validation and business rules (such as checking uniqueness or enforcing correct IDs) are defined once in the stored procedures rather than repeated across multiple applications.
· Simpler client code: applications or tools that use the CCMS only need to call the stored procedures, without manually managing transactions for each small operation.
· Better control and security: access to data changes can be controlled by granting permission to execute specific stored procedures instead of giving direct table access.
This design shows that the system does not just store static data but supports safe, controlled and robust modification of that data, which is essential for a real-world management system such as the Campus Club Management System.

Demonstrating conditional rollback and commit logic:
Practical Use Cases Demonstrating Conditional Commit and Rollback Logic
In transactional database applications, it is often not enough to simply execute a single INSERT, UPDATE or DELETE statement. Instead, several related operations must either all succeed together or all be undone together to preserve consistency. This is where conditional COMMIT and ROLLBACK logic inside stored procedures becomes essential. Modern relational databases support this pattern directly through transactions and error handling [7]. 
In the Campus Club Management System (CCMS), several realistic scenarios illustrate how conditional commit and rollback can be applied.

1. Registering a student for an event
A key operation in the CCMS is registering a student for a club event. This is not as simple as inserting one row; multiple business rules must be checked:
· The event must exist.
· If the event is members-only, the student must be an active member of the organising club.
· The event must not be full (capacity check).
· The student must not already be registered for that event.
A stored procedure such as sp_register_student_for_event groups these checks and the eventual insertion into the EventAttendance table into a single transaction:


1 Start transaction.
· Retrieve the event information (club, members-only flag, capacity) using SELECT ... FOR UPDATE to lock the row while the checks are performed.

2 Check preconditions.
· If the event does not exist, the procedure raises an error and rolls back the transaction.
· If the event is members-only, the procedure counts active memberships for that student and club. If no valid membership is found, it signals an error and performs a rollback.
· It then counts the number of existing attendance records for that event. If the event is already at or above max_attendees, it rolls back and signals that the event is full.
· It checks whether a row already exists in EventAttendance for the same (event_id, student_id) pair. If so, it rolls back and reports that the student is already registered.

3 Perform the main operation.
Only if all checks succeed does the procedure insert a new row into EventAttendance with an appropriate attendance_status (for example, 'Registered').
4 Commit or rollback.
· If no SQL errors occur during the insert, the procedure performs a COMMIT.
· If any error is raised at any stage, an exception handler issues a ROLLBACK, ensuring that no partial changes are left in the database.
This demonstrates conditional commit and rollback: the decision to commit is made only after all business conditions are satisfied; otherwise, the entire transaction is rolled back. This pattern follows recommended practices for transactional logic in relational systems and ensures that the event registration data remains consistent [8].

2. Updating membership roles with auditing
Another practical use case in the CCMS is changing a student’s role within a club, for example, promoting a member to “President” or “Secretary”. This operation affects not only the Membership table but also the AuditLog table, which records the change for accountability.
A stored procedure for updating a membership role can be designed to:
1. Start a transaction.
· Select the existing Membership row and record its current role.
2. Apply the update.
· Execute an UPDATE Membership SET role = ... WHERE membership_id = ....
3. Insert an audit record.
· Insert a row into AuditLog containing the table name ('Membership'), the operation ('UPDATE'), the membership identifier, and the old and new role values.
4. Commit or rollback based on outcomes.
· If both the update and the audit insert succeed, the transaction is committed.
· If either operation fails (for example, due to unexpected constraints, trigger errors or missing audit table), the error handler triggers a rollback so that:
· The membership role is not changed, and
· No inconsistent or incomplete audit record remains.
In effect, the membership changes and the corresponding audit entry form one logical unit of work. Conditional commit and rollback ensure that either both the membership and audit table are updated consistently, or neither is changed. This is a textbook example of leveraging transactions and stored procedures to maintain integrity across multiple related tables [9].



3. Deleting a club and cleaning up related data
A more complex scenario arises when a club is deactivated or removed from the system. Deleting a club may affect several related tables:
· Membership entries for students who belonged to that club.
· Event records organised by the club.
· EventAttendance entries for those events.
· Announcement and AnnouncementRecipient records associated with the club.
A stored procedure can encapsulate a controlled cascade using explicit transactional logic rather than relying solely on physical ON DELETE CASCADE constraints:
1. Start transaction.
· Optionally, check whether the club is allowed to be deleted (for example, it is marked as inactive or has no upcoming events).
2. Delete or update dependent data in a defined order.
· Remove or archive AnnouncementRecipient rows linked to the club’s announcements.
· Remove EventAttendance rows linked to the club’s events.
· Remove Event rows.
· Remove Membership rows.
· Finally, delete the Club row itself or change its status to 'Inactive'.
3. Validate the outcome.
· Optionally verify that no orphaned rows remain in related tables.
4. Commit or rollback based on checks.
· If all operations complete successfully and integrity is preserved, commit the transaction.
· If any step fails (for example, because a related row is unexpectedly referenced elsewhere), roll back the transaction. The club and all its related data remain unchanged until the issue is resolved.
This scenario shows how conditional commit and rollback can be used to enforce all-or-nothing behaviour for a complex series of operations that affect multiple tables, which is a common requirement in real-world transactional systems. 

Summary of benefits
Across these use cases, the key idea is that commit and rollback are not arbitrary; they are based on explicit conditions and business rules:
· Commit is executed only when all checks pass, and every related operation succeeds.
· Rollback is triggered whenever a precondition fails or an unexpected error occurs, ensuring that the database is restored to its previous consistent state.
This conditional approach aligns with modern guidance on transaction management and ACID properties, which emphasises that transactional logic should be tied directly to application-level requirements rather than being treated as a low-level detail [10].
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Indexing Strategy Focused on Performance-Critical Queries
In the Campus Club Management System (CCMS), indexes were created on the columns that are used most often in the WHERE clause and in JOIN conditions. The aim is to speed up the queries that staff will run frequently, without adding unnecessary indexes that would slow down inserts and updates [1] [11].

The most important (“performance-critical”) queries in this system are:
1. Get all members of a specific club
Example query:
SELECT s.*
FROM Student s
JOIN Membership m ON s.student_id = m.student_id
WHERE m.club_id = ?;
Indexes used:
CREATE INDEX idx_membership_club
    ON Membership (club_id);

CREATE INDEX idx_membership_student
    ON Membership (student_id);

Reason: the database can quickly find all Membership rows for one club_id, then join to Student using the primary key. This avoids scanning the full Membership table every time.



2. Get all clubs a student belongs to
Example query:
SELECT c.*
FROM Club c
JOIN Membership m ON c.club_id = m.club_id
WHERE m.student_id = ?;
Index already created above:
idx_membership_student ON Membership(student_id)
Reason: this index lets the database jump directly to all memberships for one student, then join to Club.

3. List upcoming events for a club
Example query:
SELECT *
FROM Event
WHERE club_id = ?
  AND event_date >= CURDATE();

Index used:
CREATE INDEX idx_event_club_date
    ON Event (club_id, event_date);

Reason: this combined index is designed exactly for “events of this club from this date onwards”. The database can use the index to filter on club_id and then on event_date in order, which is faster than scanning all events.


Why this indexing strategy works
This strategy works because each index is created for a specific, frequently used query in the system.
· Indexes on Membership.club_id and Membership.student_id speed up lookups of members for a club and clubs for a student, reducing full table scans and making membership queries much faster as data grows.
· The composite index on Event(club_id, event_date) speeds up listing upcoming events for a club by allowing the database to jump directly to events for that club in date order.
The main benefit is that common queries return results more quickly and the system stays responsive even when the number of students, clubs, and events increases.


How indexing benefits Campus Club’s operational data handling
Indexing directly supports the day-to-day work of the Campus Club system by making the most common queries much faster and more scalable. Indexes on Membership.club_id and Membership.student_id allow the database to quickly return all members of a club or all clubs for a student without scanning the entire membership table each time. Similarly, the composite index on Event(club_id, event_date) lets the system efficiently list upcoming events for a specific club, even when the events table becomes large.
In practice, this means that membership lookup screens, event schedules, and club overview pages load quickly and remain responsive as the number of students, clubs and events grows. Staff can run repeated searches and reports during busy periods (such as the start of term or major events) without experiencing significant slowdowns. Overall, indexing turns what would otherwise be expensive full-table scans into targeted lookups, improving query response time, reducing server load, and enabling the Campus Club system to handle operational data reliably at larger scale [11].


Expected improvements in query speed and efficiency
With the chosen indexes in place, the main queries in the Campus Club system are expected to become significantly faster and more efficient.
· For membership queries (e.g. “all members of this club” or “all clubs for this student”), the indexes on Membership.club_id and Membership.student_id allow the database to jump directly to the relevant rows instead of scanning every membership record. As the number of memberships grows, the cost of these queries increases much more slowly than it would without indexes.
· For event queries (e.g. “upcoming events for this club”), the composite index on Event(club_id, event_date) means the database can use the index to locate just the rows for that club and then read them in date order. This avoids full table scans on the Event table and improves the performance of dashboards and event listings.
Overall, these indexes reduce I/O work, lower CPU usage and shorten response times for the operations that staff run most often. This keeps the system responsive under heavier loads and allows the database to scale to more students, clubs and events without needing major hardware upgrades or redesign.
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How the final solution meets the campus club’s requirements
The final database solution meets the campus club’s requirements by providing a structured, integrated way to manage all core aspects of club activity.
· Centralised club records:
The Club and Category tables store up-to-date details for each club, including name, type and status, so the Students’ Union can maintain a single, consistent register of all active clubs.
· Student memberships:
The combination of Student and Membership tables supports students joining multiple clubs, tracking join/end dates, roles and academic year. This allows the Union to analyse membership trends and committee roles over time.
· Event management and participation tracking:
The Event table records all club events with dates, times, venues, capacity and members-only flags. The EventAttendance table captures which students registered or attended each event, enabling the Union to monitor engagement and activity levels for reporting and planning.
· Announcements and communication history:
The Announcement and AnnouncementRecipient tables record official messages sent by clubs and which students received them, providing a communication history that can be used for audit or follow-up.
· Data integrity and operational efficiency:
Primary/foreign keys, constraints, stored procedures with transactions, and triggers for auditing ensure that data remains consistent and that updates are executed safely. Targeted indexing on membership and event queries improves performance for everyday operations such as listing members, clubs and upcoming events.
Together, these elements form a coherent Campus Club Management System that centralises information, enforces data integrity, supports real operational workflows, and provides the information needed for decision-making by the Students’ Union.

Reflection on challenges, solutions, and future improvements
During the development of the Campus Club Management System (CCMS) several practical challenges were encountered. The first was translating the narrative case study into a clean data model. It was initially tempting to keep too much information in a single table; refining the ERD and normalising to clear many-to-many relationship tables such as Membership and EventAttendance solved this by reducing redundancy and making roles and attendance easier to track. A second challenge was implementing stored procedures, transactions and triggers correctly in MySQL. Early versions of the event registration procedure produced duplicate key errors when the same student tried to register twice for the same event. Adding pre-checks for existing registrations, membership status and capacity, combined with explicit rollback on errors, ensured that the database remained consistent. Finally, performance and indexing were not obvious issues with small test data, but analysing real query patterns highlighted the need for indexes on Membership.club_id, Membership.student_id and Event(club_id, event_date) to avoid full table scans.
If the CCMS were extended in future, several improvements could be made. More detailed validation rules could be added, for example stricter checks on date ranges, academic years and allowed role values. Auditing could be broadened beyond membership changes, with more information about who made each change and from which application. Additional views or stored procedures could be introduced to provide standard reports on participation and club growth. Finally, integrating the database with a web or mobile front-end would turn the CCMS into a complete application, while the existing schema, transactions and indexes would continue to enforce integrity and performance behind the scenes.

////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////
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SQL injection (SQLi) is a web application vulnerability where untrusted input is interpreted as part of a SQL command rather than as data [10]. This typically happens when an application builds SQL with string concatenation such as:
SELECT * FROM users
WHERE username = '$username'
  AND password = '$password';
If $username and $password come directly from a form without protection, an attacker can inject SQL fragments that alter the logic of the query. A classic example is the “OR 1=1” pattern. Suppose the login code above runs with this username: ' OR '1'='1 and any password. The resulting query becomes:
SELECT * FROM users
WHERE username = '' OR '1'='1'
  AND password = '';

Because 1=1 is always true, this condition may bypass normal checks and return at least one user record, potentially logging the attacker in without a valid password.
SQL injection is a problem for websites because it threatens all three core security properties: confidentiality, integrity, and availability. Confidentiality is at risk because a successful SQLi attack can allow an attacker to read sensitive data from any table the application account can access, user details, email addresses, membership records, or even password hashes [10]. OWASP notes that SQL injection can be used to read sensitive data from the database and sometimes even to access filesystem resources.
Integrity is threatened when injected SQL modifies data. For example, if an application constructs a delete statement using an unvalidated ID value:
DELETE FROM events WHERE event_id = $id;
and $id comes from a URL parameter, an attacker might supply 1 OR 1=1. If the application blindly concatenates that into the SQL, the statement may become:
DELETE FROM events WHERE event_id = 1 OR 1=1;
which could delete all events instead of a single one. Survey papers on SQL injection stress that poorly protected applications allow attackers not only to read, but also to insert, update or delete arbitrary rows in target tables [11]. This directly undermines the correctness and reliability of the data.
Availability can also be affected. If an attacker can inject destructive commands (for example, dropping tables or repeatedly corrupting data), the application may become unusable until the database is restored. Real-world security advisories show that SQL injection vulnerabilities are often used as an initial foothold to compromise systems or disrupt service [12].
Modern literature distinguishes several forms of SQLi. In error-based SQL injection, the attacker triggers visible database error messages to learn about table or column names. In blind SQL injection, errors and direct output are hidden, but the attacker still infers information from subtle changes in application behaviour (for example, whether a page shows “results found” vs. “no results”). These attack types all share the same root cause: the application mixes user-controlled input with SQL code [13].
Defence focuses on ensuring that user input is always treated as data. Standard recommendations are to use prepared (parameterised) statements with bound parameters instead of concatenated SQL strings, validate and constrain input types (for example, numeric IDs), run the application with least-privilege database accounts, and avoid exposing raw SQL error messages to users. Database textbooks and secure coding guides highlight parameterised queries as the primary mitigation, because the SQL structure is fixed and the database engine receives user values separately so they cannot change the query logic [14].
In summary, SQL injection is dangerous because it lets attackers turn text fields, form inputs, and URLs into executable SQL commands. This can expose sensitive data, corrupt or delete records, and in some cases compromise the entire system. Any database-driven website such as a campus club management system must therefore treat SQL injection as a critical threat and use parameterised queries and secure coding practices to prevent it.
[bookmark: _Toc216680527]Anti-SQL Injection:
[image: ]
This code uses a prepared statement with a ? placeholder and bind_param('s', $username). The username value from the login form is sent to the database as data, not concatenated into the SQL string. As a result, even if an attacker enters something like ' OR '1'='1 as the username, it is treated as a literal value and cannot change the structure of the query. This is the standard defence recommended by OWASP for preventing SQL injection.
[image: A screenshot of a login screen

AI-generated content may be incorrect.][image: A screenshot of a computer

AI-generated content may be incorrect.]
Figure above shows an attempted SQL injection on the admin login using the classic pattern admin' OR '1'='1. Because the query is parameterised, this string is treated purely as data, and the login fails. The attacker is not granted access, demonstrating that the defence is effective. 
I reviewed all database interactions in the website (public and admin areas) and ensured that user input is never concatenated directly into SQL strings. All queries that depend on user-supplied data now use prepared (parameterised) statements with bound parameters, and integer IDs are cast to numeric types before being used. As a result, the site does not contain any known SQL injection vulnerabilities.
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mysql> USE ccms_db;
Database changed
mysql> USE ccms_db;
Database changed

mysql>

mysql> CREATE TABLE Category (
-> category_id  INT AUTO_INCREMENT PRIMARY KEY,
-> category_name VARCHAR(50) NOT NULL UNIQUE,
-> description VARCHAR(255)
=> )5

Query OK, © rows affected (©.09 sec)

mysql> SHOW TABLES;

1 row in set (©.62 sec)

mysql>




image3.PNG
mysql> CREATE TABLE Student (

=5 student_id INT AUTO_INCREMENT PRIMARY KEY,
-> first_name VARCHAR(5@) NOT NULL,

-> last_name VARCHAR(5@) NOT NULL,

-> email VARCHAR(18@) NOT NULL,

-> course VARCHAR(1€9),

= year_of_study INT,

-> date_of_birth DATE

=> )5

Query OK, © rows affected (©.05 sec)

mysql>
mysql> -- Unique email constraint
Query OK, © rows affected (©.00 sec)

mysql> ALTER TABLE Student
-> ADD CONSTRAINT ugq_student_email
-> UNIQUE (email);
Query OK, © rows affected (.06 sec)
Records: © Duplicates: © Warnings: ©

mysql> SHOW TABLES;

+
| category |
| student |
2 rows in set (©.60 sec)

mysql>
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mysql> CREATE TABLE Club (

=5 club_id INT AUTO_INCREMENT PRIMARY KEY,
-> club_name VARCHAR(108) NOT NULL UNIQUE,
-> category_id  INT NOT NULL,

-> founding_date DATE,

-> description  VARCHAR(255),

=5 status VARCHAR(20) DEFAULT 'Active’,
= CONSTRAINT fk_club_category

-> FOREIGN KEY (category_id)

-> REFERENCES Category(category_id)

=> )5

Query OK, © rows affected (.09 sec)

mysql> SHOW TABLES;

+

T TR +
| category |
| club |
| student |
T EEEEEE R +

3 rows in set (©.60 sec)

mysql>
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mysql> CREATE TABLE Membership (

-> membership_id INT AUTO_INCREMENT PRIMARY KEY,
-> student_id INT NOT NULL,

-> club_id INT NOT NULL,

-> join_date DATE NOT NULL,

= end_date DATE,

-> role VARCHAR(50),

academic_year VARCHAR(9),
CONSTRAINT fk_membership_student

FOREIGN KEY (student_id) REFERENCES Student(student_id),

CONSTRAINT fk_membership_club

-> FOREIGN KEY (club_id)
->);
Query OK, © rows affected (.09 sec)

mysql> SHOW TABLES;

category |

membership |

|
I club |
| student |

4 rows in set (©.60 sec)

mysql>

REFERENCES Club(club_id)




image6.PNG
mysql> CREATE TABLE Event (

=5 event_id INT AUTO_INCREMENT PRIMARY KEY,
-> club_id INT NOT NULL,

-> event_name VARCHAR(160) NOT NULL,

-> event_type VARCHAR(50) ,

= event_date DATE NOT NULL,

-> start_time TIME,

-> end_time TIME,

-> venue VARCHAR(1€9),

= max_attendees  INT,

= is_members_only BOOLEAN DEFAULT TRUE,

= CONSTRAINT fk_event_club

-> FOREIGN KEY (club_id) REFERENCES Club(club_id)
=> )5

ery OK, © rows affected (.07 sec)

mysql> SHOW TABLES;

category |
club |
event |
membership |
student |

"

rows in set (.00 sec)

mysql>
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mysql> CREATE TABLE EventAttendance (

-> event_id INT NOT NULL,

-> student_id INT NOT NULL,

=5 registration_time TIMESTAMP DEFAULT CURRENT_TIMESTAMP,

-> attendance_status VARCHAR(20),

-> PRIMARY KEY (event_id, student_id),

= CONSTRAINT fk_attendance_event

-> FOREIGN KEY (event_id) REFERENCES Event(event_id),

= CONSTRAINT fk_attendance_student

-> FOREIGN KEY (student_id) REFERENCES Student(student_id)
=> )5

Query OK, © rows affected (©.08 sec)

mysql> SHOW TABLES;

category |
club |
event |
eventattendance |
membership |

|
|
|
|
|
| student |
-
6

rows in set (.00 sec)

mysql>
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mysql> CREATE TABLE Announcement (

-> announcement_id INT AUTO_INCREMENT PRIMARY KEY,

-> club_id INT NOT NULL,

-> event_id INT NULL,

-> subject VARCHAR(15@) NOT NULL,

= message_body TEXT NOT NULL,

=5 created_at TIMESTAMP NOT NULL DEFAULT CURRENT_TIMESTAMP,
-> sent_by VARCHAR(1€9),

= CONSTRAINT fk_announcement_club

-> FOREIGN KEY (club_id) REFERENCES Club(club_id),
= CONSTRAINT fk_announcement_event

-> FOREIGN KEY (event_id) REFERENCES Event(event_id)
=> )5

Query OK, © rows affected (.09 sec)

| announcement

| category

| club

| event

| eventattendance
| membership

| student

7 rows in set (©.60 sec)

mysql>
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mysql> CREATE TABLE AnnouncementRecipient (

-> announcement_id INT NOT NULL,

-> student_id INT NOT NULL,

=5 sent_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,

-> delivery_method VARCHAR(209),

=5 is_read BOOLEAN DEFAULT FALSE,

-> PRIMARY KEY (announcement_id, student_id),

= CONSTRAINT fk_ar_announcement

-> FOREIGN KEY (announcement_id) REFERENCES Announcement(announcement_id),
= CONSTRAINT fk_ar_student

-> FOREIGN KEY (student_id) REFERENCES Student(student_id)
=> )5

Query OK, © rows affected (©.19 sec)

| announcement |
| announcementrecipient |
| category |
| club |
| event |
| eventattendance |
| membership |
| student |
+ +
8

rows in set (.00 sec)

mysql>
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mysql> CREATE TABLE Auditlog (

-> )5

audit_id
table_name
operation

record_id

changed_at
changed_by
old_values
new_values

INT AUTO_INCREMENT PRIMARY KEY,
VARCHAR(5@) NOT NULL,
VARCHAR(1@) NOT NULL,  -- INSERT, UPDATE, DELETE
INT NOT NULL,
TIMESTAMP NOT NULL DEFAULT CURRENT_TIMESTAMP,
VARCHAR(108),

TEXT,

TEXT

Query OK, © rows affected (©.05 sec)

mysql> SHOW TABLES;

announcement

announcementrecipient

auditlog
category

event
eventattendance
membership

|
|
|
|
| club
|
|
|
| student

9 rows in set (.00 sec)

mysql>
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mysql> SELECT * FROM Category;

Hommmmm e e Hommmmmmmmmomo e o +

| category_id | category_name | description

_____________ S

| 1 | Academic | Subject and course-related clubs

| 2 | cultural | cultural and international societies

| 3 | Sports | Sports teams and athletic clubs

Hommmmm e Hommm e e oo +

3 rows in set (©.00 sec)

mysql> SELECT * FROM Club;

Hommmmmme mmm oo S RREEEEEEEEE Hommm oo e oo Hommmmemt
| club_id | club_name | category_id | founding_date | description | status
_________ Al

| 1 | Computer Science Society |

| 2 | Drama Society

| 3 | Football Club

R Ao R

3 rows in set (©.00 sec)

mysql>

1 | 201e-10-01 | Tech talks and coding events
2 | 2015-03-12 | Theatre and performance arts
3 | 2005-09-01 | University football team

R, o
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mysql> SELECT * FROM Student;

oo e e oo L R EEE O ESEECEEEEEE Ao -+
| student_id | first_name | last_name | email | course | year_of study | date_of birth
______ S,
| 1 | Alice | Johnson | alice.johnson@example.com | BSc Computer Science | 2 | 2004-02-15
| 2 | Ben | smith | ben.smith@example.com | BA Drama | 1 | 2005-06-20
| 3 | carla | Lopez | carla.lopez@example.com | BSc Sports Science | 3 | 2003-11-e5
+ + + +

3 rows in set (©.60 sec)

mysql> SELECT * FROM Membership;

L et S L EEEEE T RREEEEE S L EEEEE T EREEEEE T R EEEEE R B +
| membership_id | student_id | club_id | join_date | end_date | role | academic_year

+ + B e e LT R EEEEE R B +
| | | 2024-09-20 | NULL | Member | 2024/2025 |
| | | 2024-09-25 | NULL | Member | 2024/2025 |
| | | 2024-09-15 | NULL | President | 2024/2025 |
| | | 2024-09-10 | NULL | Member | 2024/2025 |
L et S L EEEEE T RREEEEE S L EEEEE T EREEEEE T R EEEEE R B +

4 rows in set (©.60 sec)

mysql>
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mysql> SELECT * FROM Event;
mmmmmmmm e  EREETEE o e

| event_id | club_id | event_name | event_type

e Ao o T

| 1| 1 | Intro to Competitive Programming | Workshop

| 2| 3 | Friendly Match vs Uni B | Match

| 3] 2 | Autumn Theatre Showcase | Performance
R e R EEE TR

3 rows in set (©.60 sec)

mysqgl> SELECT * FROM EventAttendance;
mmmmmmmm e  ERREETEETEES oo EEREETEEEEEEEEEETR +
| event_id | student_id | registration_time | attendance_status
------  RREETEET R R TP
2025-12-07 19:07:31 | Registered
2025-12-07 19:07:31 | Attended

2025-12-07 19:07:31 | Attended

3 rows in set (©.60 sec)

mysql>

S L EEEEE +o---
| 2024-10-10 | 17:00:00
| 2024-10-12 | 14:00:00
| 2024-10-20 | 19:00:00

___________ PR
| event_date | start_time | end_time | venue
oo

| 19:00:00 | Lab A
16:00:00 | Main Pitch
21:00:00 | Auditorium
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mysql> SELECT * FROM Announc
R e Hommmmmme
| announcement_id | club_id

3 rows in set (©.00 sec)

mysql>

ement;
PR

| event_id

Workshop Reminder | Don't forget today's workshop at 5pm in Lab A
Match Squad List | Here is the squad list for Saturday's match.
Workshop Reminder | Don't forget today's workshop at 5pm in Lab A
Match Squad List | Here is the squad list for Saturday's match.

2025-12-07 19:07:54 | Email
2025-12-07 19:07:54 | Portal
2025-12-07 19:07:54 | Portal

created_at

2025-12-07 19:07:54
2025-12-07 19:07:54
2025-12-07 19:24:29
2025-12-07 19:24:29

CS Society Secretary
Football Coach
CS Society Secretary
Football Coach
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Database changed

mysql>
mysql>

->

DELIMITER $$

CREATE PROCEDURE sp_add_student(
IN p_first_name VARCHAR(50) ,

IN p_last_name VARCHAR(50) ,
IN p_email VARCHAR(100) ,
IN p_course VARCHAR(1€9),

IN p_year_of_study INT,
IN p_date_of birth DATE
)
BEGIN
DECLARE EXIT HANDLER FOR SQLEXCEPTION
BEGIN
ROLLBACK;
RESIGNAL;
END;

START TRANSACTION;

INSERT INTO Student (first_name, last_name, email, course, year_of study, date_of_birth)
VALUES (p_first_name, p_last_name, p_email, p_course, p_year_of_ study, p_date_of _birth);

COMMIT;
END$$

Query OK, © rows affected (©.05 sec)

mysql>
mysql>
mysql>

DELIMITER ;
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mysql> CALL sp_add_student('Daniel', 'Green', 'daniel.green@example.com',
-> 'BSc Computer Science', 1, '2006-03-10');
Query OK, © rows affected (©.01 sec)

mysql> SELECT * FROM Student;

4 rows in set (©.00 sec)

mysql>

| year_of study

date_of_birth |

2004-02-15
2005-06-20
2003-11-05
2006-03-10

+————t — 4

————————————————— Aot

| student_id | first_name | last_name | email | course

e Ao L oo L R EEE R e
| 1 | Alice | Johnson | alice.johnson@example.com | BSc Computer Science |

| 2 | Ben | smith | ben.smith@example.com | BA Drama

| 3 | carla | Lopez | carla.lopez@example.com | BSc Sports Science

| 7 | Daniel | Green | daniel.green@example.com | BSc Computer Science |
e e R +
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mysql> DELIMITER $$

mysql>

mysql> CREATE PROCEDURE sp_register_student_for_event(
-> IN p_student_id INT,
-> IN p_event_id INT
=)
-> BEGIN
-> DECLARE v_club_id INT;
= DECLARE v_is_members_only BOOLEAN;
= DECLARE v_max_attendees  INT;
-> DECLARE v_current_count INT;
-> DECLARE v_membership_cnt INT;
=>
=5 DECLARE EXIT HANDLER FOR SQLEXCEPTION
=5 BEGIN
=5 ROLLBACK;
=5 RESIGNAL;
-> END;
=>
=5 START TRANSACTION;
=>
= -- 1. Get event details
-> SELECT club_id, is_members_only, max_attendees
-> INTO v_club_id, v_is_members_only, v_max_attendees
-> FROM Event
-> WHERE event_id = p_event_id
=5 FOR UPDATE;
=>
-> IF v_club_id IS NULL THEN
=5 SIGNAL SQLSTATE ‘45000’
= SET MESSAGE_TEXT = 'Event does not exist';

-> END IF;
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-> -- 2. Check membership if members-only

-> IF v_is_members_only THEN

-> SELECT COUNT(*)

-> INTO v_membership_cnt

-> FROM Membership

-> WHERE student_id = p_student_id

-> AND club_id = v_club_id

-> AND (end_date IS NULL OR end_date >= CURDATE());
=>

-> IF v_membership_cnt = © THEN

=5 SIGNAL SQLSTATE ‘45000’

-> SET MESSAGE_TEXT = 'Student is not an active member of the club';
-> END IF;

-> END IF;

=>

-> -- 3. Check capacity

-> SELECT COUNT(*)

-> INTO v_current_count

=» FROM EventAttendance

-> WHERE event_id = p_event_id;

=>

-> IF v_max_attendees IS NOT NULL AND v_current_count >= v_max_attendees THEN
=5 SIGNAL SQLSTATE ‘45000’

= SET MESSAGE_TEXT = 'Event is full';

-> END IF;

=>

=» -- 4. Insert attendance record

-> INSERT INTO EventAttendance (event_id, student_id, attendance_status)
-> VALUES (p_event_id, p_student_id, 'Registered');

=>

-> COMMIT;

-> END$$

Query OK, © rows affected (.02 sec)

mysql>

mysql> DELIMITER ;

mysql>
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mysql> CALL sp_register_ student_for_event(1, 1); -- Alice to event 1

ERROR 1062 (23000): Duplicate entry '1-1' for key 'eventattendance.PRIMARY'
mysql> USE ccms_db;

Database changed
mysql>

mysql> SELECT *
-> FROM EventAttendance
-> WHERE event_id =

-> AND student_id =
R  RREEEEE

| event_id | student_id | registraticn time

S EnETEEEEEEEE +
| attendance_status |

1 row in set (©.60 sec)

mysql>
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mysql> DELIMITER $$

mysql>

mysql> CREATE TRIGGER trg_membership_update
-> AFTER UPDATE ON Membership
-> FOR EACH ROW

-> BEGIN

-> INSERT INTO AuditlLog (table_name, operation, record_id, changed_by, old_values, new_values)
-> VALUES (

-> 'Membership',

-> 'UPDATE",

-> OLD.membership_id,

-> USER(),

-> CONCAT( 'student_id="', OLD.student_id,
-> '; club_id=', OLD.club_id,

-> '; role=', OLD.role),

-> CONCAT( 'student_id="', NEW.student_id,
-> '; club_id=', NEW.club_id,

-> '; role=', NEW.role)

= );

-> END$$

ery OK, © rows affected (.08 sec)

mysql>
mysql> DELIMITER ;
mysql>
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mysql> DELIMITER $$

mysql>

mysql> CREATE TRIGGER trg_membership_delete
-> AFTER DELETE ON Membership
-> FOR EACH ROW

-> BEGIN

-> INSERT INTO AuditlLog (table_name, operation, record_id, changed_by, old_values, new_values)
-> VALUES (

-> 'Membership',

-> 'DELETE',

-> OLD.membership_id,

-> USER(),

-> CONCAT( ' student, ', OLD.student_id,
-> '; club, , OLD.club_id,

-> '; role=', OLD.role),

=5 NULL

= );

-> END$$

Query OK, © rows affected (©.83 sec)

mysql>
mysql> DELIMITER ;
mysql>
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mysql> UPDATE Membership
-> SET role = 'Vice President’
-> WHERE membership_id = 1;
Query OK, 1 row affected (©.04 sec)
Rows matched: 1 Changed: 1 Warnings: ©

mysql>
mysql> SELECT * FROM Auditlog;

| changed_by | old_values

1 row in set (©.60 sec)

mysql>
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$stmt = $mysqli->prepare("SELECT user_id, username, password, full_name FROM User WHERE username = ?");
$stmt->bind_param('s', $username);
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