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[bookmark: _Toc102040959]	NTFS Shares

The purpose of this task is to create a share and lock down the security so only certain users can access it and that only certain users can modify the files.
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Figure 1 shows the admin user nwt-JMM has full control as he is the owner of the file , Figure 2 shows the user nwt-KWM only having read and execute permissions.
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[bookmark: _Toc99884459]Figure 3
Figure 3 shows the user nwt-KWM try to save the file after he altered the text. Because of the level of permissions, he was granted in Figure 2 he is not able to and so receives the message.

[bookmark: _Toc102040960]	Share Permissions
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Figure 4
Figure 4 shows the permissions created for 3 users :- 
1. NWT-JMM – Admin  - Full control
2. NWT-KCB – User – Read and Execute
3. NWT-KWM – User – Read and Execute.
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Figure 5
Figure 5 shows the final confirmation screen that displays all the settings for the share.
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Figure 6
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Figure 7
Figure 6 shows the share mapped . the path to the share is \\DC1-NWT\Shares_Files_NOSS$ and the drive letter selected is Y:. Mapped drives are saved within the system so there the is no need to search for each time you need it. 
Figure 7 shows that the users NWT-KWM only has read access, so he is not able to create a folder and receives the follow error message.
The dollar symbol ($) at the end of the folder name indicates this is a hidden folder and can only be found by knowing the full path. Without the $ symbol then users would be able to find the folder by using the network search option. 
In enterprise networks a security group would be a better option to apply what permissions certain users can have. This way you would only need to drop the user in to the group they needed some examples could be 
Share_Files_NOSS_Read – read only access
Share_Files_NOSS_Write – read and write access
Share_files_NOSS_Full – Full access
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Figure 8
[image: Graphical user interface, text, application, email

Description automatically generated]
Figure 9

Figure 8 shows the creation of the group and users NWT-KCB and NWT-KWM added to the Security Group. Figure 9 shows the individual users removed and the group added with Read and Execute. 

[bookmark: _Toc102040961]Task 2
[bookmark: _Toc102040962]	Group Policy

This part of the task is to demonstrate how Group Policy can be used to configure users account for access to certain features , security, and desktop organisation.







[bookmark: _Toc102040963]GPO Remove access to Control Panel.
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Figure 10
Figure 10 shows the creation of the new OU and user account. 
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Figure 11 shows that the user currently has access to the Control Panel which will be configured in the next section.
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Figure 12
Figure 12 shows the creation of the Group Policy Object in the Non_Admin_Users OU.
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Figure 13
The command gpupdate / force was used on the client machine to force the policy to take effect. Logging off and back on would have the same effect.
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Once the policy has been updated the user NWT-ShW no longer has access to the control panel. She can search for it but cannot open it. 





[bookmark: _Toc102040964]GPO 2 Removing access to the command prompt.
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Figure 15
Figure 15 shows the creation of the GPO
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Figure 16
As the policy has not been pulled down to the client machine yet then the user is still able to run CMD , it was used to again force a GPO updated. Now once CMD is closed and reopened the policy kicks in and displays a message (figure 17) showing it has been disabled. However, if the user right clicks on CMD and selects the option Run as Administrator then an Admin can enter his or her credentials and run CMD. 
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Figure 17

[bookmark: _Toc102040965]GPO 3 Restricting Access to Removable Media

For this task some prerequisites were needed. 
The expansion pack was installed via a download from Downloads – Oracle VM VirtualBox
And guidance from an online tutorial were followed. [1]
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Figure 18
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Figure 19
Figure 19 shows that before the Policy is made and implemented the user can see the USB stick on her machine and the text file placed on the device.
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Figure 20

Figure 20 shows the policy has been enabled and setup. On the client’s machine CMD was used by an admin to force the update of the policy (Figure 21). 
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Figure 21
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Figure 22
Now when the user nwt-ShW tries to access to the removable drive ESD-USB she receives the follow message.

[bookmark: _Toc102040966]GPO 4 Restricting Software Installs

For this task some prerequisites were needed. 
Winzip was download from Download WinZip and copied to the USB drive and an Admin logged in to Client 1 and the files was copied to a folder on the c: drive. Admin then logged out and the user nwt-ShW logged back in.
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Figure 23
Figure 23 shows the new OU created and the client machines added to it.
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Figure 24
Figure 24 shows the policy created as a computer configuration.
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Figure 25
Figure 25 shows the policy has been updated.
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Figure 26 shows the results of the GPO , a standard user is not allowed to install the software and the prompt is asking for an Admin user to authorize the install.

[bookmark: _Toc102040967]GPO 5 Enforcing Password Policy.
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Figure 27
Figure 27 shows the policy configured. 
For testing and demo purposes the Maximum password age was changed to 1 day so screen shots could be taken.
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Figure 28
Figure 28 ***Place holder for image 
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Figure 29
The above image shows created a simple 4-digit password does not meet the policy. Instead, a passphrase was used. An example of a pass phrase could be .
Today I Need to water the Flowers 6 times 
T1NtwtF6t!

[bookmark: _Toc102040968]GPO 6 Desktop image

A final GPO was added to change the desktop background for every user. This was done via the Domain Policy.
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Figure 30
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Figure 31

Figure 31 shows before the policy was updated by an Admin and figure 32 shows the effect of the GPO
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Figure 32

[bookmark: _Toc102040969] Routing and Packet filtering
[bookmark: _Toc102040970]Using ARP and Routing tables 
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Figure 33
Figure 33 shows the unsuccessful PING to client 2 on 192.168.11.3 and the Address Resolution Protocol table.
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Figure 34
Figure 34 shows the routing table and the connections it has made . There is no sign of the network 192.168.11.* as NWT-DC1 cannot currently see this network. It can however see the 192.168.10.* network which is the Public Network that connect the two machines.

[bookmark: _Toc102040971]Deploying core services (FTP) 
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Figure 35
Figure 35 shows that confirmation screen of installing the FTP Service and IIS service as a role on DC2-NWT. A user was also created called ftpuser22.
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Figure 36
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Figure 37
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Figure 38

Figure 36 , 37 , 38 show the successful creation of the FTP Site and that user has Read / Write access.
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Figure 39
Above the banner , welcome and exit messages are set. Maximum connections were not set.
Ftpuser22 was also add to the security group for the folder c:\Inetpub\ftproot folder. In a full enterprise network again Security Groups in AD could be used to save admins needing to add the users twice once to access the FTP service and the other being able to write to the folder. 
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Figure 40 shows successful login to the FTP service from WS2-NWT (client2) to 192.168.11.1 (DC2-NWT)
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Figure 41
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Figure 42
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Figure 43

Figures 41 , 42 and 43 show the file being transferred via the PUT command , the file then in the folder on DC2-NWT and the current session in IIS.
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Figure 44 shows the confirmation screen of adding the Remote Access role to server DC1-NWT.
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Figure 45
Figure 45 shows the current network setup. There is a successful ping to 192.168.10.201 as this is on the same network range as DC1-NWT (192.168.10.200). However, DC1-NWT is not able to ping DC2-NWT on 192.168.11.2 as it is not on the same network range. 
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Figure 46
Figure 46 shows the service has been started.
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Figure 47
Figure 47 shows that both interfaces have been added to the RIP V2 Protocol.
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Figure 48
Figure 48 shows the RIP V2 protocol installed and configured on DC2-NWT.
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Figure 49
Figure 49 shows that once the Routing Service was configured and setup correctly DC1-NWT is now able ping DC2-NWT on both the PublicNet IP Address and the PrivateNet2 IP address. 
Due to the specification of the host machine, it was not possible to run all four Virtual machines to show that WS1-NWT could ping WS2-NWT. It was also not possible to run 3 virtual machines on the host network to show that WS1-NWT could ping DC2-NWT.
[bookmark: _Toc102040973]IP Packet Filtering
[bookmark: _Toc102040974]	Filter 1 
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Figure 50
Figure 50 shows the InBound rule created ; it will block all ICMP attempts to the IP address of DC1 (192.168.1.1) PrivateNet1 address from all machines connected to that network. Figure 51 below show a constant ping using the command ping -t 192.168.1.1 , even though a normal user is logged in CMD was by right clicking and running as admin. At the bottom you can see the moment the rule was applied. 
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Figure 51
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Figure 52

As WS1-NWT can also see the DC1 on 192.168.10.200 via the PrivateNet1 then a second rule was added to prevent ping. Figure 53 below shows the result aging using ping -t 192.168.10.200
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Figure 53

There is another way to block both networks , this would be to create a network but leaving  the IP address in the destination blank so all addresses would be blocked using the ICMP protocol.

[bookmark: _Toc102040975]Filter 2
[image: Graphical user interface, text

Description automatically generated]
Figure 54
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Figure 55

Figures 54 and 55 show the rules on the outBound filter on DC1. Both port 20 and 21 have been blocked. 21 is the standard port for FTP however 20 can be used for active FTP. Again, due to the limitations of the report authors machine it is not possible to demo the results of the filter. But as the packet first needs to go through DC1 then the outBound rule will apply before the traffic is sent to DC2 where the FTP service is living. The filter could be added to DC2 but as we are only looking at blocking traffic from PrivateNet1 then adding the rule closest to where it is needed is considered best practice.

[bookmark: _Toc102040976]Filter 3
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Figure 56
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Figure 57
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Figure 58

Filter 3 requires a filter to block only one IP address 192.168.1.1 from accessing the FTP service on DC2. Figures 56 and 57 show the filter being created and this time a Source IP was used in the setup. Figure 58 then shows these filters dropping all traffic from this IP address on the two ports 20 and 21. 
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	Network administrators have several roles to perform when it comes to looking after a network. One of the hardest parts is making sure that data is kept safe and strong passwords can help with this. If we use the CIA triad a strong password can help with 3 sides of the triangle. As computers are getting faster it is easier for hackers to brute force a password. According CESG (the information arm of GCHQ) [2] there are several things that can be looked when creating a strong password policy.
1. Do not use common words , if they are used do not swap o for 0 or 1 for i.
a. Example 1deapad or N0rth3nR3alms, even though the second one looks strong hackers are aware letters are changed to numbers so when attacking they will incorporate this into the attack.
2. Do not allow users to use the same password over and over.
a. Example LetMeIn1 , then LetMeIn2 and so on.
There are other items that can be looked at , in the past it was considered best practice to force a user to change their password after a set period like 30 , 60 or 90 days. It is now believed this is bad practice as it places an unnecessary burden on the user [3]. The recommendation is now to leave a password set and only force a change if it compromised.
So based on the NCSC and document from GCHQ these are the recommendations for  a sound password principle within an Enterprise Network.
1. Create a list of common passwords that should not be used by the users.
2. Password does not need to be reset every period.
3. When a new user is created, a temporary password is provided to user and must be changed straight away.
4. Passphrases must be mentioned to the users.
a. Example – At 2pm I listen to Wyatt on Plant Rock the password could be At2PM1List3nToWyatt!PR
5. Make sure the password does have capitals , numbers, and special characters in it.
6. If  an incorrect password is entered a number, then the account should be locked and investigated.
7. Use single sign on if possible. 
a. In our example network we have an FTP server created and a new account was created for login to use it. Best practice would be to enable SSO so the user would not need to create and remember another password. 
8. Move authentication for internal system over to another secure system such as Office 365 via Azure. 
a. If there are internal systems where a user needs to enter a username and password, then suggest creating an enterprise application and using forcing Office 365 SSO and Multi Factor Authentication. 


[bookmark: _Toc102040979]Failover Clustering 

	A failover cluster is a group of computers that work together to make sure a that if a server goes down another server is in its place to take over. It come be that the server that needs this type of server could be hosting an important public facing website of IIS or an SFTP server that needs to be on-line 24 hours. Fail over cluster is split between two types :-
High Availability (HA) and Continuous Availability (CA). 
Fail over cluster is normally used to keep a services up and running however as mentioned in Windows Server 2019 Administration on page 351 [4] there is another type called Load Balance clustering which is designed that is an entire server goes down then it`s “Heart beat” is watched and if it disappears then traffic is switched to the backup server. In this report we will focus on Failover clustering.
As mentioned above there are two type HA and CA.
HA shares data among the servers in the cluster so if one is removed then the other will just continue working. This process could be used for large database which could be on another server. In HA only the commands are shared.

CA requires a copy of the original server to be on the other servers. And commands are executed on one server until that server fails.
As per any role on a server Failover cluster is setup via the Server management console. 
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Figure 59
In our demo network both NWT-DC1 and NWT-DC2 are configured as Domain Controls and setting up a Failover cluster is not recommended on a Domain Controller so the option in Features is not shown. Another server was created using HyperV  to demo how the failover cluster is created as shown in Figure 59. Guidance was followed from the official Microsoft site. [5]
The feature needs to be installed on all servers that are to be in the cluster. Once the feature is installed the user can then continue to setup the cluster via the Failover Cluster Manage console plugin. Within the setup wizard the user will be asked which servers or nodes are part of the cluster again this feature must be installed on all the nodes that need to be part of the cluster. 
Before setting up the cluster it is recommend Validating the cluster by running serval tests on each server to make sure they are capable of being part of the cluster. Again, following the guidance [5]. Running the tests on our new test server MILLDC1 they failed as the server was bound to a domain which is one of the prerequisites for a failover cluster. 
However, in an enterprise network the nodes / servers would be bound, and setup could continue.
The flow of the setup is as follows. 
1. Run the validation on the nodes using the Validate Configuration Wizard
2. If the nodes pass Cuse the create cluster option
a. Select the nodes that are to be in the cluster
b. Select the node that will administer the cluster this will be entered into AD as a CNO cluster named object.
c. Then the confirmation screen which will create the cluster.
Once the cluster is created a role can then be assigned to it. The following table is copied from the guidance on Microsoft`s site [5].
	Clustered Role
	Role or Feature Prerequisite

	Namespace Server
	Namespaces (part of File Server role)

	DFS Namespace Server
	DHCP Server role

	Distributed Transaction Coordinator (DTC)
	None

	File Server
	File Server role

	Generic Application
	Not applicable

	Generic Script
	Not applicable

	Generic Service
	Not applicable

	Hyper-V Replica Broker
	Hyper-V role

	iSCSI Target Server
	iSCSI Target Server (part of File Server role)

	iSNS Server
	iSNS Server Service feature

	Message Queuing
	Message Queuing Services feature

	Other Server
	None

	Virtual Machine
	Hyper-V role

	WINS Server
	WINS Server feature




[bookmark: _Toc102040980]Network Policy 
A network police is a document that is written to ensure all staff are aware of the polices of the company. Sometimes there are two version written, one for IT staff which is a more technical document such as the one in Appendix 1. Another version would be written for staff and would be included in their welcome pack when they start.

The policy should be an evolving document so when new services are added to the network then they are also added to the document. Normal only a small number of people should be able to write to the document to control the information written in it. 
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Nosstask group network policy.



[bookmark: _Toc102037648]Introduction
	
	This policy is designed to give an overview of the network with in the NossTask group. Covered below are all the main aspects of the network and any security policies.

[bookmark: _Toc102037649]Architecture

The main core of the network consists of two domain controllers NWT-DC1 and NWT-DC2 and these are connected via public network on 192.168.10.xxx. 
NWT-DC1 is a physical based at site 1 and NWT-DC2 is also physical and based at site 2 with a fibre connection between both sites providing the public network.
At each there is also an internal Private Network, site 1 range is 192.168.1.xxx and site 2 is 192.168.11.xxx

Public Network
NWT-DC1	-	IP Address	-	192.168.10.200
NWT-DC2	-	IP Address	-	192.168.10.201
NWT-VM-SQL1	-	IP Address	-	192.168.10.202

Private Network
Site 1
NWT-DC1	-	IP Address	-	192.168.1.1
Client machines	-	IP Address 	-	192.168.1.2 – 192.168.1.253
Client machines are assigned an IP address via the DCHP service on NWT-DC1

Site 2 
NWT-DC2	-	IP Address	-	192.168.11.1
NWT-VM-SQL1	-	IP Address	-	192.168.11.2
Client machines	-	IP Address	-	192.168.11.2 – 192.168.11.253
Client machines are assigned an IP address via the DCHP service on NWT-DC2

Server NWT-DC2 will also host the corporate website via the Internet Information Services on http://nosstask , this will run on port 80 and will use Single Sign on for access. The sites database will be on NWT-VM-SQL1 which is a virtual server running on NWT-DC2. The site will also be the start page for all users.

[bookmark: _Toc102037650]Server specifications
OS – Windows Server 2019	-	End of life January 9th, 2024
Ram – 16Gb
NWT-DC1 HDD1 for OS		- 	500Gb
NWT-DC1 HDD2 for shares	-	4Tb via Raid 10
NWT-DC2 Hdd1 for OS		-	500Gb
NWT-VM-SQL for OS		-	500Gb
NWT-VM-SQL1 for data		-	4Tb via Raid 10
Dual 1gb network cards
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[bookmark: _Toc102037653]Organizational units
	All_Staff
	All members of staff are to be placed in this OU.
	Domain Controls
	All DC will be placed in this OU
	Service_Servers
	Any server that provides a service will be placed in this OU (such as NWT-VM-SQL1)
	ALL_WorkStations
	All computers connected to the network that are not DC`s or Service machines to be placed in this OU.

This is to be done so that policies such as updates and upgrades can be targeted. 

[bookmark: _Toc102037654]

Security groups

	All_Office_Staff
	All staff to be added to this security group.
	IT_Staff
	All IT Staff to be added to this group , so levels of admin access can be applied.
	IT_Admins
	Any IT admin officers must be added to this group for extra Admin rights.
	FTP_USER
	This security group will control access to the FTP service on NWT-DC2.
	Web_Developers
	Any web developers need to be added to this group for access to IIS on NWT-DC2
	FTP_USER_Machines
	Any host machine that needs access to the FTP service will be added here. 
	Web_Developers_Machines
	Any host machine that needs access to IIS on NWT-DC2 will be added here.

Any user that needs to be added to a certain Security Group needs to log a helpdesk call with their managers approval.
[bookmark: _Toc102037655]


Group polices
[bookmark: _Toc102037656]	Domain Polices
	DefaultPasswordPolicy	-	Set the default password policy for all staff.
		Min length – 8 characters
		Must include – number and special character
		Must not be in the common password list
		Must not include username , first name or surname
		Does not expiry
		Must enrol in Multi Factor Authentication
	
	 

[bookmark: _Toc102037657]	Computer Polices
	DefaultHomePage	-	Sets home page to http://nosstask on all machines.
	DefaultDesktopBackGround	-	Sets the background of all machines to corp image.


[bookmark: _Toc102037658]	User Polices
	BlockCPAccess	-	Block access to the control panel and system settings
	BlockCMDAccess - 	Block access to the command prompt.
[bookmark: _Toc102037659]



Security Officer

The current security officer is Kirsty Ball , she will be responsible for all the security issues within the network. All changes must be approved by the corporate management team and a change control logged. Any effected users must be informed before a change is made to the system. 
[bookmark: _Toc102037660]Security policies

Using the Routing and Remote Access service the following rules will used.
1. Clients’ machines will not be able to ping via ICMP the two Domain Controllers.
2. To further improve the security of the FTP service only certain hosts will be allowed access using the security group FTP_USER_Machines.
3. Any machine that needs access to the IIS service will be added here.

Any user that requests a machine to added to rules 2 or 3 must log a helpdesk call with their managers approval.

[bookmark: _Toc102037661]Security monitoring

Any security or permission-based requests will be passed to the security officer so they can check that they comply with this document. 

Any account lock outs will be investigated by the security officer.
Any new services created will need to be added to this document.
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