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Introduction
Overview: This is a guide on how I created four virtual machines for two servers and two clients annotated by screenshots. I was using Virtual Box type 2 Hypervisor.
1. Report - Part 1 [pages 3 to 6]:
1.1. Creating the VM’s [page 4];
1.2. Installing the server and client [page 5];
1.2.1. Installing Windows server [page 5];
1.2.2. Installing Windows seven [page 6];
2. Constructing two private subnets and one public subnet - Part 3 [pages 6 to 7]:
2.1. Static I.P Addressing [page 7]
3. Installing a domain controller [pages 8 to 10];
3.1. Using DCPromo [page 8 to 9];
· Name of forest (forest creation);
· Where Sysvol is stored;
3.2. How to create objects [page 9];
·  Users;
· Computers;
· Access Levels (organizations);
· Domain Control Admins;
3.3. How to join the client PC to the domain [page 10];
4. Part 4 - Install DHCP Server [pages 11 to 13]:
4.1. Using Server Manager to install DHCP;
4.2. DHCP Scopes;
4.3. Changing IP’s from static to DHCP enabled (dynamic)
4.4. Settings of interest;
4.5. Demo of DHCP working;


1 Report Overview
Within this report, I will be using Virtual Box type two hypervisor to create two servers and two clients. The two servers will both have different uses, one for all users to connect to the public network and the second for private users to connect to the private network – this is so that certain users or computers might need to use a separate network for their own reasons and this could be for example: a network for users to use certain features that does not compromise data from the other network; the both clients will be connected to the public network but one of those clients will also have access to the private network.
The servers will be using Windows Server 2008 r2 and the clients will be using Windows 7 Home Premium. I had created a Virtual Machine (VM)
[image: ][image: ]


1.1 Creating the Virtual Machines
Before I had to set-up Windows on the client and the server, I needed to create the virtual machines. I assigned 4MB (4000) to our Virtual Machine and created a Virtual hard disk.
[image: ][image: ]
Then I assigned the Virtual Machine to have 20GB of data and I then used a format of VDI (VirtulBox Disk Image) and made it Dynamically Allocate storage.
[image: ]
I then moved the Processors to two from one.
[image: ]

1.2 Installing the server and the client
In the following images, I will show you how we installed the client computer and the server. The client was using Windows 7 Home Premium and the server was running Windows Server 2008 r2.
1.2.1 Installing Windows Server 2008 r2.
The was running Windows Server 2008 r2, 64bit using and we installed the Operating System using an IsO -- this is a disk copy of the actual Operating System.
[image: ]
After starting the machine, I go through the normal set-up process by naming the machine, allocating storage and setting a password.
[image: ][image: ][image: ]


1.2.2 Installing Windows 7 Home Premium.
Installing Windows 7 has the exact same process as it is installing Windows Server 2008 r2, the only difference is that the Home Premium will have less features to the Server such as DHCP installers.	Comment by John Rees: Set up looks OK.
2 Constructing two private and one public subnets
For the two servers and two clients I will be creating, server one and server two. Server one will be our public network and server two will be our private network. Due to them both being on the same domain controller and for us to have the ability to dynamically allow certain users and computers to have access to these different network adapters via the Group Policy of which we can set – I will be able to have certain users/computers the ability to connect to the private network and also having everyone else to have access to the public network – this will be done using different Virtual Switche (vSwitch) settings.
[image: ][image: ]


2.1 Static I.P Addresses
A static I.P address is an address defined by a user, this can happen for reasons such as: the device is a printer, the device is required to retain said I.P address for programs to run correctly, to device always needs access to the network, etc; but with that said I will be using a static I.P for my clients so I can get the networks working before I make them dynamic. On the public network, my I.P format will be “192.168.0.???” and my private network will be “192.168.1.???”.  I will now attempt to ping the server from client one on the private network.
[image: ]
As you can tell, the request timed out and this is because the networks have not correctly been set-up. To ensure they have, I have disabled the servers Windows Firewall and sorted out the network adapters. Now I get a response from the server indicating that the networks are now connected.	Comment by John Rees: OK, but doesn’t exercise the full range of connections.
[image: ]

3 Installing a domain controller
A domain controller main role is to authenticate users by checking logins, allowing the management of users, protecting the network and offering security to the domain by preventing users from preforming certain actions and locking unauthorised persons out.
3.1 Installing DCPromo
[image: ][image: ][image: ]


I have named my Forest bryan.ac.uk and the install of my Sysvol is under the Windows folder. Once I have completed the set-up, I will have access to the organizations for users, computers and policies.
[image: ][image: ]
3.2 Creating Objects
Within Active Directory, I can create objects and these objects are under folders known as Organizations so Users and Computers with certain roles can be ordered correctly.
[image: ]


3.3 How to join the client to the domain
Once I am happy with the order of everything, I can now go to my computers and input the domain of my network. By doing this, whenever the machine starts up it will always attempt to find the domain and if found obtain a local I.P address	Comment by John Rees: The screenshot doesn’t demonstrate successful connection to the domain.
[image: ]



4 Instal DHCP Server
Dynamic Host Configuration Protocol (DHPC) which is an automated feature that give clients on the network a dynamic I.P address. This address will be from a pool of addresses the domain administrator defined, the range can be from 1 to 54 and will then start from 60 to 224 for example. The numbers between 54 and 60 will be for devices like printers and/or computers that always need a connection to the server – with that said this does not apply any every situation and a domain administrator might not restrict certain I.P addresses.
4.1 Using Server Manager to install DHCP
Using the DHCP wizard, I have defined my two networks I would like DHCP to dynamically give I.P addresses for, further into the wizard I did not set any restrictions, instead I allowed DHCP to pick the client an I.P address between 2 and 254.
[image: ]


4.2 DHCP Scopes
DHCP Scopes are ranges that the server will issue an I.P address to a user. Anything between the two can be given if not given already and certain ranges can be restricted so it will not give I.P addresses from those points.
[image: ][image: ]
4.3 Changing I.Ps from Static to DHCP enabled (dynamic)
To change the I.P address from static to dynamic is rather simple – I set the “Preferred DNS Server” to the server and then it is sorted and on restart the server will give you a new I.P address if you have not got one and if your lease runs out it will auto give you another one.
[image: ]


4.4 Settings of interest
Group Policy is a setting of interest for any one running a domain with users because setting it so normal users cannot access the Command Prompt or create certain files is something you should consider – this is dynamic of the environment you are in.
4.5 Demo of DHCP
Once I have done all of the above is done, I went to the Command Prompt on the server and types “ipconfig/all” and within the screenshot you can see that “DHCP Enabled” is yes.	Comment by John Rees: Your shown IP address allocated isn’t in the range of your DHCP as you have shown it.
[image: ]
Conclusion
[bookmark: _GoBack]In conclusion, you can go wrong in many of these steps, by not allocating the correct amount of I.P addresses for the number of computers you expect to use the network or by allowing users access to feature they should not have access to such as Command Prompt. With that said, creating a domain and allocating dynamic I.P addresses are rather simple, and Windows effectively walks you through it.
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