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ANSWER ALLQUESTIONS

1. With a use of a topology
a. Explainthe importance of STP protection mechanisms. (12 marks)
(Answer a) : 
· Protection mechanisms are used to enforce selected security policies for the various users on the system. Without a protection mechanism it would be impossible to present individual user from having full access to the  system, remove programs and make other major changes without restriction the computer administrator can restrict the right of individual users classifying some as limited or restricted users with comparably fewer right compared to administrators. In the absence of a working protection mechanism, will no longer be able to decide who should , who not should have access to files and permission on computer. 

b. Design a best suiting network topology to accommodate static route, floatingstatic route and static null routes. Justify your design with appropriate network details. (13 marks)


2. Briefly explain
a. Route Summarization in EIGRP.(5 marks)

   ( Answer  a.)   Route Summarization is a method of representing multiple network with a single summary address. It is often used in large networks with many subnets because it reduce the number of routes that the routers must maintain and minimize route update. There are two types of method for summarizing router exist.
(1) Automatic summarizing. 
(2) Manual summarizin.

b. Discuss common OSPF Optimization techniques.(7 marks)
 (Answer b.)
                > Almost every network require tuning based on the equipment, technical requirements or a varity of other common concepts involved with tuning of an OSPF network. 
OSPF assigns the OSPF link cost for an interface using formula.

Table 8-8:
              INTERFACE TYPE : OSPF COST 
              T1                           :64
              ETHENIC               :10
              FAST ETHENIC     :1
              GIG ETHENIC       :1
              10 GIG                   :1
                    >The default reference bandwidth is 100MBPS. Table 8-8 provide the OSPF cost for common network interface type using the default reference bandwidth.

                 >The command auto-cost reference bandwidth –in-MBPS changes the references bandwidth for all OSPF interface associated with process.
                >The OSPF cost can be set manually with that command IP OSPF cost 1-653 undeneath the interface .
           
               Cost =              Reference Bandwidth
                                       Interface Bandwidth
                          
c. Explain the LSA types in OSPF (8marks)

(Answer C) : There is a six types of LSA in OSPF.
                      Type 1: Router LSA 
· Every OSPF routers advertises a type 1 LSA 
· Router LSA are the essential building blocks within the LSA

            Type 2 : Network LSA 

· Network LSA represents a multi-access network segment that uses . DR
· THE DR has not been elected a Network LSA is not present in the LSDD because the corresponding type 1 transit link type is a stuble.

          Type 3 :Summary LSA 
· Network prefixes originating from a different area .

          Type 4 : ASBR Summary 
· Summary LSA for a specific ASBR 

           Type 5: AS external LSA 
· Advertises LSA for routes that have been redistributed .

           Type 6: NSSA external LSA
· Advertises redistributed routes in NSSAS. 

d. Authentication, Authorization and Accounting Framework and its use cases. (5 marks)

(Answer d) :      
· Authentication : Authentication is the process of recoginizing a user identify different type of credentials a ascertain a user identify. The credential provided are compared to those on a file in a database of the authorised user information on a local operating system .
· Authorization : Authorization is the function of specifying access rights to resources of which is related to general information security , computer security and to access control in particular.
· Accounting Framework: An Accounting Framework is a published set of criteria that is used to measure ,present , recognize as well as disclosed the information appearing in an enitity financial statement.

3. ABC Multinational company is planning on setup its branches in Wales. Initially, they propose to set up two branches (one at Swansea and another at Cardiff). You have successfully complete this new setup. The key objectives of your design must provide

· Secure scalable network 
· Efficient network manageability
· High Availability
· Secured Remote Access

Your answer must address (not limited to) the technical aspects (LAN/WAN design, topology, architecture, choice of devices, redundancy, technologies, implementation, etc) addressing the key objectivesincluding planning, designing, project management, risk assessments, etc(50 marks)
(Answer 3): 
· Secure scalable network : Secure network isolation is critical modern internet service. To date,network operators have created a logical network of distributed system to provide communication isolation between different parties .
· Efficient network manageability :to rapid increasein network traffic in modern day data centres in quite acknowledged with big companies expanding over large geographical area .
· High Availabity:  high availabity is the ability of a system to operate continuously without failing for designated periods of time
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