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Abstract

	A report on IOT and IIOT its existing markets examples of know security issues encountered via IOT devices. Efforts to mitigate against being exploited. An overview of some services to provide protection to IOT by cloud hyperscale services. Consumer level protection and government guidelines in collaboration with manufacturers. Further growth for IOT in the consumer market. Faster cellular networks and the growth of IOT . The influence of industry and academia to assist the hobbyist market.
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Initial brief

Internet of Things has been around since 1980s. The technological growth has made the IoT to grow faster in recent times. Smart Home or Home Automation is one of the IoT concepts that is on rise with consumers. It is simply connecting things (home appliances) to the Internet and control them from anywhere anytime using Apps on smart phones or web interface

The first part of the assignment is intended to allow students to conduct research on related work in the field of Internet of Things and Smart Home Concepts. Apply this knowledge to critically analyse various technologies that are currently available on the market and the security issues associated with them.  

[bookmark: _Toc41400882]Existing Markets

Gartner predicted that the Internet of Things was expected  to grow to over 5.8 billion endpoints be the end of 2020 [1] . A breakdown of the industrial sectors is contained in the table below.


		Segment
	2018
	2019
	2020

	Utilities
	0.98
	1.17
	1.37

	Government
	0.4
	0.53
	0.7

	Building Automation
	0.23
	0.31
	0.44

	Physical Security
	0.83
	0.95
	1.09

	Manufacturing & Natural Resources
	0.33
	0.4
	0.49

	Automotive
	0.27
	0.36
	0.47

	Healthcare Providers
	0.21
	0.28
	0.36

	Retail & Wholesale Trade
	0.29
	0.36
	0.44

	Information
	0.37
	0.37
	0.37

	Transportation
	0.06
	0.07
	0.08

	Total
	3.96
	4.81
	5.81





  
The largest predicted growth being in the Utilities market with utility companies rolling out smart meters to both commercial and residential clients. Followed by physical security building intruder prevention and internal surveillance cases. While the automotive and health care markets are predicted to go by roughly 30%.

Microsoft Insight 2019 End to End Security for IOT [2] seminar highlighted that 94% of business would be using IOT by the end of 2021 generating over $130 billion in new revenue and that 80% of companies saw an increase in revenue when they introduced IOT.


[bookmark: _Toc41400883]Security
However, with a predicted 80 billion connected “things” by 2025 producing of 180ZB of data there already has been noted an increase in IOT targeted exploits.  Kaspersky Labs State of IOT security 2018 report on recorded attacks on their IOT honeypot saw a significant increase.

	Year
	Recorded Attacks

	2016
	3219

	2017
	32614

	2018
	121588


 
In 2016 the Mirai Botnet affected resulted in a distributed denial of service attack on the DNS provider Dyn. [3] This attack focused on devices that were accessible over the internet that were protected with weak security credentials, using a small dictionary attack of at least 62 usernames and passwords of the most commonly used default credentials for IOT devices. The botnet was easily able to infect over 100K devices.

Whilst the above is botnet attack was wildly dispersed specific attacks against on organization have seen a growing trend of attacks come from unsecured IOT devices. Accessing a casio’s database via an unsecured IOT thermometer attached to a fish tank in the hotel lobby may appear to be from a Hollywood movie [4] .Darktrace the organization who highlighted the issue identify IOT as an emerging threat, conveniently  have a range of products in the market to help address the issue. 

[bookmark: _Toc41400884]Mitigation against attacks
With both of these types of attacks there are a number of steps that can be taken to help mitigate against this occurring again. The following ‘tips’ [3]from Symantec can be applied in both commercial and domestic situations: -

· Research the capabilities and security features of an IoT device before purchase
· Perform an audit of IoT devices used on your network
· Change the default credentials on devices. Use strong and unique passwords for device accounts and Wi-Fi networks.
· Use a strong encryption method when setting up Wi-Fi network access (WPA)
· Disable features and services that are not required
· Disable Telnet login and use SSH where possible
· Disable Universal Plug and Play (UPnP) on routers unless absolutely necessary
· Modify the default privacy and security settings of IoT devices according to your requirements and security policy
· Disable or protect remote access to IoT devices when not needed
· Use wired connections instead of wireless where possible
· Regularly check the manufacturer’s website for firmware updates
· Ensure that a hardware outage does not result in an unsecure state of the device

Whilst a commercial organization may have resources to ensure appropriate devices are procured, installed, and maintained the above examples highlight that this is not currently easily practiced.

In a consumer market where many consumers are not aware of the underlying risks, following even the most basic of steps to secure a device can appear to be a daunting prospect. This could lead to the exposure of personal information, or importantly to the manufacturer the loss of a sale if deemed too difficult to implement or litigation if there is no provision to assist in good security practice [5]. 


[bookmark: _Toc41400885]Cloud level security.
Various providers have started to produce solutions that can help address short comings of longer term management and the support of older legacy devices that are not fully capable of meeting current security needs especially within the Industrial Internet of Things or IIOT market. Proactively monitoring IOT devices for security vulnerabilities such as known passwords, week encryption algorithms, out of date firmware and enabling services to securely authenticate and share data for further processing. AWS IoT [6] and Microsoft Azure IoT Hub [7] are two such examples where solutions can be scaled up from a single device posting a few thousand updates a day for free, to huge deployment servicing millions of devices and billions of messages.  

[bookmark: _Toc41400886]Consumer level protection
Recognising the need to produce a set a standards to help consumers, business and manufacturers in the UK the Department for Digital, Culture Media & Sport have produced a UK code of practice for Consumer IoT Security coupled with this they have produced a report where excising suppliers have already address these practices within their own procedures and products  [8] the guidelines are as follows [9]:-

1. All IoT device passwords shall be unique and not resettable to any universal factory default value.
2. All companies that provide internet-connected devices and services shall provide a public point of contact as part of a vulnerability disclosure policy in order that security researchers and others are able to report issues. Disclosed vulnerabilities should be acted on in a timely manner.
3. Software components in internet-connected devices should be securely updateable. Updates shall be timely and should not impact on the functioning of the device. An end-of-life policy shall be published for end-point devices which explicitly states the minimum length of time for which a device will receive software updates and the reasons for the length of the support period. The need for each update should be made clear to consumers and an update should be easy to implement. For constrained devices that cannot physically be updated, the product should be isolatable and replaceable.
4. Any credentials shall be stored securely within services and on devices. Hard-coded credentials in device software are not acceptable.
5. Security-sensitive data, including any remote management and control, should be encrypted in transit, appropriate to the properties of the technology and usage. All keys should be managed securely.
6. All devices and services should operate on the ‘principle of least privilege’; unused ports should be closed, hardware should not unnecessarily expose access, services should not be available if they are not used and code should be minimised to the functionality necessary for the service to operate. Software should run with appropriate privileges, taking account of both security and functionality.
7. Software on IoT devices should be verified using secure boot mechanisms. If an unauthorised change is detected, the device should alert the consumer/administrator to an issue and should not connect to wider networks than those necessary to perform the alerting function.
8. Where devices and/or services process personal data, they shall do so in accordance with applicable data protection law, such as the General Data Protection Regulation (GDPR) and the Data Protection Act 2018. Device manufacturers and IoT service providers shall provide consumers with clear and transparent information about how their data is being used, by whom, and for what purposes, for each device and service. This also applies to any third parties that may be involved (including advertisers). Where personal data is processed on the basis of consumers’ consent, this shall be validly and lawfully obtained, with those consumers being given the opportunity to withdraw it at any time.
9. Resilience should be built in to IoT devices and services where required by their usage or by other relying systems, taking into account the possibility of outages of data networks and power. As far as reasonably possible, IoT services should remain operating and locally functional in the case of a loss of network and should recover cleanly in the case of restoration of a loss of power. Devices should be able to return to a network in a sensible state and in an orderly fashion, rather than in a massive scale reconnect.
10. If telemetry data is collected from IoT devices and services, such as usage and measurement data, it should be monitored for security anomalies.
11. Devices and services should be configured such that personal data can easily be removed from them when there is a transfer of ownership, when the consumer wishes to delete it and/or when the consumer wishes to dispose of the device. Consumers should be given clear instructions on how to delete their personal data.
12. Installation and maintenance of IoT devices should employ minimal steps and should follow security best practice on usability. Consumers should also be provided with guidance on how to securely set up their device.
13. Data input via user interfaces and transferred via application programming interfaces (APIs) or between networks in services and devices shall be validated.


[bookmark: _Toc41400887]Growing consumer demand for IOT.
Industrial, health, transport et al are all important markets however there has been a rapid growth in consumer enabled services. With over 500 million Siri enable devices, 100 million Alexa devices and over 50 million Google homes sold. The voice enabled assistant has a massive user base. As users become more comfortable with these devices there are a plethora of devices available to retrofit existing homes with ‘Smart’ devices to control power, lighting and heating as the consumer becomes more comfortable or confident in the technology.


[bookmark: _Toc41400888]Faster cellular networks
The growth of mobile devices is closely linked to the growth of faster mobile data whilst many legacy IIOT devices will work of earlier generation networks new technologies are reliant on there being at least a 3G connection for transfer of data. Coupled with the faster bandwidth available from the new networks there is also lower latency that can be used to develop solutions with near Realtime applications    

[image: Generations of Mobile Networks]
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In 2005 Massiom Banzi and David Curtielles [10] created Arduino, a self-contained programable micro controller that was easy to connect to relays and motors etc for students and artists to use when creating interactive art design projects.

Recognising that the UK had a diminishing pool of programming talent in the UK the Raspberry Pi Foundation began in 2008 with the first Raspberry PI produced in 2012. A low cost single board computer with an ethernet port and general-purpose IO connector. 

Both of these solutions have been developed further into new faster more powerful versions with a number of competing clones and hardware manufacturers producing solutions to a similar problems in different from factors. Overall,  this market sector  has bloomed with the Raspberry PI  selling over 30 million units [11]. Providing hobbyist with an ecosystem of devices sensors, actuators etc that can be controlled over the internet if required. These two ecosystems utilizing open source software can readily connect to some of the large commercial cloud services mentioned earlier.
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The following report provides details of a prototype build of two NodeMCU devices connected to a several sensors posting updates to a LAMP server . The solution provides environmental reports containing temperature, humidity and soil moisture levels. To help manage the watering of plants within a greenhouse and maintain suitable soil moisture levels.
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Utilising a Raspberry Pi running the Raspbien OS a LAMP server was created to host a MYSQL database running a webserver hosting PHP code.
Two wifi enabled Arduino ESP NodeMCU clones were used to host the sensors .
Connected to each NodeMCU was a capacitive soil moisture sensor a temperature and humidity sensor and a switch relay to turn on a 5v DC water pump.
The system monitors the soil moisture content and when appropriate turns on a  5v DC water pump to ensure the soil did not become too dry but not over water the plant.
The readings from the sensors were uploaded to the web server so tracking of the data could occur sand refinements to watering regimes could be made to limit the over use of water.
The power to the pumps and NodeMCU  units would be via a solar power bank as mains power to site would be difficult to achieve.
 
[bookmark: _Toc45733917]Initial prototype

The initial prototype employed a standard Arduino uno. This worked as planned but lacked wifi capability adding a separate eps32 board detracted from the single board solution that would aid in the project. Without the WIFI element the monitoring of the solution would be problematic however the system could be programmed to be autonomous without relying on internet services.

[bookmark: _Toc45733918]Development of IOT device design.

Utilising WIFI enabled devices permitted greater flexibility in the feedback that the system could offer. Data is collected from the node and uploaded to a webserver where further analysis of the information can take place. Temperature humidity and soil moisture data can be tracked over the course of time and the frequency of measurements can be increased or decreased as required.
However due to the limitations of the device with a limited amount of analogue to digital converters reduced from 4 on a Arduino Uno to 1 on a nodeMCU either a ADC Multiplexer was required or multiple NodeMCUs need to be utilised

[bookmark: _Toc45733919] Arduino Code

The following code was used to program the one of the NodeMCU devices :-

#include <dht.h>
#include <ESP8266WiFi.h>
#include <WiFiUdp.h>
#include <WiFiClient.h> 
#include <ESP8266WebServer.h>
#include <ESP8266HTTPClient.h>
#include <WiFiUdp.h>
#include <ESP8266mDNS.h>
#include <ArduinoOTA.h>
#include <Wire.h>

dht DHT;

#define DHT22_PIN 12
#ifndef STASSID
#define STASSID "**********" //commented out authors private WIFI details 
#define STAPSK  "**********" // commented out authors private WIFI details
#define SLEEP_TIME 60*10
#endif
int status = WL_IDLE_STATUS;
char remoteserver[] = "192.168.0.13";
char sensor_node[]= "Node2";
String postdata1;
String postdata2;
String postdata3;
String postdata4;
String postData;
String postVariable = "temp=";
String postVariable2 = "Humidity=";
String postVariable3 = "Moisture=";
float Temperature;
float Humidity;
int IN1 = 13;

//set a fixed IP address apply parameters
IPAddress ip(192, 168, 0, 21);
IPAddress dns(192, 168, 0, 1);
IPAddress gateway(192, 168, 0, 1);
IPAddress subnet(255, 255, 255, 0);

WiFiClient client;
const char * ssid = STASSID; // your network SSID (name)
const char * pass = STAPSK;   // your network password
String page = "";


int soilMoistureValue = 0;
bool ota_flag = true;
uint16_t time_elapsed = 0; 
ESP8266WebServer  server(80);

void setup()


        {


          pinMode(IN1, OUTPUT);
          digitalWrite(IN1, LOW); //ensure pump is off
          Serial.begin(115200);
          Serial.println();
            // We start by connecting to a WiFi network

            Serial.print("Connecting to ");
            Serial.println(ssid);
            WiFi.hostname("Node1");
            WiFi.mode(WIFI_STA);
            WiFi.config( ip, dns, gateway, subnet);
            WiFi.begin(ssid, pass);

              while (WiFi.status() != WL_CONNECTED) {
              delay(500);
              Serial.print(".");
              }
              Serial.println("");
    
              Serial.println("WiFi connected");
              Serial.println("IP address: ");
              Serial.println(WiFi.localIP());
            
              
              
              
              Serial.print("SSID: ");
              Serial.println(WiFi.SSID());
              IPAddress ip = WiFi.localIP();
              IPAddress gateway = WiFi.gatewayIP();
              Serial.print("IP Address: ");
              Serial.println(ip);

                server.on("/", handle_OnConnect);
                server.onNotFound(handle_NotFound);

  server.begin();
  Serial.println("HTTP server started");
                  
          Serial.println("\tHumidity (%),\tTemperature (C)");
          page = "<h1> Simple NodeMCU web server</h1> <h4>client.print(Wifi.localIP())</h4>";
        
         //ArduinoOTA.setHostname("myesp8266n1")

 
  //Arduino OTA updates
  ArduinoOTA.onStart([]() {
    String type;
    if (ArduinoOTA.getCommand() == U_FLASH) {
      type = "sketch";
    } else { // U_SPIFFS
      type = "filesystem";
    }

    // NOTE: if updating SPIFFS this would be the place to unmount SPIFFS using SPIFFS.end()
    Serial.println("Start updating " + type);
  });
  ArduinoOTA.onEnd([]() {
    Serial.println("\nEnd");
  });
  ArduinoOTA.onProgress([](unsigned int progress, unsigned int total) {
    Serial.printf("Progress: %u%%\r", (progress / (total / 100)));
  });
  ArduinoOTA.onError([](ota_error_t error) {
    Serial.printf("Error[%u]: ", error);
    if (error == OTA_AUTH_ERROR) {
      Serial.println("Auth Failed");
    } else if (error == OTA_BEGIN_ERROR) {
      Serial.println("Begin Failed");
    } else if (error == OTA_CONNECT_ERROR) {
      Serial.println("Connect Failed");
    } else if (error == OTA_RECEIVE_ERROR) {
      Serial.println("Receive Failed");
    } else if (error == OTA_END_ERROR) {
      Serial.println("End Failed");
    }
  });
  ArduinoOTA.begin();
  Serial.println("Ready");
  Serial.print("IP address: ");
  Serial.println(WiFi.localIP());

  server.on("/restart",[](){
    server.send(200,"text/plain", "Restarting...");
    delay(1000);
    ESP.restart();
  });

  server.on("/setflag",[](){
    server.send(200,"text/plain", "Setting flag...");
    ota_flag = true;
    time_elapsed = 0;
  });

  server.begin();

  server.on("/", handle_OnConnect);
  server.onNotFound(handle_NotFound);

  server.begin();
  Serial.println("HTTP server started");
          
  }
void loop(){
//code to handle OTA updates
 if(ota_flag)
  {
    uint16_t time_start = millis();
    while(time_elapsed < 15000)
    {
      ArduinoOTA.handle();
      time_elapsed = millis()-time_start;
      delay(10);
    }
    ota_flag = false;
  }
  
  //digitalWrite(2, !digitalRead(2));
  //delay(1000);

  
  //server.begin();
  server.handleClient();
  // READ DATA
  //Serial.print("DHT22, \t");
  int chk = DHT.read22(DHT22_PIN);
  switch (chk)
  {
    case DHTLIB_OK:  
    //Serial.print("OK,\t"); 
    break;
    case DHTLIB_ERROR_CHECKSUM: 
    //Serial.print("Checksum error,\t"); 
    break;
    case DHTLIB_ERROR_TIMEOUT: 
    //Serial.print("Time out error,\t"); 
    break;
    default: 
    //Serial.print("Unknown error,\t"); 
    break;
  }

 postData = postVariable + DHT.temperature, 2;
 soilMoistureValue = analogRead(A0); 

//moisture monitoring and pump control

 if (soilMoistureValue > 800)
    {
      Serial.println("Dry");
      digitalWrite(IN1, HIGH);
      Serial.println("turn Pump On");
      delay(20000); //time the pump is on for
      digitalWrite(IN1, LOW);
      
    }
 if (soilMoistureValue < 800 && soilMoistureValue > 450)
  {
      Serial.println("Moist");
      digitalWrite(IN1,LOW);
      Serial.println("pump off");
      delay(1000);
  }
  if (soilMoistureValue < 449)
    {
      Serial.println("Very Wet");
        digitalWrite(IN1,LOW);
      Serial.println("pump off");
      delay(1000);
    }
  
  //Display.print("Moist..Read:");
  //Display.println(soilMoistureValue);
  //Display.println();
    postdata1= (postVariable + DHT.temperature,2);
    postdata2= (postVariable2 + DHT.humidity,2);
    postdata3=  (postVariable3 + soilMoistureValue);
    //postdata4= (postVariable4 + sensor_node);

   postData = (postVariable+DHT.temperature +" " +DHT.humidity + " " + soilMoistureValue +" " + sensor_node);
  //Display.println(postData);
  Serial.print(postData);

  if (client.connect(remoteserver, 80)) {
    client.println("POST /garden/post2.php HTTP/1.1");
    client.println("Host: 192.168.0.13");
    client.println("Content-Type: application/x-www-form-urlencoded");
    client.print("Content-Length: ");
    client.println(postData.length());
    client.println();
    client.print(postData);
  }
 if (client.connected()) {
    client.stop();
 }
  
  // DISPLAY DATA
  Serial.println(postData);
  Serial.print(DHT.humidity, 1);
  Serial.print(",\t");
  Serial.println(DHT.temperature, 1);
  server.handleClient();
  delay(5000);
 


server.on("/", [](){
  server.send(200, "text/html", page); 
});

}

void handle_OnConnect() {

  Temperature = DHT.temperature,2; // Gets the values of the temperature
  Humidity = DHT.humidity,2; // Gets the values of the humidity 
  soilMoistureValue = analogRead(A0);
  server.send(200, "text/html", SendHTML(Temperature,Humidity,soilMoistureValue)); 
}

void handle_NotFound(){
  server.send(404, "text/plain", "Not found");
}

String SendHTML(float Temperature,float Humidity, int soilMoistureValue){
  String ptr = "<!DOCTYPE html> <html>\n";
  ptr +="<head><meta name=\"viewport\" content=\"width=device-width, initial-scale=1.0, user-scalable=no\">\n";
  ptr +="<title>Node 2 sensor report</title>\n";
  ptr +="<style>html { font-family: Helvetica; display: inline-block; margin: 0px auto; text-align: center;}\n";
  ptr +="body{margin-top: 50px;} h1 {color: #444444;margin: 50px auto 30px;}\n";
  ptr +="p {font-size: 24px;color: #444444;margin-bottom: 10px;}\n";
  ptr +="</style>\n";
  ptr +="</head>\n";
  ptr +="<body>\n";
  ptr +="<div id=\"webpage\">\n";
  ptr +="<h1>NodeMCU Greenhouse sensor 2</h1>\n";
  
  ptr +="<p>Temperature: ";
  ptr +=(int)Temperature;
  ptr +=" c</p>";
  ptr +="<p>Humidity: ";
  ptr +=(int)Humidity;
  ptr +="%</p>";
   ptr +="<p>Soil Moisture: ";
  ptr +=(int)soilMoistureValue;
  ptr +="</p>";
  ptr +="<a href=http://192.168.0.13/garden/data2.php> Data Graph</a>";
  //ptr +="<img src="http://raspberrypi/IMG_230.JPG" alt="family italy">";

  
  ptr +="</div>\n";
  ptr +="</body>\n";
  ptr +="</html>\n";
  return ptr;
}
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Physical overview of sensor cluster 
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	[image: ]
	

5v DC pumps
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Assembly of sensors
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Site testing with two nodes powered by  batteries 
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Active relay enabled to turn on water pump

	[image: ]
	Water pump in operation
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The NodeMCU’s are both running web services and each has been coded to present directly back to the end user a page detailing the current sensor readings:-
[image: ]
NodeMCU1 webserver 
[image: ]
NodeMCU Webserver 


[bookmark: _Toc45733923]PHP Webserver

A Raspberry PI was configured with the Raspbien operating system and a LAMP (Linux Apache MySQL PHP) solution. This server was configured using as a secure web server to host the data that each node uploaded as part of its loop 

	    postdata1= (postVariable + DHT.temperature,2);
    postdata2= (postVariable2 + DHT.humidity,2);
    postdata3=  (postVariable3 + soilMoistureValue);
    //postdata4= (postVariable4 + sensor_node);

   postData = (postVariable+DHT.temperature +" " +DHT.humidity + " " + soilMoistureValue +" " + sensor_node);
  //Display.println(postData);
  Serial.print(postData);

  if (client.connect(remoteserver, 80)) {
    client.println("POST /garden/post2.php HTTP/1.1");
    client.println("Host: 192.168.0.13");
    client.println("Content-Type: application/x-www-form-urlencoded");
    client.print("Content-Length: ");
    client.println(postData.length());
    client.println();
    client.print(postData);
  }
 if (client.connected()) {
    client.stop();
 }




Loop code for posting data from Arduino 1

The PHP code hosted on the remote server with each node called its own page:-
	<?php
$time = date("Y/m/d H:i:s");
//$time = date("d/m/Y H:i:s");
$temp = $_POST["temp"];
$Humid = $_POST["Humid"];
$Moisture = $_POST["Moist"];
$file = 'node1.txt';
$file2 = 'Sensor1now.txt';
$data = $time." ".$temp." ".$Humid." ".$Moisture."\n";
//$data = $time;
file_put_contents($file, $data,FILE_APPEND);
file_put_contents($file2, $data);
?>


	
<?php
$time = date("Y/m/d H:i:s");
//$time = date("d/m/Y H:i:s");
$temp = $_POST["temp"];
$Humid = $_POST["Humid"];
$Moisture = $_POST["Moist"];
$file = 'node1.txt';
$file2 = 'Sensor2now.txt';
$data = $time." ".$temp." ".$Humid." ".$Moisture."\n";
//$data = $time;
file_put_contents($file, $data,FILE_APPEND);
file_put_contents($file2, $data);
?>

The second php script is almost identical apport from the file names used for the debug. 




PHP post scripts 

The PHP command collates the readings and writes the data to two files. Node1.txt contains all the data and new data is appended to it until it itself is loaded into the database.
The second file is overwritten and is used to show just the latest reading and was primarily used for debugging.
An example of the file output of the sensor readings:-
	2020/07/15 18:57:04 20.60 77.00 571 Node2  
2020/07/15 18:57:06 21.00 78.00 561 Node1  
2020/07/15 18:57:12 20.60 76.70 571 Node2  
2020/07/15 18:57:12 21.00 78.00 561 Node1  
2020/07/15 18:57:18 21.00 79.00 567 Node1  
2020/07/15 18:57:20 20.60 77.50 568 Node2  
2020/07/15 18:57:24 21.00 79.00 561 Node1  
2020/07/15 18:57:28 20.70 78.50 568 Node2  
2020/07/15 18:57:30 21.00 79.00 561 Node1  
2020/07/15 18:57:36 20.70 77.80 568 Node2  
2020/07/15 18:57:36 21.00 78.00 561 Node1  
2020/07/15 18:57:42 21.00 79.00 561 Node1  
2020/07/15 18:57:44 20.70 78.10 568 Node2  





[bookmark: _Toc45733924]Main Web interface

As stated  this web site is utilizing a majority of prior work undertaken as part of the authors previous IOT project. 

	[image: ]Initial Login screen

	[image: ]Successful login screen

	[image: ]Front page with a quick dash report of readings . 
Last 10 readings and a number of sensor extreme readings.

	

	[image: ]User can generate graphs for various sensors and different nodes.

	
[image: ]Examples of the temperature graphs that the system can return

	
Examples of the humidity graphs that the system can return [image: ]

	Examples of the soil moisture graphs that the system can return [image: ]
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Both nodes are configured with over the air updates. Provided the active nodes are connected to the network the nodes can be updated remotely. During testing timings of the pump were updated by remotely uploading the code to the nodes. Additional development options become easier with the option without the need to physically attend to the device.
Overall the system could improve as there is no authentication on the nodeMCU however the user needs to be on the local LAN to access the resources.
To take advantage of some of the security management frameworks the system could be configured to utilise the services hosted by the large cloud providers.
The system is currently configured to function with no external input. Ideally a level of user input to interact with the nodes would be beneficial for example being able to turn the pump off/on remotely could be added.
The website hosted on the raspberry pi is not internet facing, configuring the router to permit web traffic to be forwarded would permit the site to be available on the internet. Alternatively uploading the data from the nodes to a cloud hosted LAMP solution could be utilised .
The nodes and pumps uses batteries for their power source, further development should be invested to reduce the power draw whilst using batteries. They author did enable power saving options during the testing however the powerbank had smart features that disabled the USB port if there is no detected power draw after 30 seconds so this option was omitted from the prototype.
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