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Abstract 
To build, deploy, configure, and monitor network operating system infrastructure using a Type 2 hypervisor with 2 client virtual machines, 2 virtual servers and 2 separate networks to allow cross communication through a custom-built domain, by configuring Active Directory service roles to enable domain level features across the network. This report will highlight the setup of all the virtual machines, configuring of both networks and an in-depth discussion on the different technologies and a conclusion and reflection of the work in part 2 as part of the individual assessment.
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1. [bookmark: _Toc129257074]Task 1
1.1 [bookmark: _Toc129257075]Introduction
The purpose of this Task is to work as a team on the practical aspect of building, configuring, managing, and deploying a virtual network.  This involves downloading VM Box and creating and configuring servers and clients using specific Type 2 Hypervisor management software. This forms the building blocks of configuring the network, then allowing suitable services and features to be utilised.

1.2 [bookmark: _Toc129257076] Team Evaluation Details

Name of the Team: DMTJ
Team Members:
	Student Name
	Student ID

	Dave Cornelius
	2023506

	David Corner
	1809784

	Dylan Thomas
	2014801

	Morgan Combstock
	2014028


Team Evaluation (Self Evaluate your Team)
	
	Student 1  
	Student 2
	Student 3
	Student 4
	Student 5

	Student 1
	X
	5
	5
	5
	X

	Student 2
	5
	X
	5
	5
	X

	Student 3
	5
	5
	X
	5
	X

	Student 4
	5
	5
	5
	X
	X



Rate your Teams Contribution with a scale of 1 to 5 (1 No Contribution and 5 Excellent Contribution)
Add your comments on Team Evaluation: (Justify your evaluation)Student 1: Excellent contribution from Dave as he comes from a networking background with his current employer, he was able to bring all the networking technologies together when linking both networks together for the task to allow them to communicate effectively.

Student 2: I feel that my contribution was a crucial component when creating the VMs and roles as I work within a server/client background within the industry and have a good understanding of how the roles and technologies work, where I was able to implement this across the board.
Student 3: Dylan’s contribution allowed us to gather all the annotations as part of our report. He was able to put the pictures into words and can do this very efficiently coming from a Data background where he is used to building many reports daily.

Student 4: Morgan was a key contributor in this task, as the VMs were all hosted on his device and he was carrying out and contributing the tasks to the server/clients based on our technical knowledge, so his attendance and efforts were the critical drive in allowing us to deliver on time. He attended every class, so we were able to complete the practical as a group.


1.3 [bookmark: _Toc129257077]Building of a virtual Network (Screenshots)
[bookmark: _Toc129257078]VM Creation and Operating Systems
[image: ]
[1] 
Having downloaded and Installed VM box, and the associated files provided for the VM examples, VM Box can now be loaded up. It is now possible to create the two clients and two servers as required. The above screenshot shows the VM box Manager screen, when selecting the Add button, selecting the relevant File and ISO Image allows the creation of clients and servers. Once this is done, select finish and repeat to reach the point above with the required clients and servers.

[bookmark: _Toc128047198][bookmark: _Toc129257079]Virtual Network Configurations
Once the VM’s are created and Window’s 10 Operating System is installed, the configuration of the virtual network can begin.  
[image: Graphical user interface, application

Description automatically generated]
[2] 

The above shows the selection of the first server, navigating to Networks tab it allows the end user to select the enable network adapter, thus allowing selection of what network it’s attached to (Internal) in this case. This creates a switch for the network.
[image: A screenshot of a computer

Description automatically generated]
[3] 
Following the network amendments, booting up Server1 allows the user to select the Windows Start section, then the control panel as seen above to access the Network Status and Tasks section. By doing this, you will be able to amend the change adapter settings.
[image: A screenshot of a computer

Description automatically generated]
[4] 
The above shows the options provided for the Network and sharing centre after navigating via the Network and Internet section of the control panel. The Ethernet hyperlink found to the right of the screen allows amendments to be made to the ethernet adaptor properties, along with changing the IPv4 specification. 
[image: A picture containing text, screenshot, computer, monitor

Description automatically generated]
[5] 
The connection has been renamed PublicNet as requested, which could be seen behind the Ethernet Properties window.  The above shows the ethernet properties screen, where the Internet Protocol Version 4 option should be selected and amended. 
[image: A picture containing text, screenshot, computer, computer

Description automatically generated]
[6] 
After accessing the Internet Protocol Version 4 window, the user can manually amend the IP address as required, this has been changed to 10.10.10.1 which is the address specified in the Trial Network Config diagram. The subnet mask has been auto assigned.
This process is then repeated to create the second connection for PrivateNet1. This involves the similar steps documented above, beginning by selecting Server1 and the Adapter 2 tab, this then creates the second connection which is now visible, seen in the next figure.
This connection has been named PrivateNet1 as required in the network specification document. Once the network connection has been renamed, like the first network connection the IPv4 address can be assigned, along with an auto populated subnet. The subnet should be a different one to the other adaptor.
[image: Graphical user interface, application

Description automatically generated]
[7] 
Now that both Public and PrivateNet1 connections have been configured, the Clients can now be connected to the relevant Networks. The above figure shows the Network options for Client1, the Adapter attachment has been amended to Internal Network, and the network selection is PrivateNet1. 
[image: Graphical user interface, application, Word

Description automatically generated]
[8] 
Like the previous processes for the servers, the Ethernet within Client 1 is renamed, then the client is manually assigned with the IPv4 address of PrivateNet1 172.16.1.1 as per the Trial Network Config diagram, subnet mask again automatically allocated.
1.4 [bookmark: _Toc128047199][bookmark: _Toc129257080]Install Critical Network Services (Screenshots)
[bookmark: _Toc129257081]Pre-Reqs
[image: A screenshot of a computer

Description automatically generated]
[9] 
As a pre-requisite to the next task, there needs to be verification that there’s no DNS setup, and that the Firewall is turned off. The above screen allows the user to customize the settings of each network, both the private and public network firewall settings.
This screenshot confirms that the Server1 Firewalls have now been turned off, showing as Not connected in the private networks section specifically.

[image: A screenshot of a computer

Description automatically generated]
[10] 
The above screenshot evidences the renaming of server 1, following the instructions provided via the worksheet the computer name has been amended to DMC1-NT. Following this action, a system restart was required. 

[bookmark: _Toc128047201][bookmark: _Toc129257082]Deploying Active Directory as a role or feature based installation.
For the roles to be installed on the required server, this is all handled within the ‘Server manager’ application on the server OS. To launch Server Manager the user will need to search for it within the start menu and search for it within there.  Once Server Manager is open select ‘Manage > Add Roles and Features’, where the following window will be displayed, when the user is at this point, it is required to select ‘next’ to proceed through the Add role wizard.
[image: ]
[11]
The next window that will appear is to select the destination server, this allows the user to select a different server to install the roles, in this example the destination will be set to the local server the add roles and features wizard is currently running on, so just click ‘next’ to proceed.
[image: ]
[12] 
The next window that is presented is to ‘select server roles’, within here it give the user the ability to install any ‘out the box’ features which are disabled by default as part of the Windows Server OS. As part of this example Active Directory requires installing on the server host so selecting the checkbox next to ‘Active Directory Domain Services’ then clicking ‘next’ will allow the installation to commence.
[image: ]
[13]
Role installation progression can be monitored through the status ‘flag’ within server manager.
[image: ]
[14]


[bookmark: _Toc128047202][bookmark: _Toc129257083]Creating user account objects using Active Directory Users and Computers snap-in console
Search for ‘Active directory users and computers’ in the start menu of the server, this will then open the MMC snap-in console with the AD configurations within there, like the following:
[image: ]
[15]
To create a new user object right-click on the ‘users’ container within the left-hand pane and select ‘New > User’, here the new user account creation window will appear, here the user's information such as first and last name, logon names all require entering to create the domain account
[image: A screenshot of a computer

Description automatically generated]
[16]





Once the user details have been inputted, simply select ‘next’ to create a password for the account and to select any additional functions on the account, i.e., set password to never expire, user must change password at next logon etc.
[image: ]
[17] 
Once the user has been created and password assigned, the user then needs to be added to a domain admin group, whether this is with admin accessibility rights or just general user with lesser network accessibility.

[bookmark: _Toc128047203][bookmark: _Toc129257084]Object Attributes of Interest
Once the Active Directory users and account objects have been created, further object attributes of interest can be created. Various attributes can be implemented to optimise the Active Directory management capability. This includes imposing limitations on restricted user groups, or enforcement of user activities upon the network. 
[image: A screenshot of a computer

Description automatically generated]
[18]
The above figure shows the addition of new users into the user membership. Various users can then be added, including an administrator user, or even group to separate those who need/should have higher levels of access and influence on the network compared to those who should only have restricted access. 
[image: ]
[19]
Other restrictions can be imposed, the above is an example of restricting the access hours of a generic user of the network. The user ‘Lauren Combstock’ has had the hours of permitted access to 9am – 5pm, meaning the user will be unable to log in to the network in times outside the permitted access.

[bookmark: _Toc128047204][bookmark: _Toc129257085]Adjoining the Domains and Testing user logins
[image: ]
[20]

The above figure demonstrates the computer WC1-NT being connected to accatask.msft domain successfully. This is accessed via the system properties window within the control panel. 
[image: ]
[21]
This above figure shows a completed login by the user “Morgan Combstock” after successful authentication of domain credentials. The user is now successfully connected following the completion of all the previous steps in setting up the network.
[image: ]
[22]
Having showcased a successful login in the previous figure, the above examples a user who now attempts to login using non-domain credentials. This shows that when a user attempts to do this, they are denied access to the domain as intended.


Task 2
[bookmark: _Toc129257086]2.1. Justify the reason why Type 2 Hypervisors is used in the above practical task? Give scenarios where Type 1 Hypervisors could be used. Identify benefits and drawbacks of Type 1 and Type 2 Hypervisors.
[bookmark: _Hlk129256745]Justify the reason why Type 2 Hypervisors is used in the above practical task? Give scenarios where Type 1 Hypervisors could be used. Identify benefits and drawbacks of Type 1 and Type 2 Hypervisors.
As part of our group task, our server infrastructure was entirely built using a Type 2 Hypervisor, this gave us the capabilities to create multiple Virtual Machines through the use of software installed on the operating system of our host laptop at ease which is something we wouldn’t have been able to achieve if we went down the Type 1 hypervisor route, as this would require a host with no operating system currently installed and to configure the management console element to be able to communicate and allocate the virtual hardware to all these hosts, which we wouldn’t need to do when hosting from the Software level like we did with the Type 1. When all our virtual machines were successfully configured, the type 2 hypervisor also gave us the capabilities to use all these virtual machines simultaneously off the one desktop without any issues if there is sufficient hardware on the host machine. 
If I was looking to create a virtual environment to host multiple virtual machines and have the ability to upscale and maintain performance, I would have taken the type 1 approach, as this would allow me to install multiple VMs onto multiple hosts that have ESXI installed, where I can manage all of them through the use of the VMWare web console without any performance degrading as there wont be any host operating system utilising the hardware needed.
There are several pros and cons which come with both types of hypervisors, some including: 

Type 1 Hypervisor Advantages
· Able to scale infrastructure much easier as additional resources can be allocated at ease compared to type 2 as it doesn’t entirely depend on the hardware capabilities on the host OS itself. With Type 1 the virtual machines have direct access to the hardware of the physical device.
Type 1 Hypervisor Disadvantages
· When looking to administer the hosts, an entirely separate host will be required to allow all the virtual machines to be managed.
Type 2 Hypervisor Advantages
· Virtual machines are all hosted using software installed on the hosts operating system.
Type 2 Hypervisor Disadvantages
· Low security implications, for example if the host operating system gets compromised in any way the vulnerability can spread to the virtual disks of the type 1 hypervisor affecting those systems.

[bookmark: _Toc129257087]2.2 DHCP - explain what it is, how it works (illustrations) and its significance.
This stands for Dynamic Host Configuration protocol, which is essentially a client/server protocol that is based on Windows Server OS which is used to automate the configuration of all IP addressing schemes to connected devices on a network. How it works is that it is installed and enabled on a Windows Server operating system through the use of installing additional Windows features, then once active it will maintain a pool of all the IP addressing schemes for devices on its records within the network, so any device which has DHCP active within its network settings, once connected, will communicate with the DHCP server for an IP address to be allocated to it through the use of DORA stands for Discover, Offer, Request, Acknowledgement [23], this is the process every client side device takes to obtain a IP address from the DHCP server host. Not only does DHCP handle dynamically allocated addresses for devices, but you are able to ‘reserve’ an IP address for a device from the server side which ties against its MAC address, doing it this way saves the effort in going onto the device’ Network interface card and manually inputting those details. DHCP server roles also provide IT Admins the capability to adjust lease periods, when using this you can specify a timeframe on when an IP address allocated to a device which is no longer connected to a network can re-populate back into the pool for further availability to others. 

Benefits of DHCP servers include the chances of errors caused by misconfigured addressing to be avoided, as there won’t be several devices utilising the same addressing information at any current time, other benefits include the fact that these server roles allow your network to be scalable as further address ranges can be added on along with additional scopes.

[bookmark: _Toc129257088]2.3 “Active Directory is a distributed database that stores objects in a hierarchical, structured, and secure format”: Justify AD’s technology with illustrations and adequate evidence.
This is a service provided by Microsoft and is available to install on all Windows Server operating systems which gives domain networks and admins the ability to manage identity for computers and users using various directory services[24]. There are several Active Directory services, but the ones which are commonly used are what is found in the group exercise in part 1, which is AD DS – Active Directory Domain Services, which is used to maintain and administer users and resources such as computers and printers. The structure and operation of AD DS is that it’s divided into various Organisational Units (OUs) and using Security Groups (figure below demonstrates how OUs operate), where users or devices can move or included into these areas so specific policies configured using group policy these rules can be targeted against them. Using AD DS, it also gives us the ability to adjust User domain accounts by resetting passwords, adjust password expiry policies, create custom attributes for identity. 

[image: Illustration that shows one example of an account OU structure.]
[25]



[bookmark: _Toc129257089]2.4 Give an in-detail description about the different terminologies and its purposes
As part of our group task, we used the following technologies to achieve our objectives:

Server Manager – This is an application which comes out of the box with Windows Server OS, where it is the primary ‘pane of glass’ which allows IT Admins install and remove various server roles required such as Internet Information Services, DNS, Remote Desktop Services, Active Directory along with having the ability to monitor the continuous operation of these roles. Within Server manager admins can also use the built in management tools to adjust various pre-built functions such as allocating file shares using Computer Management, Registry editor, Services MMC console etc.
[image: Getting Around in Windows Server 2012, Part 2: Server Manager]
[26]
I feel that when comparing Server Manager between its equivalent on Apple OSX which is found on the figure below, it has the same amount to offer or practically near, where all roles and monitoring services are available at the click of a button, but the only limitation is that you would need a full OSX device estate for the OSX equivalent to function fully. As our group work was setup as a Windows environment, server manager is the one which we installed for full compatibility across our domain.

[image: Server, simplified: A power user's guide to OS X Server | Ars Technica]
[27]

2.5 [bookmark: _Toc129257090]Conclusion
As part of this assessment as part of my team we firstly built a type 2 hypervisor with 4 virtual machines with 2 networks, I feel it has given me a much in-depth understanding of how various server roles are installed and operate by configuring an Active directory service with test accounts and domain joined clients, along with setting up the Windows Server OS from bare metal. Based on my research and in class lectures, it has provided me with broader knowledge on how DHCP, DNS and other related server roles function and I feel that in future I will be able to configure these roles myself based on my understanding that has been achieved as part of this work from the class and my team.

[bookmark: _Toc129257091]2.6 Collaborative Working Reflection
I feel that working as a group and that we come from various IT industry background in our current line of work, this has contributed heavily to the overall completion of the task as some of us have a lot of strengths in the networking, Data management and Server administration, which when all put into a think tank has allowed us to achieve overall the completion to the task at hand. When scoring the team on overall performance we have all agreed to provide high figures for each which is found at the start of this report, as we all feel we collaborated extremely well together, and each member was critical with their input.
If there are any lessons learned for next time, after discussions with the team, we feel that if we did this task again, we would ensure that the client-side devices had Windows 10 Enterprise installed rather than the Home edition, as this slightly pulled us back due to the VM not being able to bind to our domain as those features were not included, so both VMs needed to be rebuilt with the correct Windows edition at the end of the group task.


[bookmark: _Toc129257092]3. References
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Next Steps suggests some common tasks to perform before you start
using your server.

Click the buttons on the lef to see what to do next.
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