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Introduction
This report includes the critical analysis of the design of the software components whilst reporting the major concepts, the principles and good practice. Alongside this, the report will include how secure websites are which collect data from users, such as their name, address and payment details. Finally, this report will include the software components and security measures of the application which has been implemented for this report.


























Design of software components
The quality of software components is a very important section of the overall application, this is due to users not understanding the whole application if the software components are poorly designed. The design of the application should be :
Usable, this suggests that it can provide information and is usable for al, or almost all type of users, novice users or experienced.
User-friendly, which will work in the way the user thinks, so the user will not get confused as they are able to predict what is coming next.
Efficient and effective, which achieves a good result with an acceptable time and energy.

Structure of large software systems
The construction of large software systems reflects the certainty that the systems are implemented by the gathering of the components, the way the components are positioned in a clearly defined way . This is selected carefully through the use of parameters and expressions , it begins with a demonstration of the model’s framework. After this is the presentation of the generalisation of the model this is done by providing a deep understanding to the difficulties of modern software systems .

Difficulties of designing software components
There are numerous difficulties which have to be overcome when software components and information are developed . The difficulties encountered are mostly technical and partially human. The technical issues are : 
Issues with implementing components which can be used again and deciding whether or not the component is actually reusable. 
The lack of a successful list of items which can be explored constructively. 
The human difficulties include how the system is designed in order to implement the application so that it is usable for all types of users. The system must be simple enough for the novice users to understand it, but also have more complex components for the more experienced users. 
	Complex difficulties arise when implementing larger applications, some of these numerous issues are ; the developer needs to recognise, understand and describe the inter-component connections and abilities. Furthermore, the developer must be aware of the likelihood of reusable situations within a component. Therefore, must be very cautious about the expectations created relating to connected components. Finally, the developer must be able to process component demands to software component implantations and designs. This should use a dependent metaphor for distinguishing the abilities of a component and the connections between the inter-components.
	
Design component structures
Constituents
The central constituents (components) of a design are predominantly decided by the components of the fundamental design pattern. The list of what the components must include are, the component name, intent, structure and related components. Furthermore, the design components must contain the components for the source code and design history . 
Notation
The informal constituents (components) such as the intent, motivation and consequences of the components can use plain text . It is suggested that HTML should be used as the document standard, this is because the components can then be interchanged and dispensed through Web-based technologies . For the formal components such as structure, connections and execution, the modelling notation needed must transfer the aspects of the solution . 

[bookmark: _Toc8216134]Software components within implemented application
The software components which have been implemented for the application developed for the assignment are all created by Windows Forms Applications C#. The reason for using this specific type of application is because it allows the developer to place labels, buttons, textboxes and numerous other features on the form wherever they want. This enables the developer to place any of the features in places which the user will be familiar with. For example, the purchase button is at the bottom right-hand corner of the form, which is where the users will be more familiar with. Rather than the purchase button be in the middle of the page, where the users will not expect it. Overall, the positions of the features and components build up the application, in order to create one large, consistent application. Which the user should be familiar with, and if they are not, they are able to understand it due to it not being complex.  


















[bookmark: _Toc8216135]Security of data collection
When implementing an application which includes the collection of user’s personal data, such as their address, and payment details, the application must be very secure for users to feel confident using it. Computer security products must be continuously regulated and updated in order to keep up to date with the increasing amount of security threats [5]. Whereas a number of security threats are not harmful, others are very devastating to the application and the users who have inputted their personal details into the application. 
	Many developed websites and applications have numerous sources of security measures which have been created automatically by enterprise security controls. This includes antivirus and antispyware software, firewalls and vulnerability scanners [6]. However, there may be issues with the reliability with some of the security measures. To try and overcome this, the developers could create extra security measures such as utilities to try and remove information from security logs [6]. With these additional security measures comes a potential high cost with creating and developing the software.

[bookmark: _Toc8216136]Problems with security
The developers must overcome many challenges which involve the use of the security measures. These challenges include; making sure that the selected security measures assist the type of application which is getting developed. The developer will need to measure how effective and useful the security controls are at stopping malware [6].
[bookmark: _Toc8216137]Privacy Risks
Whereas the big data applications are convenient to most people, they can experience numerous inconveniences. For example, if the large data is poorly secured for user data, it will put the users and the security of data at risk [7]. However, user’s data security issues are also based on the analysis and research of data as well as the personal privacy [7].
[bookmark: _Toc8216138]Data security threats
Throughout the years the development and growth of the internet has quickly increased, this type of environment constructs the security of mobile data of intelligent data is more important [7]. As it stands most users of the internet feel that large data is unsafe, therefore have many trust issues with large data collections [7]. 

[bookmark: _Toc8216139]Information Security Metrics
Information security metrics are viewed as a very crucial element in making a decision about the numerous aspects of security, which spans from the design of security architectures and runs the effectiveness and efficiency of the security operations [8]. The security metrics make great efforts to obtain a quantitative and objective basis for security assurance, the central uses are divided into three sections [8]: 
· Strategic support, security properties can help with numerous amounts of decision making.
· Quality assurance, security metrics is implemented during the software development in order to eradicate vulnerabilities in code.
· Tactical oversight gauges the effectiveness of the security and manages the risks.

[bookmark: _Toc8216140]Common Vulnerability Scoring System (CVSS)
The Common Vulnerability Scoring System (CVSS) is an established system for evaluating the seriousness of the flaws within the operating system and application software. CVSS involves a controlled set of measures these are [6]: 
· Base measures, which are continual over time.
· Temporal measures, which change over time but stay the same for all environments.
· Environmental measures, which could be different for each environment.
The first version of the CVSS measures were released in 2005, and the feedback from the real-life use, examination of the measures and metric data by security experts, allowed them to see how to improve the CVSS measures [6]. A second version of the CVSS measures was released in 2007. CVSS is the most frequently used system by developers who prioritise the vulnerability within the system.
[bookmark: _Toc8216141]Security within the implemented application 
The implemented application involves the users purchasing items such as DVDs and CDs, this includes the collection of the user’s personal data. This data includes the users address and postcode alongside their payment details. However, this specific application uses PayPal in order to collect the user’s payment details, this is because PayPal is an already built up, safe website to use. It is safer than permitting the users to input their card details directly into the application. This will be looked at more in the future, when the application is fully refined. The application would need to have some security measures put in place before users are able to use the application, this is because the users must enter their address and postcode, for postage. This will not be too much of an issue if someone breaches the security, but it will still be frustrating for both the users and developer.
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