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1. Introduction
Computer Forensics is the process of identifying, collecting, examining, securing, and preserving encoded or magnetically stored evidence and information, using analytical and scientific investigative techniques. The integrity of the data must be preserved, so that it can be analysed and investigated, to determine the nature, source, damage, cause and events of the crime. Appropriate conclusions can then be drawn and presented, as evidence in a court of law. To be accepted in a court of law, the evidence must satisfy two checks: Authenticity and Reliability [1].  A strict, structured, documented and evaluated investigation procedure must be followed; from the time the evidence is found, until the case reaches court or is closed, this is known as the ‘Chain of Custody’ [2]. 
There are several best practice guidelines, methods and techniques used to create a model for the stages of forensic investigations. They specify the steps and components to be followed during an investigation process. These stages are standardised into many current models in use by forensics experts [3].
Identification, Preservation, Collection, Examination, Analysis and Presentation [4]. 
The identification and seizure of evidence sources, in the case of digital forensics the hardware device such as a laptop, mobile or server, etc, is typically performed by the police in charge of a case, who act upon the results of investigations executed by data storage technicians. Existing cyber security laws must be followed to ensure that the source of evidence is not tampered with, misused, or destroyed.
The collection and inspection of evidence is known as data seizure. The evidence has to be collected, examined and processed in a manner in which ensures that it remains unaltered, undamaged, uncontaminated, or amended in any way.  
Data acquisition and preservation is the collection of the digital data from the evidence source. There are two ways to perform forensic imaging, manually and via the use of automated tools, which have been approved by the court of law. Evidence that exists on hardware that has been physically seized, can be acquired directly from the evidence source. Whereas data that exists on an evidence source that cannot be seized, such as a server within a company, will need to be copied remotely [5]. The connection needs to be robust and a true authentication, which makes a bit-by-bit copy more difficult to obtain and authenticate. 
The recovery of data that may be corrupt, damaged, hidden, deleted, encrypted or password protected is essential and reiterates why a copy of the data is used for analysis and not the original, should the copy become damaged or corrupted [6]. Analysis of the data is performed using specific software that has been designed specifically for use in forensic investigations.
Forensic Investigation Methodologies ensure digital evidence remains unaltered during the investigation process. Data must be handled as little as possible. Evidence rules must be complied with; any access to the evidence must be by a relevant and authorised person and explainable. A record of all analysis and processes applied to the investigation must be kept up to date and correct. Never exceed your own knowledge. For evidence to be credible, you must be able to reinforce your findings and explicitly state that guidelines have been followed. Any gaps in continuity or the ‘Chain of Custody’ could imply that evidence has been tampered with [7]. 

2. Task 1
	i) Research and Analysis of Computer Forensics Tools	
	In order to carry out a forensic examination, the data must be gathered, handled and preserved in ways that ensure it is not changed. The evidence source itself must be photographed/video recorded, untouched and in situ and if powered on, to remain so, in order to prove the device itself was found and retrieved from the location stated in the report. If the device is to be transported to a Digital Forensics lab, it will need to be handled with gloves to protect the investigator and any evidence that may be on the device, such as fingerprints; then placed into a secure anti-static storage container. This protects the digital data from static electricity which can damage the storage media and also prevents access from unauthorised persons [8]. Digital Forensic labs in the U.K. must obtain ISO 17025 by the Forensic Science Regulator to ensure laboratory practices are also validated [9]
A copy of the digital data must be obtained from the evidence source, in the form of hardware acquisition such as cloned read-only disk drives or forensic images such as a bit-stream image acquired using software tools. This creates an exact copy of all the digital data including the hard drive, files, folders, directory structures, blank sectors and deleted items. The copy needs to be exact and verifiable, unique yet identifiable. This is carried out using MD5 or SHA256 hashing algorithm software which generates a checksum in the form of a 128/256-bit number [5]. The hash can then be verified to prove the data is correct and matching the evidence on the original source. 
Analysis of the image is then performed to determine whether there is information which would be used as evidence. The device must be examined throughout and when the evidence was created, be determined. The forensic examiner is reliant on software to aid in the investigation and interpretation of the digital data, as manual alternatives are often not a viable option. It is important for the examiner to ensure that the accuracy of the software tools being used is validated both before and during investigations [9]. Computer Forensic Tools are available in the form of specialised software which is able to read a bit-stream image [10]. Accessible as commercially designed licenced software or free open-source versions. The software, process and procedures undertaken for forensic analysis vary, and are determined by the crime and evidence source. There is no one particular tool that will suit all investigations. 
Open-source versions are available for use by everyone with no limitations on its use and are usually free of charge. A disadvantage is that they often utilise a Command Line Interface (CLI) interface which the user will need to be proficient in the use of. The software may not be regularly updated or patched, so the user will need to check each time the software is used that it is up to date and relevant. The user may have to utilise a range of versions and tools in order to carry out the analysis.
Commercial software will be regularly updated, supported and include documentation or a user guide. The tools have the capability to carry out multiple functions. A disadvantage is the cost. Commercial tools are not available free of charge [8]. 
Tool choice is dependent upon the type of investigation, the category in which the digital evidence sits under E.G. Disk and data, network, mobile etc. Where the data is stored, the operating system, the media on which the data is stored, the size of the media and the type of evidence required. Choosing the appropriate tool can be aided by the Digital Forensics subfields as identified by the Netherlands Register of Court Experts (NRGD) (2019): Computer Forensics, Software Forensics, Database Forensics, Multimedia Forensics, Device Forensics and Network Forensics [11]. Tools must be rigorously tested to verify they are reliable and able to produce digital evidence, that is acceptable in a court of law. Investigators can access the Computer Forensics Tool Testing Program [12] reports to see whether the tools they are using are included. There are many online repositories of forensic tools available, for the purpose of researching various tools, the author has accessed the ‘NIST Computer Forensics Tools and Techniques Catalogue’ [13]. 
Tools such as FTK, EnCase and Autopsy are well established and commonly used disk and data capture tools, which analyse systems as a whole including, files, emails, etc [14]. As stated in Cyber Security Mag “Just remember that a tool is only as good as the person who uses it” [15]
Forensics Toolkit (FTK) by AccessData is a commercial platform, with an easy to operate GUI interface. It uses one shared case database where data is stored securely and centrally allowing access to a team, not just an individual. It will read and ingest images and analyse any digital device or system which transmits, stores or produces data including remote systems on the network. Data is processed, categorised and indexed when first read, which will save time when executing searches. It can be used for a variety of platforms and devices, including Windows, Linux, Apple, etc [16]. AccessData provide training, an online support portal and knowledge library. In addition to the toolkit is the option to download the free FTK Imager evidence acquisition tool. This software can create identical forensic images and copies of data without making any changes to the original, to utilise when analysing and processing the data. It also has hash functions MD5 and SHA-1 which can be used to verify the image exactly matches the original data and is unaltered as is required for forensic evidence to be used in a court of law [17].
EnCase is by Guidance Software and is another commercial digital forensics platform, classed as the gold standard [18]. It includes analytical tools that can find password-protected Word documents, extract relevant Windows registry entries, or recognize file types by their internal structures rather than their filename extensions [5]. Searches are customisable and users have access to an automated report function. Similar to FTK, the software has an image creation function, so no additional tools are required. The software has the capability to access data from cloud repositories, a wide range of operating systems and file structures, and mobile devices [19]. 
Autopsy and The Sleuth Kit are free open-source tools which work in tandem and are two of the most established toolkits in existence. Autopsy is a GUI system that uses The Sleuth Kit CLI tool behind the scenes [20]. There is no image creation function included, therefore another tool would be required to create the image for analysis. The software features an intuitive workflow, with capabilities to extract web browser artifacts, deleted file carving, timeline analysis, MD5 hash analysis, email extraction and android database parsing [21]. 

Both EnCase and FTK tools are end-to-end software packages that provide similar features for full forensic imaging, analysis, examination and reporting all in one platform. The licence cost needs to be taken into consideration. Autopsy software is free and available to all and has a variety of analysis and examination functions, albeit an additional tool is required to create the image of the data and the user must ensure they have the most up to date version.
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ii) Categorisation
	Tool
	Platform/Device
	Use
	Positives
	Negatives

	FTK®
	Multi-core devices
Mac AFF4 Images
Linux XFS file systems
Mobile Devices
LX01 and E01 images
	Registry and Windows event parsing.
APFS file system decryption.
URL Detection and parsing.
Image within an image support.
Encrypted, compressed, or deleted Apple file system support.
Email analysis.

	Image function included.
Easy to use GUI.
Visualisation technology for customisable data display.
Fast.
Automated searches.
Automated FTK Report Generator.
Available Training.
ACE Forensic Certification.
Host FTK database in AWS .
Single Case Database.
	Cost – Approx. £2600.00 per licence.
Additional costs for training, customisation, maintenance and support.

	EnCase
	Desktops
Mobile Devices
GPS
23 other different types of device
Cloud
	Keyword & Email searches.
Web page carving.
Mobile Device Acquisitions.
Network Analysis.
Image Analysis.
OS decryption.
Enhanced indexing.
Apple file system support.
Windows Volume Shadow Snapshot (VSS)
	Image function included.
Easy to use interface
Customisable for searches.
Automated Report function.
Training programs and certifications. 
Workflow automation. 
	Cost – Approx. £2000.00 per licence.
Additional costs for training, customisation, maintenance and support.


	Autopsy/The Sleuth Kit
	Windows
Unix
Hard Drives
Mobile Devices
EXIF Extraction
	Analysis of disk image, file systems, smartphones.
Web browser artifacts.
Timeline analysis.
Hash filtering.
Keyword Search.
Data Carving.


	Free.
Easy to use and install
Commercial support and training available.
Intuitive workflow
Multi-user collaboration
Repository database for future case connections.
Can be used with other tools.
	Subscription based support. 
No image creation function.



3. Task 2 Case study: Sabotage
		i) Case Study Investigation Discussion
	The case study is based upon an investigation of possible corporate sabotage by an ex-staff member at CEC Mobile Manufacturing Company based in Swansea. The suspect, Rob Jengelly, was involved in the design of a GUI interface for the latest Samsung Galaxy S20 Plus mobile phone, using Autodesk Maya software for the design work, on a computer with no backups undertaken due to the high confidentiality of the work involved. Only the suspect has access to these designs. Following his resignation and departure from the company, CEC engineers were unable to locate many of the mobile phone designs on the computer. 
The CHFI, CEH certified professional examiner Barry Lynch; has been hired by the company CEO Ms Dee Rod, to investigate and provide evidence of sabotage and retrieve missing data from the individual’s computer system. 
	3.1 Document the forensics methodology used to investigate 	and restore the deleted design files
Case Details: Suspected sabotage of design work at CEC Mobile Manufacturing Company
Location: Swansea
Client: Ms Dee Rod
Suspect: Rob Jengelly
Evidence Type - 
Hardware: x1 PC
Software: Windows 10 OS 64-bit, 8GB Ram, Autodesk Maya.
Objective: Retrieve missing data, investigate evidence of sabotage. Document each step, ensuing photographic evidence is obtained. Provide report of findings. 
Examiners Hardware: Windows 10 PC, 16GB RAM, x2 1Tb internal SSD Drives
Forensic Software Tool: FTK by AccessData
Identify and Isolate hardware: Ensure that all media and data seized are secured and documented sufficiently, in order to identify and prevent any changes, alterations or deletions. Photograph evidence of each step while securing evidence to be removed. Arrive at company and ensure device is turned off to preserve data. Take photographs of storage media (computer used by suspect) in situ. Include all attached peripherals and removable media such as keyboard, mouse, USB or external HDD drives. Document date, time, persons present, make, model and serial numbers of storage media to be examined. Record names of all users who have accessed the device since suspects departure. Place devices into anti-static secured labelled storage box. Transport evidence to secure Digital Forensics lab. Sign device into lab and secure locked storage area.
Create bit-by-bit image of physical drive: FTK software is confirmed as up to date ready for use. Drive in destination device has been overwritten and verified and has a larger capacity than suspect drive. Enable write protection in windows registry on examiners PC to allow data to be read and copied from suspect drive while protecting it from being altered or written to. 
Photograph each step, in turn while documenting date, time and persons present. 
Remove suspect pc from secure cupboard. Place suspect PC on anti-static mat, and open case. Remove HDD, make note of make, model and serial number. Connect suspect device to examiner PC. Create bit-by-bit image of the physical drive, in an E01 format using FTK imager software. This will copy all of the drive data including unallocated space, deleted items and partitions, ensuring to tick the verify images after they are created box [22].  Once image is created, an Image Verify Results window will show the MD5 and SHA256 hashes and verification result. Verify that all hashes match to prove it is a valid image. These values are stored in the image file at creation and aid in verifying the image is an accurate and exact copy of the original.  The hash information can also be found in the image summary [23]. Carry out the same process to produce three additional exact copies of the original drive, verifying each hash value at each image creation. Once all three copies have been verified as exact, place original HDD back into secure locked storage area. 
Examine and analyse data: Use FTK to analyse, examine and search the data including hidden, deleted, slack and free space, password protected and encrypted items, bad extensions, bookmarks and image file types [2]. Ensuring to screen shot relevant findings for reporting upon and documenting steps taken. 
A specific search should be made for file types and graphics relating to Autodesk Maya as this is the software used by the company to create the designs. The image files types and formats are Maya IFF (.iff). The software also supports other image file formats so these also need to be included.ai, .als, .avo, .cin, .dds, .eps, .gif, .jpg, .pntg, .swf, .png, .psd, .yuv, .pict, .qtif, .mov, .rla, .sgi, .pic, .svg, .swft, .tga, .tif, .bmp, exr [24]. 

Collate any relevant evidence and findings relating to the suspected sabotage to a forensics report.
	3.2 Professional Forensics Report
	Please see separately uploaded file for sample professional forensics report as created 	using FTK software.
	Files is titled ‘FTK Forensic Report EW 1904789 ACCD5000 Forensic Assignment’
	3.3 Invoice for Professional Services
	Please see appendix for sample invoice for professional service provided to CEC for 	file restore and written forensics report.




4. Conclusion
	The subject of digital forensics and its technologies is a vast and interesting one. From the investigations, chain of custody, documentation, operational aspects, analysis of data and reporting upon of analysis and investigation. There are numerous forensic tools available for the amateur and professional digital forensic investigator. The tool choice needs to be ascertained dependant on investigation size and type, evidence media, information required, etc. Digital forensics tools are not only used for forensic investigation but also for data recovery, and in the workplace for the monitoring of staff and computer usage and prevention of internal threats. The use of forensic tools has vastly aided investigations, however the methodologies below must still be followed, to ensure the evidence is considered to be authentic and reliable.
Acquire evidence without corruption or modification.
Authenticate evidence is the same as originally seized data.
Analyse data without any alterations.
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6. Appendix
	3.3 Sample Invoice for professional service provided to CEC for file restore and written forensics report.	
	Lynch Forensics UK
23 Lab Lane
Cyber Avenue
Woodford
Phone: 0118 999 333
	INVOICE
Invoice #100
Date: 21/04/2021


	To:
Ms Dee Rod
CEC Mobile Manufacturing
Fabian Way
Swansea
SA1 111
	



	Comments or special instructions:
Invoice for services provided for the investigation and retrieval of digital data from x1 computer system and provision of professional forensics report, detailing investigation and findings. 


	Investigator
	Investigation Ref
	Date of commencement

	Barry Lynch
	#1023890
	01/04/2021



	QUANTITY
	DESCRIPTION
	UNIT PRICE
	TOTAL

	1
	Hardware items for examination
	£250.00
	£250.00

	1
	Isolate & Secure Transport of Hardware
	£150.00
	£150.00

	1
	Secure storage of Hardware x 20 days
	£25.00
	£500.00

	4
	Verified exact copies of data in E01 image format
	£150.00
	£600.00

	Per Hour
	Forensic analysis of data – x 9 hours
	£75.00
	£675.00

	1
	File Restore
	£550.00
	£550.00

	1
	Professional Forensics Report
	£500.00
	£500.00


	SUBTOTAL
	£3225.00

	VAT @ 20%
	£645.00

	TOTAL DUE	£3870.00


	Make all checks payable to Lynch Forensics UK.
If you have any questions concerning this invoice, contact: Barry Lynch at 0118 999 333 or Email: DFCA@gmail.com

	Thank you for your business!




	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have done good research discussion on the tools, using credible sources.   (Grade mark: 67.50%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]13

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated understanding of the concepts and underlying principles. (Grade mark: 73.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Tools discussed were categorised in an appropriate manner using table. The case study was done satisfactory.  Your conclusion can be improved; it should summarized the key areas of the entire report. Sample forensics report downloaded from the Internet and uploaded as an additional file. An invoice within your appendix. (Grade mark: 70.00%)
	[bookmark: totalANA]60
	[bookmark: markANA]42

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work could do with some formatting and alignment to make it look more professional.  Spell out all acronyms used first time. You have not use the IEEE report format (Grade mark: 60.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]3

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark][bookmark: _GoBack]68%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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