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[bookmark: _Toc218459105]Task 1 – Research Paper
[bookmark: _Toc218459106]Introduction
AI technology is becoming increasingly widespread not only in society, but throughout organisations and companies. As a result of both this, and it still being an emerging technology, there are many aspects of AI are still subject to debate. One main area is the governance of AI. In this context governance refers more to organisational governance and oversight of AI systems rather than government regulation. As AI continues to expand into more areas, it becomes ever more crucial to both stay informed with and maintain.

Effective governance over AI would be essential, because if unmanaged, it can pose many risks. The probabilistic nature of AI systems means there is often higher risks, uncertainties, and potential for harm or issues, particularly when compared to other traditional technologies [1]. As part of addressing these, organisations have four primary areas to focus on to create an environment that can both utilise AI implementations and mitigate any risks associated with it: anticipation, protection, detection, and response.
[bookmark: _Toc218459107]Anticipation
Anticipation refers to predicting and identifying potential risks or threats that may emerge from the implementation of AI. Organisations need to ensure that they are anticipating all risks effectively, to ensure that when systems are implemented, they are done so responsibly. Due to its probabilistic nature, AI introduces far greater risks than any other technology, often spanning a wide range from regulatory, compliance, reputational, to financial or such alike [1]. 

One aspect for anticipating risks would be risk frameworks. Risk frameworks are structured approaches for the identification, assessment, mitigation, and monitoring of various risk or threats. These frameworks are crucial aspects, as they ensure that as many risks as possible are identified and accounted for. An organisation can either attempt their own framework, or use one of many premade frameworks, such as ISO 31000 [2], or the NIST AI Risk Management Framework [3]. There is an innate strength to using premade frameworks, in that a lot of the work is done, and can prove beneficial in the anticipation of risks. However, with AI being as rapidly developing as it is, there is a chance that some frameworks are not suitable, or if AI specific, do not account for some newer developments.

Once risks are identified, an organisation can implement scenario planning. Scenario planning will allow for organisations to explore situations where AI systems could potentially behave unexpectedly or potentially have unintended consequence or harm. A potential example is if a company were to employ AI hiring tools, they could simulate scenarios where bias may be influencing selections. With the rapid developments and increase in its adoption [4], this becomes increasingly necessary to be implemented, so that risks that may not be apparent at first can potentially be accounted for. It is worth noting that this does have limitations, being dependent on assumptions. As a result, it cannot account for every future possibility, even if still useful to an extent.

Another component would consider the ethical and societal aspects of AI systems, and their potential consequences. This is ethical foresight, and it would allow organisations to design responsible AI and aligned with any expectations or values. To implement this would often result on consulting a diverse and expansive range of stakeholders, to ensure that the principles become embedded in every process. Ethical foresight is crucial, especially as demand increases for ethical principles to be put in practice with AI governance [5]. This too has limitations, in that it is predictive and once again relies on assumptions.

When combined, these create a varied approach to the anticipation of AI risks and help an organisation to prepare for many challenges they may face with both AI and the governance of it.
[bookmark: _Toc218459108]Protection
The protection aspect relates to implementing mechanisms and systems to minimise any potential harms that could occur from AI systems. One such protection measure would be the implementation of policies surrounding AI systems, which would provide formal rules and procedures including any amount of AI development or usage. The policies implemented should ensure that any AI systems meet legal requirements and ethical principles whilst still being effective for the organisation that uses it. This structured governance should aid to minimise risks and help improve the overall benefits that AI provides [4]. The things these policies dictate can range from who can access AI systems, how AI systems are implemented, to how the data is handled, ethical requirements, etc. These can be done with pre-existing frameworks and policy templates or made from scratch. Whilst policies are good implementations setting strong guidelines, they may be limited if they are not implemented properly.

Another protective measure would be access control, which ensure that only authorised individuals may utilise, interact with, or access certain materials, documents, or systems. In the context of AI governance, this becomes a vital element, as proper implementation would reduce the risks of any misuse and increase accountability for any actions. Access controls heavily reinforce a structured governance against AI, further enhancing the benefits it can provide. Some parts of access control implementations could include multi-factor authentication, detailed system logs, data encryption, and more. It does face some limits, in that authorised users can still cause error or engage in malicious practices, and they can potentially be bypassed.

Within protection, there can also be compliance structures, another layer of governance structure to address issues [4]. These provide formal mechanisms enabling oversight and accountability, ensuring that sensitive data is properly handled, and any other regulations or requirements are met. Another aspect of protection would be ensuring that the AI systems implemented are secure, in terms of data storage and encryption, anonymisation, etc. Guidelines and training should be implemented, to ensure that the people that may use the AI are properly informed [5].

Whilst protective measures do provide benefits to an organisation, there are some trade-offs that come with them. For example, strict and complex access controls may slow down processes or operations, and overly restrictive policies could adversely impact AI developments within an organisation. 
[bookmark: _Toc218459109]Detection 
Within AI governance, detection mechanism exists to allow an organisation to track, observe, and evaluate AI systems, with the purpose of identifying any errors or unexpected behaviours, and potentially even misuse, before it extends into causing harm or issues. There are a variety of aspects that come under detection, including monitoring, auditing, and anomaly detection, along with transparency. An organisation can implement a form of AI oversight unit that will monitor and manage AI governance, ensuring that not only can they have more authority in terms of AI systems, but they can also ensure that AI is implemented properly, meeting regulations and such a like [5].

A core aspect of detection when in the context of AI governance is the tracking of AI systems performance, along with behaviour. This is crucial, as it would be a primary aspect in identifying data drift, or model drift. Data drift is where the data an AI is given is different to what it would have been trained on, with model drift being a model no longer being able to accomplish its task due to the model losing its ability to predict accurately [6].  By properly monitoring the outputs the systems make against some expected outcomes, the accuracy can be tracked, and the organisation would be aware of when a model may need recalibration or retraining.

Another aspect of detection could be red teaming, a way of simulating differing scenarios to ensure both that the AI systems operate as intended, and simulating adversarial scenarios to uncover weaknesses. Red teaming originates from military origins, and expanded into cybersecurity, and now AI governance, where it expands beyond technical testing, and branches into ensuring that the systems work for the interests of the organisation and ensuring that it does not work against them [7]. Red teaming could evaluate not just issues within the models of the AI systems, but broader system risks as a result, allowing for better exploration of potential blind spots.

There are of course limitations and blind spots. For example, model drift detection may not find subtle or long-term deviations. Implements like audits or human oversight would depend not just on how frequently they are done but also how in-depth such reviews would go. Red teaming, while expansive, can still leave some gaps in untested edge cases or scenarios, or such alike. All these combined makes detection a vital component in an AI governance environment for organisations.

[bookmark: _Toc218459110]Response 
When considering AI governance, and an organisations risk management, response is another vital aspect. Response typically defines how an organisation reacts if any issues or threats occur and are detected, whether it be a legal issue, a system failure, ethical breaches, or such alike. Typically, an organisation will have various response capabilities, including but not limited to incident response plans, automated response mechanisms, and protocols for potential escalation.

The primary part of response would be incident response plans, as using risks defined in anticipation stages, allow for an organisation to plan for what risks may occur, and create planned responses that allow for a quicker response to issues that occur. Even with every prior aspect of anticipation, protection, and detection, issues may still arise since AI systems are unpredictable and probabilistic by nature [1]. By having a comprehensive incident response plan, various steps can be defined and clearly planned out, from defining how to identify the severity of an incident, what actions may need to be taken to stop the problem, and actions taken as corrective measures post incident. An example is if an AI system is malfunctioning, giving inaccurate responses, the incident response plan would likely cover ways of classifying how severe the issue is, along with plans to disable the AI system temporarily with potential measures to reduce the impact of downtime, along with what measures should be taken to determine the cause, and then fix said issues. The plans should consider any policies or governance structures in their design and implementation.

Automated responses can allow for an acceleration in response times, along with reducing the chance for human errors to occur. Some automations in terms of AI governance can be simplistic in nature, such as filtering the content the system outputs, or more complex, such as constraints that engage based on real-time detections, as a way of limiting issues without waiting for human intervention. There are also escalation protocols that can be put into place so that human judgement can still be utilised in necessitated situations, typically being high-impact issues. For example, if an ethical breach was detected, the issue should be immediately escalated to higher ups and necessary parties such as any AI oversight units, compliance, or ethics personnel, who can then plan and determine appropriate actions to take. This can increase accountability, so that there is responsibility for any decisions made. For this reason, it is also crucial that members of staff are trained in ethics and governance pertaining to AI systems [5].

Even with all these aspects, limitations will remain, particularly if AI is implemented in part of responses, where AI models are often outperformed by human professionals, ensuring that human response is necessitated [8]. Other limitations do remain, where automated responses can improve response times, they must be predefined based on expected situations and are not as capable of adapting to specific circumstances, like a human would be. Incident response plans are potentially effective, however failure to be thorough in the breadth of risks covered can result in the plan being weakened, or if a previously unknown risk occurs, the plan cannot account for it. Overall response mechanisms do aid an organisation and are vital, even if not fully capable of handling every situation.
[bookmark: _Toc218459111]Evaluation
These structured approaches to AI governance should aid in risk management, with the four aspects being distinct yet reinforcing and aiding each other. Anticipation allows for an organisation to identify potential future risk, and any potential issues. This can be reinforced using frameworks made by reputable sources, like the NIST AI Risk Management Framework [3], to further boost the risks identified. The protection mechanisms aim to prevent issues from occurring, with policies and access controls attempting to avoid any misuse or potential harm. Detection implementations aim to ensure that either threats are found manually, in the event of an issue or threat, it is found as soon as possible, and that the organisations personnel are informed, using monitoring or audits. Red teaming allows for the organisation to both ensure that systems are functioning as intended and reduce any room for misuse. Finally, the response portion determines that, in the event of an issue materialising, there are likely to be set actions that can be taken within an incident response plan, or automated intervention systems, or if necessary, protocols for escalating.

There are of course gaps and limitations, where anticipation relies on assumptions and predictions, where AI is unpredictable, and still emerging and expanding, with new applications bringing both benefits and risks [4]. Protective measures introduce trade-offs with their implementation, such as slower workflows or similar. Detection mechanisms are good in uncovering issues like model drift; they may not catch all issues or edge case and have blind spots. Response plans depend on both detection and anticipation, as a plan can only be made if the risk is known, and it can only be enacted if the risk is detected. This is not entirely the case as human intervention allows for manual review / oversight, a necessity when a new unknown risk occurs. So, while all aspects are effective, they are by no means guarantees or perfected.

One point to note is that these aspects may change mildly, for example, risks tied closer with ethical principles may necessitate stricter or more extensive monitoring and protection, or the same may go for regulatory compliance, when compared to something such as an organisational value, which may be considered as needing less strict measures in place. The strictness and extensiveness of implementations of AI governance will always have trade-offs as a result. Overall, AI governance and the four core elements are essential to risk management for an organisation utilising AI systems, however they must be maintained and adapted to ensure that new developments do not render them inoperable or reduced in efficiency or usability. 

[bookmark: _Toc218459112]Conclusion 
In conclusion, governance of AI allows for modern organisations to properly build an environment that anticipates and protects against risks, along with including detection and response mechanisms. Structured governance mechanisms between each aspect ensure that risks are identified, safeguards are implemented, systems are monitored, and that action can be taken quickly in an event as needed. These are not perfect, and each has limits and gaps, but all together, if maintained and adapted, will provide a satisfactory solution.
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ResilientIntellect Ltd is a threat intelligence and consultancy company, developing AI-powered threat analysis software. They utilise a hybrid workforce, assisting businesses against cyber-attack threats. They are expanding into the EU, and as such must meet new regulatory requirements, primarily being the Digital Operational Resilience Act (DORA) [1] and the Network and Information Security Drective 2 (NIS2) [2]. A Zero-Trust aligned system will be implemented for ResilientIntellect, to ensure both regulatory compliance and proper protection of assets.
[bookmark: _Toc218459116]Organisation Structure
The structure proposed focuses on the new EU components for ResilientIntellect Ltd, supporting and ensuring that there is compliance with regulatory requirements like DORA and NIS2. The structure is simplistic while covering necessary roles, allowing for scalability with the organisations fast growing hybrid workforce.

Figure 1 displays the organisational structure for this EU segment, with the top of the structure being the Chief Information Security Officer (CISO), the role with overall accountability for information security, risk management, regulatory compliance, etc. The CISO would provide direction and ensure that the security aligns with the business and its requirements. 
[image: ]
Figure 1. ResilientIntellect Ltd EU organisational structure
Reporting directly to the CISO, there are a variety of distinct roles. The Cloud Security Architect would be the role responsible for designing and managing the cloud architecture, ensuring a Zero-Trust alignment through things such as network segmentation or identity management and such alike.

There is the DevSecOps lead, responsible for the security implementations within software development, ensuring that infrastructure is secure, and that security implements meet regulations and utilise policies. This would likely involve some amounts of collaboration with the Cloud Security Architect.

There is also the Security Operations Centre (SOC) Lead, which would be the main oversight for general operational security, performing monitoring, threat detection, etc. There is the Governance, Risk, and Compliance (GRC) Lead, along with AI Governance (AIG) Oversight, ensuring that policies, risk assessments, and general governance implementations are all implemented correctly, in compliance with regulatory requirements and meeting the organisations needs and demands. By ensuring the separation of role responsibilities, Zero-Trust principles are enforced, as there is less implicit trust, and clearer accountability.
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Policies are necessary for the EU expansion to ensure regulatory compliance, along with enforcing security and Zero-Trust alignment principles. The following policies will aim to cover AI usage, secure software-as-a-service (SaaS) configuration and Bring Your Own Device (BYOD) for ResilientIntellect Ltd hybrid workforce.
[bookmark: _Toc218459118]AI Usage Policy
The AI usage policy will ensure all AI systems developed will be done so ethically, and securely. They shall be maintained effectively, and access to models and training data would be controlled, ensuring proper logging of all modifications or usage. Proper monitoring shall be utilised to ensure there is no model or data drift, and other techniques like red teaming shall be implemented. Other governance practices should be implemented, such as data governance to ensure compliance with EU regulations and that data is secured. AI governance oversight will be implemented to ensure that AI governance is properly implemented and managed.
[bookmark: _Toc218459119]Secure SaaS Configuration Policy
This policy aims to ensure that all cloud-based applications are configured securely. They would be monitored continuously and implement systems such as role-based access limiting users to only what is necessary for their roles, along with Cloud Security Posture Management (CSPM) tools to ensure that there is compliance, and no issues with any configuration implements. By verifying the configurations and preventing users from having overprivileged access, this policy helps maintain Zero-Trust alignment.
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The BYOD policy ensures that employees can use personal devices in their work, whilst also maintaining security and ensuring that the organisations assets are secured. This is essential due to the hybrid workforce. Any device used by an employee for work must be registered and authenticated prior to access being granted, with a multi-factor authentication (MFA) system required for every connection. The MFA system would need to be phishing resistant. Endpoint Detection and Response (EDR) tools would be implemented to monitor for threats and automatically respond if found. Access will be granted based on least privilege, like the SaaS policy, ensuring Zero-Trust alignment, and devices should be subject to regular checks for compliance.

	Policy
	Purpose
	Controls
	Zero-Trust

	AI Usage
	Ensure the security of AI systems, along with ethical and regulatory compliance.
	Access controls, monitoring and logging, governance of AI and data.
	Independent verification, continuous monitoring.

	Secure SaaS Configuration
	Ensure the security and proper configuration of cloud applications.
	Role-based least privilege access controls, CSPM, monitoring and verification.
	No implicit trust in any users or applications. Continuous validation and verification of configurations.

	BYOD
	Enables employees to use personal devices while maintaining security and protection for the organisation.
	Device registration / authentication, MFA, EDR, least privilege access.
	Continuous verification of devices, least privilege access preventing over privilege.


Figure 2. Table of policies for ResilientIntellect Ltd
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For ResilientIntellect Ltd to expand into the EU, it must comply with set regulations, with the main requirements being the Digital Operational Resilience Act (DORA) [1], and the Network and Information Security Directive 2 (NIS2) [2]. The implementation of these regulations ensures both the security of the organisation and related systems but also increases trust between the organisation and clients.

DORA compliance requires systems such as AI software or cloud services to maintain resilience against potential disruptions. This is addressed via continuous monitoring, along with incident detection and secure deployment processes. The SOC Lead would oversee threat detection and incident response in real-time, with the DevSecOps lead ensuring that software and AI models are handled securely. The Cloud Security Architect would handle the cloud services aspects, ensuring configurations are correct and compliant.

NIS2 compliance requires cybersecurity governance to be implemented effectively, along with reporting of any incidents that occur. The SOC and GRC lead would work together, ensuring the enforcement of security measures and accurate and detailed logging / reporting of any incidents, according to the standards of NIS2. Policies covering the various aspects such as AI usage and BYOD aid the implementations needed to support NIS2 obligations.

The GRC lead as a generalised compliance role ensures all policies and procedures meet regulatory requirements, ensuring NIS2 and DORA requirements are properly met throughout. Zero-Trust alignment is maintained alongside these other regulations, ensuring no implicit trust and maintaining continuous verification throughout.
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ResilientIntellect Ltd requires an effective governance model implemented properly to ensure the security of information along with aligning with any business objectives. A proposed governance model would be based upon the NIST Cybersecurity Framework (CSF) 2.0 [3], comprised of six core functions, being Govern, Identify, Protect, Detect, Respond, Recover.

The Govern function would aim to establish oversight and accountability, guiding the implementation of the other functions. The GRC lead and AIG oversight would be responsible for defining the overall strategy of the governance, aligning with business objectives and regulations. Governance would encompass both developing and enforcing things such as policies, any risk management processes, etc.

Identify pertains to understanding and tracking not just risks the organisation could face, but also the assets and obligations too. Once again, the GRC lead and AIG oversight would identify all the potential threats to the different infrastructure and operations, including the AI models, the cloud systems, etc. This will ensure that risks are discovered, mapped, and prioritised as needed.

Protect would relate to implementing any security or safeguarding methods within the organisation and its systems. The DevSecOps lead and Cloud Security Architect would likely be enforcing policies relating to the AI models and SaaS applications, along with maintaining Zero-Trust alignment.

Detect would focus on monitoring the systems for any anomalies or suspicious activities through various means, with the SOC and AIG oversight roles continuously observing their systems and AI models for any threats or issues, such as model drift. If an issue is detected, then incident response plans would be done.

Respond function ensures that in the event of an incident, it can be contained and mitigated as soon as possible, with SOC and DevSecOps roles addressing threats with automated tools, predefined response plans, and any other effective implementation, to minimise any damage or disruption caused by the threat.

The Recover function work to restore any disrupted systems or services, with the DevSecOps, Cloud Security Architect, and the SOC teams working where needed, whether it be to recover cloud infrastructure, AI systems, etc.

With the incorporation of all 6 core functions from the NIST CSF 2.0, the organisation should have a strategic governance model linking to the business goals, whilst still maintaining a Zero-Trust alignment, and ensuring compliance with regulations.
[bookmark: _Toc218459123]Risk Management
A high-level risk assessment would be necessary to ensure effective protection, along with compliance with regulations like DORA and NIS2. A primary focus would be software supply chain risks, especially with the organisations AI systems, or cloud systems where cloud misconfiguration could occur, potentially resulting in disruptions or exposed data.

Within the software supply chain risks, there is the potential for poisoned AI models, where the training data, or any pre-trained model, is manipulated maliciously, potentially causing major issues. There are also vulnerable dependencies, where libraries or APIs that are dependencies for software or applications have vulnerabilities, and the dependencies are often third-party. Both issues can result in compromised AI data and outputs, violations of regulations, or other harmful failures.  Some mitigation for these issues could include automated scanning of dependencies along with ensuring secure coding practices are implemented. There would also be AI model validation and testing to ensure they are always operating as intended with no issues, along with red-teaming implementations to detect issues.

Cloud misconfigurations are particularly dangerous, as they can have effects from simply services being misconfigured to overprivileged access being granted to users, resulting in sensitive data being exposed and going against Zero-Trust alignment. Mitigating these issues would involve the implementation of Cloud Security Posture Management (CSPM) tools and ensuring that access is setup correctly based on least-privilege.  Cloud configurations should be continuously monitored and verified.

Each risk has its likelihood and impact assessed, so that mitigation responses are prioritised effectively. Poisoned AI models would be classified as a medium likelihood, along with vulnerable dependencies, however cloud misconfiguration would be high, as a misconfiguration is likely to occur. All three would be high impact, due to the potential disruption or harm they may cause. Figure 3 summarises the risks, likelihood, impact, and mitigation.

	Risk
	Likelihood
	Impact
	Mitigation
	Roles

	Poisoned AI models
	Medium
	High
	Validation of AI models, red-teaming, access controls
	DevSecOps Lead, AIG Oversight

	Vulnerable Dependencies
	Medium
	High
	Scanning of dependencies, secure coding
	DevSecOps Lead

	Cloud Misconfiguration
	High
	High
	CSPM, least-privilege access, monitoring continuously
	Cloud Security Architect


Figure 3. Risk assessment table for ResilientIntellect Ltd
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A well-made disaster recovery plan would be vital in the event of any issue / emergency. One scenario would be a ransomware attack, targeting AI data and source code, encrypting all training data and repositories.  This would disrupt usage of the AI systems, their development, along with potential violations of regulations.

A robust backup strategy would be crucial for this disaster recovery plan, where all assets including training data, models, source code repositories, and any other components are backed up automatically on a regular basis. They should be versioned, so that restoration is possible to a variety of states known to be functional. These backups should be stored in a few ways to ensure they are not lost, including offline storage, or another immutable storage method, so that encrypting or deleting of this data is less likely. Backups should be separated, so that data can remain available in wider spread emergencies.

A recovery process would be implemented following a sequence. At the beginning, systems affected by the attack should be isolated so that the ransomware is contained. Any credentials compromised would have all access revoked and be logged as compromised to ensure they are not used again. Next, the plan would detail assessing the incident to find out the true scope of the impact, and the integrity of backups should be verified. If backups are suitable, then systems would be rebuilt using clean images and the backups, along with AI data and source code restored. Validation would then ensue, confirming the integrity of AI models and data, along with source code and similar. 

Roles and responsibilities within plans are essential, allowing for faster and clearer implementation in the event an emergency does occur. The SOC lead would lead the detection and containment. DevSecOps and AIG teams would be responsible for handling the restoration and validation of the code and data. The GRC lead and management would handle decisions and any regulation considerations. The incident would be logged, and details kept in event they are needed. This plan aims to minimise downtime, protect assets, and ensure systems are restored swift and securely.
[bookmark: _Toc218459125]Protection Mechanisms
Modern protection mechanisms will be implemented to reinforce the security of ResilientIntellect Ltd. These mechanisms combined with Zero-Trust alignment will further aid the organisation and should meet regulations. Overall, these should detect, prevent and respond to threats in real-time, to further protect crucial assets.

Cloud Security Posture Management (CSPM) tools help provide automated and continuous monitoring of cloud systems and their configurations, ensuring that they adhere to any security policies or regulations. Misconfigurations are identified, and fixed, to prevent sensitive information from being exposed.
Security Information and Event Management (SIEM) systems are implemented to ensure that detailed logs are collected from various sources, so that threats can be detected in real time, including alerts and reports. SIEM would aid in identifying any anomalous or suspicious activities, so that response to incidents can be faster, and to support NIS2 obligations.

Endpoint Detection and Response (EDR) systems monitor devices and servers, continuously checking for any malware, including ransomware. These tools can and should be configured to have automatic responses, ensuring containment and remediation actions are done as soon as a threat is detected, reducing the time from detection to response, further protecting the organisation and its assets.

Multi-Factor Authentication (MFA) should be implemented with phishing-resistance in mind, ensuring all access to systems or accounts are controlled strictly. This would mitigate the risks of credential theft and further reinforce alignment with Zero-Trust principles, as identities would be verified every time, regardless of any device or locations.

Together, the mechanisms form a layered security system that will maintain Zero-Trust alignment, ensuring continuous verification, least-privilege access principles, real-time threat response, etc. 
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Overall, this security framework for ResilientIntellect Ltd integrates a structure containing important roles, policies and governance along with risk management, contingency planning and modern protection mechanisms. These all follow Zero-Trust principles throughout so that there is continuous verification and least-privilege access principles. These should meet compliance with EU regulations, and utilising NIST CSF 2.0 to ensure that a structured system is in place. This should support ResilientIntellect Ltd in its expansion into the EU while maintaining regulatory compliance.
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