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This is an individual practical lab-test, held under examination conditions. You will be assigned four switches, you should configure these devices based on the following specifications. 


This paper is marked out of 100.

You will have 2 hours to complete this task.
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Task 1 – Network Connections 

Physically cable the network as shown in the topology diagram. 
Configure all switches with hostname as shown in the topology.

Task 2 – Configure the network according to specification (90 marks)

Configure trunks and port-channels as shown in the diagram. Issue the no shut command as you go.
The connection between DLS1 and DLS2 will be a layer-3 EtherChannel using LACP. DLS1 will use the IP address 172.16.1.1/30 and DLS2 will use 172.16.1.2/30.
The Port-channels on interfaces fa0/7 and fa0/8 will use LACP.
The Port-channels on interfaces f0/9 and fa0/10 will use PAgP.
All trunks will use VLAN 99 as the native VLAN.
Configure DLS1, ALS1, and ALS2 to use VTP version 2
Use the domain name Computing with the password So@c4321
Configure DLS1 as the VTP server for VLANs.
Configure ALS1 and ALS2 as VTP clients.
On the VLAN server create and name the following VLANs:

	VLAN Number
	VLAN Name
	VLAN Number
	VLAN Name

	99
	NATIVE
	150
	VOICE

	100
	ACADEMIC
	175
	OPEN ACCESS

	200
	STUDENT
	250
	GAMES

	800
	LEARNING TECH
	999
	ITS



Configure DLS2 to be a VTP Transparent mode switch using VTP version 3, then locally configure the same VLANs and VLAN names. 
On DLS2, create VLAN 2345 and name it FINANCE. The Finance VLAN will NOT be configured or available on any other switch in the network.
Change spanning mode to pvst on all switches.
Configure DLS1 as the spanning tree root for VLANs 1, 99, 100, 175, 200, 250 and 800, as a secondary root for VLANs 150 and 999
Configure DLS2 as the spanning tree root for VLANs 150 and 999 and as a secondary root for VLANs 1, 99, 100, 175, 200, 250 and 800.
Configure all trunks so that, only the VLANs that have been created are allowed to cross the trunk
Assign interfaces as access ports to VLANs as follows:

	
	On all Switches 

	Interface Fa0/1 - 2
	Native & Mgmt

	Interface Fa0/3 - 6
	Academic

	Interface Fa0/13 -16
	Student

	Interfaces Fa0/16-17
	Learning Tech

	Interfaces Fa0/18 - 21
	Open Access

	Interfaces Fa0/22 - 24
	ITS







Configure SVIs on DLS1 and DLS2 in support of all of the VLANs and inter-VLAN routing. Use the following table for subnet assignments:
	VLAN 
	VLAN Name
	Subnet
	VLAN 
	VLAN Name
	Subnet

	99
	NATIVE &  MGMT
	192.168.99.0/24
	150
	VOICE
	192.168.150.0/24

	100
	ACADEMIC
	192.168.100.0/24
	175
	OPEN ACCESS
	192.168.175.0/24

	200
	STUDENT
	192.168.200.0/24
	250
	GAMES
	192.168.250.0/24

	800
	LEARNING TECH
	192.168.8.0/24
	999
	ITS
	192.168.199.0/24


DLS1 will always use the .252 address and DLS2 will always use the .253 address for IPv4 addresses. 

Configure rootguard, portfast and bpduguard on appropriate interfaces. 
Configure DLS1 to be a DHCP server for all VLANs except VLAN 99.  
Exclude the addresses .251-.254 in each subnet
Set the DNS server to 1.1.1.1 for all three pools.
Obtain IPv4 addresses on Hosts A, B, and D via DHCP.

[bookmark: _GoBack]
Task 3 – Test network connectivity (10 marks)
Verify all PCs has IP address from DHCP server. All PCs has IP Address? __________________
Ping between each host to very interVLAN connectivity. Is the ping successful?  ______________________

Submission Requirements:

On each Router the following outputs should be copied on to a text file. The file name should be studentname_id_devicename.txt

Show running-configuration
Show ip interface brief
Show vlan brief
Sh vtp status
Sh  etherchannel summary
Sh spanning-tree root

All documentation for your solution should be submitted electronically on Moodle.
It is your responsibility that you copy all the files correctly. 
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