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Business Report: A Critical Evaluation of Sustainable Customer Relationships at M&S Food
To: The Marketing Manager, Marks & Spencer Food 
From: Marketing Consultant 
Date: 21st November 2025 
Subject: Critical Evaluation of the Impact of Sustainable Customer Relationship Strategies on M&S Food and its Customers
[bookmark: _Toc214567399][bookmark: _Toc214567554][bookmark: _Toc214572370][bookmark: _Toc214572410][bookmark: _Toc214572674]Executive Summary
This report critically discusses the role of customer relationship marketing (CRM) strategies at Marks and Spencer (M&S) Food as they affect the performance and customer loyalty of the organisation with special emphasis on the sustainability of these relationships. As it is analysed, M&S Food has one of the most effective and value-oriented CRM strategies, which is founded on the premise of the high quality of the products, ethical sourcing, and open communication. Such projects are able to generate strong customer loyalty and warrant a high-end approach to the market. This strategy however was found to have a huge loophole revealed by the disastrous computer attack in April 2025 that cost the company a loss of an estimated 300 million in terms of profit. The response itself, which was delayed, in a direct comparison to the effective containment by the Co-op, attracted significant financial and reputational harm, which directly affected the fundamental value of being the most trusted retailer. Report finds that the product-based CRM of M&S Food is one of its strongest strengths, but any future success depends on mitigating this data security vulnerability. It recommends that to regain trust, it should run a "Trust & Safety" campaign, be more transparent on its sustainability goals, and modernise digital storytelling to reflect its ethical narrative fully into its robust 21st-century CRM approach.



[bookmark: _Toc214572675]Task 1: Organisational Overview
[bookmark: _Toc214572676]1.1 Historical Development and Evolution
Marks and Spencer Group plc is a British retail institution that has a history of more than 140 years that starting as a market stall (Weston, 2024). Its food division is no longer merely a mere in-store service but a high-quality, own-brand place on its own ( MatrixBCGTeam, 2025). The implementation of its sustainability strategy Plan A into the business model has been a turning point in its recent development (M&S ESG Report, 2025). It is not a distinct corporate social responsibility (CSR) activity but a major element of the company strategy to reshape M&S to achieve sustainable, profitable expansion and indicates that the sustainability and customer relationships are inseparable concepts (Hong, 2024).
[bookmark: _Toc214572677]1.2 Current Market Position
M&S Food has a good premium position in the UK grocery market which is very competitive at present. Business has also shown commercial resilience and attractiveness as the company recorded an increase of 9% in the 2023/24 financial year (M&S ESG Report, 2025). Its market dominance is supported by the fact that it remained the top in terms of Farm Animal Welfare among retailers, which is one of the main distinctions of an ethically-conscious customer (M&S ESG Report, 2025).
The situation on the market in 2025, however, is quite a complicated one, due to the events in April of that year. An advanced cyber attack cost it an estimated loss of profit in the tune of £300 million as well as causing significant disruption of its operations and long-term harm to its online business (MTI, 2025). This operational and financial blow is a significant blow as it tries to undermine the image of operational excellence behind its premium brand (Hargreaves, 2025).
[bookmark: _Toc214572678]1.3 Mission Statement and Values
The corporate vision of M&S is to be the most trusted retailer, doing the right thing for our customers with exceptional quality products in everything we do. It aims to provide the Magic of M&S to all its customers, at any time, place and location they may prefer to shop at us (PortersFiveForceTeam, 2025).
These words represent such values as trust, quality, and customer-centricity. The vision, specifically, makes trust the most important pillar. The whole Plan A approach, and its emphasis on ESG, is aimed at operationalising these values and creating a sustainable relationship with the customers on the foundations of mutual principles (Marks and Spencer, 2022). However, the 2025 cyber attack offered a direct and severe test to such a fundamental value of trust and imposed a real test of the company with its customers (MTI, 2025).


[bookmark: _Toc214572679]Task 2: Data and Customer Relationships
[bookmark: _Toc214572680]2.1 The Role of Data in Developing Sustainable Relationships
In contemporary CRM, information is the blood life behind personalisation and customer knowledge. M&S Food is involved in gathering information by different methods in order to build sustainable relationships:
· Transactional Data: Through the Sparks loyalty programme and online purchases to know the buying behaviour (Microsoft, 2023).
· Behavioural Data: Monitoring online interaction and product interaction.
· Feedback Data: The usage of such tools as the ESG Reputation Tracker and the Straight to Stuart colleague portal to receive first-hand feedback (M&S ESG Report, 2024).
This information is processed to design customised offers, develop products, and customise communications and help the customer feel special and known, which is the core of long-term loyalty (Bogati, 2023).
[bookmark: _Toc214572681]2.2 The Cyber Attack: A Critical Failure in Data Stewardship
April 2025 cyber attack revealed a deep vulnerability in the CRM strategy of M&S. As much as the company has been good in utilising data to its commercial gain, its impaired ability to secure that data largely compromised the trust of its customers.
The Breach: The attackers employed social engineering in order to act as an employee and deceive employees to reset their credentials of a legitimate user account (MTI, 2025).
Late Detection: M & S took two days to detect the breach, which was in sharp contrast to Co-op, which found and contained a similar attack in a few minutes (MTI, 2025). Such a delay gave attackers the opportunity to navigate laterally across the network, place ransomware, and steal data.
Influence on Customer Relationship: In a brand that has earned a lot of reputation through being the most trusted retailer, a data breach is a fatal occurrence. It changes the relationship between the CRM to one of mutual advantage to one of danger and exposure to the customer (Tuncdogan, 2025). The operational shutdown, inability to use online services, and personal stress inflicted on the customers whose data was breached directly assaulted the sustainability of the relationship (Croft, 2025).
[bookmark: _Toc214572682]2.3 Analysis and Evaluation
The application of data at M&S is advanced to make sales and personalisation. The cyber attack however indicated that data governance and incident response approaches were not equally advanced. Although they had added cyber investment, their failure to have a viable preparedness through the delay in detecting and relying on broad system shutdowns was devastating (MTI, 2025). The inclusion of benefits is not the only ingredient of a sustainable customer relationship; the absence of harm is also included (Enam, 2025). In the given case, M&S did not secure its customers in terms of preventing harm, whereas the trust pillar was destroyed much more than any ethical sourcing policy would restore it in the short term.

[bookmark: _Toc214572683]Task 3: CRM Strategy Analysis
[bookmark: _Toc214572684]3.1 Segmentation, Targeting and Positioning (STP)
Segmentation: The M&S Food has been successful in targeting a segment of consumers who are driven by quality, taste and ethical values rather than value. These are health-conscious families, foodies and the ethically minded shoppers.
Targeting: They appeal to this segment with a definite value proposition. The Select Farms, Fairtrade partnerships, and the Farming with Nature programmes are not merely current policies, but are aimed at the instruments to communicate the values of their targeted customers (Marks and Spencer, 2025).
Positioning: M&S Food will be the ethical, trusted and high-end store. This is a planned positioning strategy, which is supported by the statement of the CEO who mentions that the company amplified these messages in our communications, always showing how far we go, to do the right thing (M&S, 2022).
[bookmark: _Toc214572685]3.2 Market Differentiation using the Marketing Mix (4Ps)
Product: The most powerful differentiator. M&S uses its ethical credentials as a branding attribute: the use of 100% responsibly sourced cotton (in clothing), 99% of palm oil that is RSPO certified, 100% of the tea and coffee that are Fairtrade, and its animal welfare leadership (M&S ESG Report, 2025).
Price: It has a premium pricing strategy, which is based on high-quality and morally sourced products.
Place: M&S has a multi-channel shopping experience with its new stores and a strong online platform. The introduction of EV charging hubs in 13 locations is an appeal to the contemporary convenience that improves the physical customer experience (Shazal, 2024).
Promotion: Promotion has its foundation on transparency. The very fact and format of the detailed ESG report itself is a form of marketing, as are the narrations of their supply chain partners and social responsibility efforts such as the 4.4m they have raised through YoungMinds (M&S ESG Report, 2025).
[bookmark: _Toc214572686]3.3 Meeting the 4Cs of Customer Needs
Customer Solution: M&S offers a solution to the customers who do not need to sacrifice the high-quality food but the ethics (M&S, 2024a).
Customer Cost: There is a high monetary cost although the cost is the non-financial gain of ethical peace of mind that their target segment cherishes.
Convenience: It is provided in the form of stores, online ordering, and click-and-collection options.
Communication: M&S is actively communicating on its values and progress, and is developing a relationship based on transparency and not only transactions (M&S, 2023).
[bookmark: _Toc214572687]3.4 Ethical and Sustainability Policies and Customer Expectations
The ethical policies of M&S (Plan A, Net Zero by 2040, responsible sourcing) are ideally in tune with the increasing expectations of the target customers (M&S, 2024b). To a group of consumers who are becoming more interested in climate change, animal welfare, and fair trade, the M&S policies are not merely a pleasant addition, but one of the reasons to pick the brand and stick to it. Such policies make out of a mere transaction a declaration of personal values.


[bookmark: _Toc214572688]Task 4: Conclusions and Recommendations
[bookmark: _Toc214572689]4.1 Conclusions
The CRM strategy of M&S Food is two-dimensional. On the one hand, its product-based approach based on quality, ethics and transparency is extremely efficient to create deep, lasting relationships with the customers and support its premium position in the market. The Plan A initiatives are potent in developing loyalty and customer centrality.
Conversely, the 2025 cyber attack indicated a disastrous breakdown in the operational aspect of the CRM. The delay in identifying and responding, particularly against the backdrop of the Co-op's best-practice response to a similar threat, caused excruciating damage to the company in terms of finances and reputation. It had a devastating effect on the very trust that M&S is attempting to develop, showing that a sustainable customer relationship cannot exist without effective data security. The vulnerability in the operations of the company broke its ethical promise.
[bookmark: _Toc214572690]4.2 Recommendations
M&S Food ought to undertake the following in order to establish customer relationships in the long term and regain confidence:
The "Trust and Safety" Digital Campaign: As soon as possible, roll out a multi-channel campaign (email, social media, in-store) to publicly inform about the measures the company has taken to protect the cybersecurity situation after the attack in 2025. These should involve investment in new technology, better employee training and adherence to tools of rapid response.
Objective: Calm down clients and turn the crisis into an accountability exercise.
Develop a Public-Aimed Sustainability Action Plan: In situations where ESG targets are still lagging (e.g. soy at 83% vs. 100% target), a publicly accessible action plan with timelines should be published. Engage customers in the process by updating and adding a call to action.
Objective: To improve the transparency, to transform a possible vulnerability into an opportunity to engage in collaboration, and to advance the current ethical CRM base.
Optimise Social Media Storytelling of Plan A: Invest in more interesting and visual content (e.g., short-form videos, Instagram Reels) that will help to realise the Plan A initiatives. Farmers, the Another Life program of recycling, and partnerships with communities.
Objective: To modernise the communication strategy, create a more interactive community and reinforce the emotional relationship with a wider and digitally-native audience.
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