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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	(255.255.248.0)21
	172.16.2.1 
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	(255.255.254.0)23
	172.16.10.1 
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	(255.255.255.0)24
	172.16.12.1 
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0
	(255.255.255.192)26
	172.16.13.1 
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	(255.255.255.224)27
	172.16.13.65 
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96
	(255.255.255.248)29
	172.16.13.97 
	172.16.13.102
	172.16.13.103

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	




1. Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Introduction
This research report discusses the features of IPV6. IPV6 is the latest internet protocol that allow devices to be identified and located across the internet. The predecessor of IPV6, IPV4 uses a 32bit addressing scheme that supports 4.3 billion devices, however it has a flaw in that the world is running out of addresses. 
Due to the rapid growth in the number of people using the internet, and the purchasing of an increasing number of computers, smartphones, internet of things (IoT), it has required the implantation and migration over to IPV6. The Internet Engineering Task Force (IETF) identified this issue 20 years ago and in 1998 created IPV6 to address the problem with IPV4 as discussed by Keith Shaw [1].
IPV6 Addressing
IPV6 uses a 128bit in 8 groups of 16bits in the addressing scheme which support approximately 340 undecillion devices. IPV6 addressing scheme has allowed end to end connectivity as each device can now be allocated a unique IP address without using Network address translation (NAT) to save on IP addresses as mentioned by Shaw [1]. 
Tutorials Web explains [2]:
 “IPv6 address consists of 8 groups of four hexadecimal digits separated by colons and which mainly consists of 3 segments called Global Prefix which is of 48 bits, subnet part with 16 bits and Interface ID called as Host part with 64 bits.”
Tutorials Point explains [3] that using 16 Bits of subnet is equivalent to IPv4’s Class B Network. This has allowed 65 thousand subnets to support large organizations. IPv6 subnetting works on the same concept as Variable Length Subnet Masking in IPv4.
IPV6 doesn’t support broadcast address and instead uses multicast address to communicate with multiple hosts. Using multicasts is more efficient because the packets can be targeted to a group of nodes. Multicast addresses are easily identifiable because the value of an IPv6 multicast address begins with "FF", as discussed on Oracle’s guide [4].
Oracle further [4] states, IPv6 anycast addresses identify a group of interfaces on different IPv6 nodes. Each group of interfaces is known as an anycast group. When a packet is sent to the anycast address, the anycast group member that is physically closest to the sender receives the packet.
IPV6 Header
IPV6 protocol is defined header and extension header, Oracle [5] describes each header:
1. Version – 4-bit Version number of Internet Protocol = 6.
2. [bookmark: indexterm-5][bookmark: indexterm-6]Traffic Class – 8-bit traffic class field. 
3. [bookmark: indexterm-7][bookmark: indexterm-8]Flow Label – 20-bit field. 
4. Payload Length – 16-bit unsigned integer, which is the rest of the packet that follows the IPv6 header, in octets.
5. [bookmark: indexterm-9][bookmark: indexterm-10]Next Header – 8-bit selector. Identifies the type of header that immediately follows the IPv6 header. Uses the same values as the IPv4 protocol field. 
6. [bookmark: indexterm-11][bookmark: indexterm-12]Hop Limit – 8-bit unsigned integer. Decremented by one by each node that forwards the packet. The packet is discarded if Hop Limit is decremented to zero.
7. [bookmark: indexterm-13][bookmark: indexterm-14]Source Address – 128 bits. The address of the initial sender of the packet. 
8. [bookmark: indexterm-15][bookmark: indexterm-16]Destination Address – 128 bits. The address of the intended recipient of the packet. The intended recipient is not necessarily the recipient if an optional Routing Header is present.
[bookmark: indexterm-4]IPV6 improves on option mechanism that are placed in separate extension header are located between the IPv6 header and the transport-layer header in a packet. Most IPv6 extension headers are not examined or processed by any router along a packet's delivery path until the packet arrives at its destination. This improves on router performance for packets that contain options as described in and further explanation can be found on Oracle’s guide [5].
IPV6 Mobility
As discussed by Oracle’s IPV6 guide [6], IPv6 mobility support solves this problem. IPv6 mobility enables a mobile node to move from one link to another link without changing the mobile node's IP address. IPv6 mobility assigns an IP address to the mobile node within its home subnet prefix on its home link. This address is known as the node's home address.
Oracle does state that IPv6 mobility does not attempt to solve the following problems:
1. [bookmark: ]The ability to handle links with partial reachability, such as typical wireless networks. However, a movement detection procedure addresses some aspects.
2. Access control on a link that is being visited by a mobile node.
IT Security Improvements
IPV6 resolves two security issues that currently exist on the internet. There is a lack of effective privacy and authentication mechanism beneath the application layer.
IPv6 Authentication Header and IPv6 Encapsulating Security Payload are features of the new Internet Protocol Security (IPsec) as described by Oracle [7].
Oracle [7] further states that IPV6 introduces two extension headers that resolve these issues and provide security services. The First service is called Authentication Header that provides authentication and integrity without confidentiality, to IPv6 datagrams. The extension is algorithm independent and supports many different authentication techniques. 
Using Authentication Header helps ensure interoperability within the worldwide Internet and eliminates a significant class of network attacks, including host masquerading attacks.  Using source routing with IPV6, the authentication header becomes important because of the known risks in IP source routing. The upper-layer services and protocols lack meaningful protection, however the placement of the header at the internet layer helps provide host origin authentication as stated on Oracle’s guide [7].
Oracle [7] states that the second security service option offered by IPV6 is called Encapsulating Security Payload (ESP). Encapsulating Security Payload provides integrity and confidentiality to IPv6 datagrams and it’s simpler than some similar security protocols, ESP remains flexible and is algorithm independent. Similar security protocols include SP3D and ISO NLSP.
Auto-Configuration
Host configuration is simplified on IPV6 as it autoconfigures its interfaces in IPV6. A link-local is created as part of the autoconfiguration as discussed by Oracle [8]. 
Oracle quotes on Stateless Address Autoconfiguration [8] :
“The autoconfiguration process verifies its uniqueness on a link. The process also determines which information should be autoconfigured, addresses, other information, or both. The process determines if the addresses should be obtained through the stateless mechanism, the stateful mechanism, or both mechanisms.”
For more detailed explanation, please see Oracle full page [8].
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