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1. [bookmark: _Toc243434626]Introduction
VPNs, also known as Virtual Private Networks, allow you to create a protected network connection when you are using a public network. VPNs help protect and hide sensitive information by encrypting data as it travels between a user's or company's device and a VPN server. Another crucial part of VPNs is tunneling, it essentially carries encrypted traffic across underlying networks such as the internet, while encryption protects the contents during transmission.
This research will focus on two VPN technologies, them being WireGuard and OpenVPN. WireGuard is a more recent VPN protocol that is a combination of both security and simplicity, it has a lean codebase, which makes security reviews easier. It also uses advanced cryptographic techniques that can secure VPN tunnels efficiently, and it stands out for using a single, consistent suite of state-of-the-art cryptographic algorithms. [1] Moving on to the second VPN technology, OpenVPN. It is a recognized, open source VPN solution that's known for its ability to facilitate encrypted connections over the internet and provides both strong encryption and authentication capabilities, as well as the versatility to handle different network arrangements. This solution also supports a range of VPN configurations, from bridging discrete networks to enabling remote user access [2], [3].
Although both VPNs provide secure network connections, their different architectures may influence their overall performance. The purpose of this research is to evaluate the performance of both WireGuard and OpenVPN through a series of repeated controlled performance tests under network conditions, such as simulated packet loss, increased network delay, and baseline conditions. Within each network condition, WireGuard and OpenVPN will be tested on their throughput, latency, and CPU utilization. The reason these tests are taking place is that these measurements can help organizations understand the performance advantages and disadvantages between WireGuard and OpenVPN.
[bookmark: _Toc243434627] 2. Background to the Proposed Research

To ensure companies and large organizations provide secure connections for remote or global employees, Virtual Private Networks (VPNs) play an important role and provide the connections companies need. Over the last decade, cloud computing has grown significantly, shifting from experimental technology to default infrastructure for computing and modern businesses. As more businesses shift to cloud computing, selecting a suitable VPN solution requires careful consideration of both security and network performance.
Anyam et al. [4] investigated the performance of WireGuard and OpenVPN in Microsoft Azure and VMware virtual environments under network conditions that could affect a company. One crucial finding was that both VPNs' performance depended heavily on the virtual environment. When both VPNs were used on baseline VMware testing, WireGuard achieved a TCP throughput of 210.64 Mbps while OpenVPN achieved 110.34 Mbps. However, when they were both tested under high-latency conditions using Azure, OpenVPN achieved approximately 120 Mbps, compared to WireGuard only achieving 60 Mbps
From these results alone, it suggests that neither VPN protocol can really be considered superior, as performance depends on network conditions and infrastructure in which it is deployed [4].
Another experiment documented by Osswald, Haeberle, and Menth [5] investigated the performance of WireGuard, OpenVPN, and IPsec using virtual machines. Their results revealed that WireGuard achieved roughly 3,213 Mbps throughput while OpenVPN achieved 607 Mbps using AES-128 encryption. By also using CPU pinning, WireGuard throughput  had a significant increase of roughly 40%, which shows that by configuring a virtual machine, it can potentially influence a VPN's performance. However, although WireGuard throughput increased, the study used a high-speed 10 Gbps connection, so the results may not reflect other network environments.
Moving on to Hussein and Rehman [6], they compared the performance of both WireGuard and OpenVPN based on the following factors, them being throughput, latency, and resource utilisation. WireGuard achieved a throughput of 50.4 Mbps and a latency of 8.01 ms whilst OpenVPN achieved 22.1 Mbps and 160.38 ms. But this test relied on internet-based speed tests, meaning that these results may be influenced by external network conditions.
A common trend documented in these studies is that WireGuard generally achieves higher throughput and overall performance than OpenVPN. However, Anyam et al. [4] proclaim that this advantage isn't consistent across the majority of networks, suggesting that deployment environments play an important role.
Haga et al. [7] also investigated WireGuard and OpenVPN but within a 5G network environment. Their findings showed that WireGuard's throughput was 5.3x higher and its latency was 41% lower than OpenVPN. These results back the previous statement that WireGuard has the performance advantage over OpenVPN, however, this research focused on 5G network slicing, meaning that these findings may not directly apply to traditional company and enterprise networks or virtualized environments.
Whilst previous studies focus on the advantages of WireGuard, Forsung et al. [8] examined how VPNs perform under challenging network conditions like packet loss, increased latency, and CPU stress. From their findings, WireGuard achieved higher throughput whilst under CPU stress, achieving approximately 78.86 Mbps compared to OpenVPN achieving 25.02 Mbps in a virtual environment. Even though WireGuard achieved higher performance than OpenVPN, both VPNs suffered a significant reduction in performance due to packet loss, showing that network conditions can affect high performing protocols.
Another important factor that hasn’t been discussed yet is CPU utilisation. Sridee and Khawne [9] research consisted of allocating more Virtual CPUs than available physical cores within a Kubernetes environment, which resulted in reducing WireGuards throughput and increased CPU usage. They also found that the container-level CPU measurements they recorded did not accurately reflect WireGuard’s processing demand because it runs in the host kernel. This highlights the importance of resource allocation and accurate CPU monitoring when evaluating VPN performance.
Overall, after reviewing these studies, it's clear that in the majority of tests, WireGuard achieved better results than OpenVPN, such as higher throughput and lower latency. Although WireGuard performed better, this isn't the case for the majority of environments such factors like hardware configuration, network conditions, and resource allocation play a key part in a protocol's performance. Even though previous investigations have compared these VPN protocols across environments like cloud systems, 5G networks, and virtualized systems, Differences in testing methods make it difficult to draw a conclusion that applies to every deployment.
This highlights the value of conducting further controlled experiments using a consistent testing environment. Therefore, this project will compare WireGuard and OpenVPN's performance within Debian Linux virtual machines that will be identical using VirtualBox. By measuring performance factors under network environments such as baseline, increased network delay, and simulated packet loss, this research aims to provide a clearer understanding of how both VPN protocols perform under different network conditions.
[bookmark: _Toc243434628]3. Research Problem Statement 
Companies and small businesses rely on VPN technologies to deliver secure network connections and protect sensitive information. By investigating WireGuard and OpenVPN under specific network scenarios, such as increased network delay and packet loss, we can compare how these two VPNs differ in throughput, latency, and CPU utilisation. Companies need to have a high performance VPN otherwise, it could affect network efficiency and user experience. 
[bookmark: _Toc243434629]4. Research Aim & Objectives
The aim of this research is to identify differences in WireGuard and OpenVPN performance through a series of tests in a controlled virtualized network environment, measuring and comparing the VPNs' throughput, latency, and CPU utilization under different network conditions. Here are some of the research objectives that will be completed:
1. Design and configure a controlled virtualized network using Debian Linux, VirtualBox, WireGuard, and OpenVPN
2. Measure factors like latency, CPU utilization, and throughput for both VPNs under baseline conditions, collect the results, and analyse them 
3. Simulate packet loss and increased network delay using tc netem, then repeat the performance measurements
4. Conduct five experiments repeatedly for each VPN under the listed network conditions in order to improve the reliability of results
5. Calculate and compare the average performance measurements, and present the strengths and limitations of both VPN technologies
[bookmark: _Toc243434630]5. Methodology

[bookmark: _Toc243434631]5.1 Methods 
A quantitative research approach is appropriate for this study since the latency, throughput, and CPU utilisation will produce numerical measurements, they can then be analysed and compared between the two. To ensure a fair comparison between WireGuard and OpenVPN, both will be tested in the same environment (Debian Linux virtual machines) and will experience the same network scenarios, including packet loss, increased delay, and baseline conditions. Once all experiments have been completed, the results for each component of this comparison being CPU utilisation, throughput, and latency will be recorded also, each VPN will undergo five tests under each of the network conditions mentioned previously. Once all tests have been completed and results have been recorded, I will calculate separate averages and compare WireGuard and OpenVPN to identify their performance differences. To ensure a fair comparison, both VPNs will be tested using identical virtual machine specifications, which include CPU allocation, RAM, and network configuration. Only one VPN will be tested at a time, with identical test durations and network conditions. Also, previous research that was conducted by Ahmadi and Aslamzai [10] shows that they used a virtualized Linux environment to evaluate VPN through repeated throughput, latency, and CPU utilization testing. This supports the use of controlled quantitative experiments for comparing VPN technologies.
[bookmark: _Toc243434632]5.2 Materials
The experiments will be conducted in a virtualized environment. VirtualBox will be used to create and manage the virtual machines. Additionally, the Debian Linux operating system will be installed on the virtual machines, as it supports both VPNs. In order to collect the performance measurements, several tools will be used for these experiments, such as iperf3, which will measure throughput and ping, which will be able to record round-trip latency, pidstat and mpstat , which will measure how much CPU processing time individual processes use. Almost forgot to mention tc netem, this tool will allow me to simulate certain network conditions on the virtual machines. It can artificially add latency to network traffic and simulate dropped packets during transmission.
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