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Part 1
Task 2 – Analysis of a cyberattack
Who were the victims of the attacks?
The Victims of the Marriott Data Breach were the guests of the hotel who had stayed overnight and shared their card details for payment. Also, anyone who had used the facilities inside the hotel, without staying, for example, the restaurant and paid using their card details possibly. 

What technologies and tools were used in the attack?
The tools found to be used in the attack were Remote Access Trojan (RAT) and Mimikatz, both tools for sniffing out username/password combinations. Although it hasn’t been confirmed, it appears that the hackers managed to get into the system using a Phishing email, which was opened/downloaded by and employee, giving the hackers access. 

When did the attack happen within the network?
 The Marriott Data Breach was announced late 2018, although data was found to have been compromised as early as 2014. 

What systems were targeted?
 The Marriott was first aware of the attack/hack when a security tool flagged an unusual database query. The query was run by a user with administrative rights, however, upon investigation it was proven that the persons who account it was, was not the one who ran the query. 

What was the motivation of the attackers in this case? What did they hope to achieve? 
 The hacker’s motivation would have been to gather Personal Identifiable Information (PII) to use to sell on the dark web. Depending on whose information was stolen and their job, would depend on how much they would have gotten paid. 

What was the outcome of the attack? (stolen data, ransom, system damage, etc.)
The main outcome of the attack was stolen data, although its not known exactly what data was taken from each guest, and there has been very little information released to the media. The hackers did manage to encrypt and attempted (probably successfully) to remove the system.  Taking into consideration how long the breach went on for, it suggests the system was fine and no damage occurred, only data stolen. 

What is the vulnerability and who might exploit it? Explain.
 The vulnerability is the data breach, and anyone could exploit it. I would not limit or narrow it down to a certain group of people. The exploit gives the hackers (if successful) personal data that can sell for a lot on the dark web, and it is data that cannot be changed, for example, your DOB is with you for life, your credit card number isn’t. 

Why does the vulnerability exist?
 The vulnerability exists due to the lack of security in the hotel management system. It also probably exists as some unknowingly (maybe), clicked on a link is a phishing email and downloaded a malicious file or entered credentials into a malicious website which allowed the hackers to then take control of the system and use admin credentials simultaneously. 
What could be done to limit the vulnerability?
The vulnerability can be limited by firstly ensuring that all systems have are patched up to date, making sure that there are enough security systems, precautions and encryptions in place securing the data that is being stored. Educating users to be aware of fraudulent emails, and how to spot a fake email/phone call etc. 


Part 2
Conduct search of Certifications
1.Use your favourite search engine to conduct a search for the most popular cybersecurity-related certifications. List them below with the organization that provides the certification
1. Certified Ethical Hacker (CEH)
2. CompTIA Security+
3. Certified Information System Security Professional (CISSP)
4. Certified Information Security Manager (CISM) 
5. Certified Information Systems Auditor (CISA)
The above courses I found to be available from a company called New Horizons, Computer Learning Centre. There are many other places that the courses are available from and the prices vary as well. EC-council was one other company that offered the certifications for Certified Ethical Hacker, and CompTIA Security+. 

2.Pick three certifications from the list above and provide more detail about the certification requirements and knowledge gained i.e.: vendor specific or neutral, number of exams to gain certification, exam requirements, topics covered etc. 
1. Certified Ethical Hacker (CEH). There are several different companies that offer this certification. The exam is 4 hours long and consists of 125 multiple choice questions. The exam passing score ranges between 60% and 85% depending on which exam form is challenged. 

2. CompTIA Security+. Comptia.org offers this certification and from November 2020, there is an exam available. There is a maximum of 90 questions, which are multiple choice and performance based. The length of the test is 90 minutes with the passing score being 750 (on a scale of 100-900). 

3. Certified Information Security Manager (CISM). The CISM exam can be taken online or at an in person testing centre. The questions are multiple choice and the passing rate ranges between 200 (lowest) and 800 (highest), and the pass rate must be 450 or higher. Applicants have 4 attempts in a 12-month rolling period to take and complete the exam successfully. 

Investigate positions available within cybersecurity. 
3.How many new job listings were posted within the last two weeks?
In wales there were 4 new job postings in the last two weeks. 

4.What is the salary range for the top 10 listings?
For the four available jobs that were found in Wales, the salary ranged from £24000 to £50000. 

5.What are the most common qualifications required by employers?
The most common qualifications required by employees for Cybersecurity positions are excellent IT Skills, including knowledge of computer networks, operating systems, hardware and security. An understanding of the cyber security risks associated with various technologies. Sometimes, depending on the job, you are required to have knowledge of security monitoring tools, e.g. SIEM. Many jobs only require that you are working towards a relevant cybersecurity qualification, with a passion to learn and have basic knowledge. 

6.What industry certifications are required by these employers?

7.Investigate online resources that allow you to legally test your hacking skills. These tools allow a novice with limited cyber security experience to sharpen their penetration testing skills. One such site is Google Gruyere (Web Application Exploits and Defenses). What kinds of challenges can you find?
1. Hack.me
2. Hack the Box
3. Hack this Site
4. Try2Hack
5. HackThis
6. CTF365
7. OverTheWire
All of the above sites offer free tools to legally test your hacking skills, challenges include defending your servers, while attempting to attack other severs. Some of the sites offer mission style challenges, you have to find the clues to gather information to hack into the end goal. There are several sites that offer wargames in order to test your hacking skills. 
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