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[bookmark: _Toc215943826]Overview of Cloud Technologies and the Rise of Docker
Cloud computing has become an essential part of the contemporary IT that provides organisations and developers with unequaled flexibility, fast scalability, and costs less to operate. One of the underlying components of this change is the virtualisation that allows the physical hardware to be partitioned into several virtual environments. The applications and services can be executed in these virtual machines without any contact with the actual hardware [1].
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This report explores the place of Docker in cloud computing and how it has changed the manner in which applications are created, packaged, and distributed. Containers using Docker are fast to start, use little system resources and are compatible with major cloud vendors like AWS, Azure, and the Google Cloud. These features make Docker quite efficient in the environments when there is a need to scale fast and use dependable automated deployment. Unified working environment also helps developers to enjoy continuous working environment throughout the entire development lifecycle, starting with early codes writing until testing and roll out of production [2]. 
In a bid to give a systematic explanation, this report starts by giving a background of the concepts of virtualisation and containerisation. It continues with the practical uses of Docker in cloud scenarios, such as creation of images, data persistence by using volumes, and networking between containers. One critical benefit of Docker that has been emphasized in this report is that it is highly compatible with cloud platforms, therefore, allowing cloud-native applications and making the distribution of distributed applications much easier [3]. 
[bookmark: _Toc215943827]Understanding Docker and Its Role in Modern Cloud Systems
[bookmark: _Toc215943828]1. Foundations of Virtualisation in Cloud Computing
One of the basic principles of cloud computing is virtualisation since multiple virtual machines (VMs) can use one physical machine. The hardware of a server, including CPU, memory, and storage, is divided into a number of independent virtual machines, each of which is using a separate operating system by a hypervisor. This allows the cloud providers to optimise hardware use and allocate resources dynamically in respect to demand [2].
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There are also some significant constraints with virtualisation even with its advantages. Due to the surrounding full operating system, each VM has been found to be a heavy resource of the system. Scaling VMs on a single server is more memory and CPU intensive, which is not usually efficient, particularly when workload demands high-speed scaling.
Docker has created a solution to these limitations, which is containerisation that is more lightweight. Containers use the host OS kernel, and the only difference is the isolation of the user space of the application. This helps to decrease memory overhead, startup time is fast and applications scale easily. Container technology thus suits cloud platforms which are dependent on rapid deployment and elastic resource assignment [3].
In one of our practicals, we developed a simple web application with Docker. We did not need to configure a whole virtual machine to do it, but just started a containerised edition of the app. It was very efficient due to its fast boot up and replicability, which meant that it could easily handle more traffic during testing. [18].
[bookmark: _Toc215943829]2. The Concept and Advantages of Containerisation
Another model that can be used to deploy an application is the concept of containerisation, which isolates the application environment but does not duplicate an operating system. Containers contain all necessary parts, such as libraries, runtimes, and configuration files yet they rely on the host OS kernel. Docker is the most popular platform that makes it possible due to the easy tools that it provides to package, distribute, and run applications in various environments [4].
Cross platform portability is one of the greatest strengths of Docker. A container image is a self-sufficient collection of resources that a program requires to be executed in any machine with Docker. This does away with the traditional works on my machine problem that always interferes with the work process in developing and producing products [2]. 
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To illustrate, in class we containerised an application built using the Node.js programming language by creating a Dockerfile that included instructions like setting a base image, installing dependencies, and setting environment variables. Once the image was built, we could execute the application the same way in any system that had the Docker installed.
Resource efficiency is another major advantage. Containers are smaller and lighter than virtual machines because a full OS is not included in them. It means that a single server can host numerous more containers than VMs, which makes Docker a better choice in areas of cloud-native workloads that need to scale fast and consume minimal resources [4]. 
3. Practical Docker: Creation of an Image and Deployment.
A Docker image is a template to start containers. It has all instructions, application code, dependencies, system tools and environment variables. Images are usually built by the developers with a Dockerfile that defines the commands that are followed one by one to build the environment.
We created a Python Flask application in one workout in the classroom as a Docker image. In our Dockerfile, we used an official image of Python and copied the files of the application, installed dependencies, and defined the way the application is going to run. The simplified version is presented below:
FROM python:3.9-slim
WORKDIR /app
COPY . /app
RUN pip install -r requirements.txt
EXPOSE 5000
ENV FLASK_ENV=production
CMD ["python", "app.py"]
After preparing the Dockerfile, we generated the image with:
docker build -t flask-app-demo .
We then launched the application using:
docker run -p 4000:5000 flask-app-demo
This mapped port 5000 inside the container to port 4000 on the host machine, enabling us to access the running app at http://localhost:4000.
To support collaboration, we uploaded the image to Docker Hub, a public registry. The process involved logging in, tagging the image, and pushing it:
docker login
docker tag flask-app-demo yourusername/flask-app-demo
docker push yourusername/flask-app-demo
Once published, any team member could pull and run the same image, guaranteeing consistent behaviour across development machines and cloud servers.
[bookmark: _Toc215943831]Key Docker Features and Their Role in Cloud Systems
[bookmark: _Toc215943832]4. Ensuring Data Durability with Docker Volumes
One of the greatest advantages of Docker is that every container is running in an isolated environment with a clean environment, and there is no conflict between applications. Nonetheless, there is a restriction to this isolation, namely that the internal data of a container is temporal. Any data held within a container is lost when the container is halted, revised or deleted. This is a severe challenge to applications that use persistent data, like databases, log storage, analytics modules and other stateful services.
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As part of our practical activity, we were running a MySQL database in a Docker container and a volume as the volume to keep the database files. First, we created the volume:
docker volume create mysql data.
And then we started the MySQL container and also mounted the volume:
docker run -d -v mysql_storage:/var/lib/mysql mysql -name mysql_server.
We did this to make sure that database records were not in the container by mapping (/var/lib/mysql) to the external volume. The data was saved even after the restart or deletion of the container. This method has been very popular in cloud deployment where reliability and continuous storage is required [5].
5. Docker Networking Networking Capabilities. 
Docker has also an impressive networking infrastructure that allows the containers to not only communicate with each other but also other applications. Containers are defaulted to be isolated, although various networking drivers are provided in Docker to address various use cases:
· Bridge Network – The standard Docker network, offering isolated internal communication and external access via port mapping.
· Host Network – Containers share the host’s networking layer, allowing near-native network performance.
· Overlay Network – Designed for multi-host environments, enabling containers on different machines to communicate seamlessly.
· Macvlan Network – Assigns a unique MAC address to each container, making them appear as physical devices on the network.
As a demonstration in a classroom, we ran a Flask web app over a custom bridge network:
docker network create -d bridge app_network

docker network create -d bridge database network.
docker run -p 5000:5000 -network app_network flask-app.

This configuration provided an internal network of safe communication among containers and external users were still allowed to connect.

We also discussed a microservices-style architecture. There was one container that was dedicated to data processing, and another that was dedicated to authentication. The containers were also able to communicate with each other by means of an overlay network, despite being ready on various Docker hosts. This indicates the importance of Docker networking in distributed, cloud-native applications that require effective service-to-service communications [6].

MY YOUTUBE VIDEO LINK:
https://youtu.be/Uqxxnw_nqoM

6. The Docker part in Cloud-Native Architecture.
Docker will form a significant part of cloud-native application development that is focused on scalability, automation, and resilience. Such applications are typically based on container orchestration software, including Kubernetes and Docker Swarm, which handle container deployment, health monitoring, traffic distribution and scaling resources.
One of our practical laboratories deployed a cloud platform based on Kubernetes and a web application. Application load was monitored by Kubernetes and the number of containers were dynamically increased or decreased accordingly as demand varied. This enabled the system to support the sudden rise in traffic without human interventions so that high performance and availability was achieved [20].
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Docker is also significant in CI/CD pipelines. Containers allow eliminating incompatibility problems between local machines and test servers as well as production systems because of the consistency of the environment across all development phases.
[bookmark: _Toc215943835]7. Docker and Application Scalability
Scalability is a defining characteristic of cloud computing, and Docker supports both major forms of scaling:
· Horizontal scaling – adding more container instances to handle increased load.
· Vertical scaling – allocating more CPU, RAM, or storage to a single container.
During a lab session, we had used Docker Swarm to scale a containerised application horizontally across several hosts. Swarm automatically redistributed the incoming requests over the replicas to keep the application responsive with increasing demands [8].
After the application was brought up as a Swarm service, we scaled the service using the following command:
docker service scale web-service=5.
This resulted in five running replicas of the containerised application and this is what shows scaling horizontally.
This raised the use to five running containers.
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Docker is also compatible with vertical scaling in case of more resource-intensive workloads. We can give the container more power by changing the resource limits of the container at runtime:
docker run -d -memory 2g -cpus 2 analytics app.
This setup provides the container with 2 GB of RAM and two CPU cores, which means that the operations can be more demanding.
Docker allows vertical and horizontal scaling, thus allowing the flexibility to create adaptive, efficient cloud applications. This makes sure that resources are utilized optimally without unnecessary wastage and so Docker is a core component of modern scalable architectures.
[bookmark: _Toc215943836]Essential Cloud Computing Mechanisms: Load Balancing, Scalability, and Application Gateways
[bookmark: _Toc215943837]1. The Role of Load Balancing in Cloud-Based Systems
balancing is one of the techniques that are utilized in cloud computing to ensure that there is smooth flow of application without any interruption. Simply stated, it balances the incoming network traffic among a number of servers, virtual machines or containerised instances in such a way that no system becomes overloaded. In the absence of load balancing, the occurrence of a burst traffic may overload one server, leading to delays, crashing, or the total crash of the applications. Having a load balancer, traffic is redirected intelligently to resources available so that the performance remains steady even during peak operations [10].
All the industry giants, Amazon Web Services (AWS), Microsoft Azure and Google Cloud Platform (GCP), provide sophisticated load balancing solutions that are adjusted to various workload. AWS offers the Elastic load balancer (ELB) suite which has the capacity of automatically routing web traffic to healthy EC2 instances as well as integrating with auto-scaling groups. In Cloud Azure, Azure Load Balancer has a similar role to play in case of the virtual machines and the container instances. These managed services will check the health of the servers, and they will redirect traffic out of bad nodes and will also add capacity when the usage conditions vary [3]. 
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The concept of load balancing becomes even more significant in the case of microservices architecture where applications are decomposed into numerous small and autonomous services themselves which operate in their own containers. When the load balancer is used in these types of environments, it does not just send the traffic across the board evenly as well as helps to do service discovery by identifying the service instance that is available, healthy and capable of accepting their requests. This renders load balancing one of the important requirements of any cloud-native system which requires strong resilience, rapid recovery in case of failure and optimal utilization of resources [4]. 
[bookmark: _Toc215943838]2. Understanding Scalability in Cloud Computing
Scalability is among the most important characteristics of cloud computing that allows applications to process more extensive loads with dignity. A scaling system is able to increase resources when there is an increase in demand and to decrease the resources when the demand decreases. This elasticity has made it to achieve optimum performance at a low price of operation [11]. 
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Scalability is of two main types:
Scaling out (Horizontal Scalability) provides the ability to expand server capacity by adding additional servers as needed without impacting server availability (correctly set up).<|human|>Scaling out (Horizontal Scalability) is the capability to increase the capacity of the server by adding new servers on demand without affecting the availability of the servers (properly configured).
AWS, Azure and GCP have cloud platforms which offer auto-scaling features, which enable the auto-scaling process to take place. As an example, AMW Auto Scaling can be applied to track metrics like CPU utilization or inbound traffic and automatically create or delete EC2 instances. This guarantees that there is no performance loss when there is high traffic, and the cost is reduced when there is low traffic  [7].
In our classroom exercise, we deployed a containerised application in a Kubernetes cluster, and it was used to scale automatically. Kubernetes continuously checked the usage of resources and automatically changed the quantity of running containers in accordance to real demand. Kubernetes scaling was very efficient because Docker containers can be brought up fast and they require less resources compared to full VMs. Such an integration of containerisation and orchestration gave us a system that was never down even when there was a sudden surge in activity [2].
[bookmark: _Toc215943839]3. Application Gateways in the Modern Cloud Infrastructures
Another important component of a cloud architecture is application gateways. They are smart traffic controllers that lie between the users and the backend services. In contrast with the traditional load balancers that have their main feature in distributing traffic equally across the board, application gateways offer more sophisticated, application-layer functionality.
These include:
· Content-based routing (e.g., routing requests based on URL paths or HTTP headers)
· SSL/TLS termination, removing the burden of decryption from backend services
· Request inspection and filtering
· Authentication and access control
· Rate limiting and protection against malicious requests [12].
Both large cloud vendors also have a gateway solution. An example of such is the Azure Application Gateway that consists of URL-based routing, session affinity, termination ofSSL and Web Application Firewall (WAF) that secures against prevalent web attacks. In like manner, the Application load balancer (ALB) offered by AWS also supports HTTP/Https routing, WebSocket communication and sophisticated application-based guidelines.
In a practice we carried out in a class, an Azure Application Gateway was configured to send traffic to various backend containerised services depending on URL paths. As an illustration, the API requests to /api were directed towards an API container, and forwarded to /app requests were forwarded to a frontend container. The gateway also offloaded the processing of the SSL which made a significant impact on the burden that the backend systems had to handle [20].
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Application gateways are particularly important to microservices architecture, where applications consist of numerous interacting services. The architecture would have to be complex and security would be minimal without a gateway where users would need to be connected to each service separately. Gateways provide a unified and safe point of access to all external traffic getting requests routed properly and eliminating bottlenecks to enhance the reliability of the entire system in general [4].
4. Combination of Docker, Load Balancing, Scalability and Application Gateways.
Docker containers can be integrated with load balancers in the cloud, auto-scaling and application gateways to provide a powerful system to run cloud-native applications. Docker offers the transportability and uniformity needed in the contemporary applications, and cloud services take care of routing, performance optimization, and scaling.
A typical workflow of requests in a distributed architecture using Docker may resemble the following:
1. A user sends a request → The request first reaches an application gateway.
2. The gateway evaluates the request → It routes the request based on URL path, rules, or content type.
3. The request is passed to a load balancer → The load balancer identifies the healthiest and least busy container instance.
4. Auto-scaling adjusts real-time performance → If traffic rises, the auto-scaling system spins up more containers; if demand drops, it scales them down.
5. Docker ensures consistency → Each container performs identically, no matter how many replicas exist or where they run.
This integrated model ensures high availability, fault tolerance, and smooth performance, even in heavily distributed microservices environments [13].
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The lightweight containers of Docker can be scaled almost instantly by the load balancers and evenly distribute the workload. Application gateways provide higher security and routing intelligence. Together, these pieces form a scalable and strong cloud-native system that can be used by the contemporary enterprise applications.
[bookmark: _Toc215943841]Serverless Computing and Containerisation in Cloud Environments: A Comparative Perspective
[bookmark: _Toc215943842]1. Understanding Serverless Computing 
Serverless computing is one of the significant changes in the way applications are run on cloud systems. Rather than leaving the developers to handle the server hardware, configure virtual machines, or watch the runtime environments, serverless computing makes all these areas the responsibility of the cloud provider. In this model, developers simply write and deploy the code and the cloud service takes care of all the operational needs by dynamically provisioning and automatically scaling the resources in the background. This strategy eliminates the overhead of maintaining infrastructure and lets the teams devote their entire time to application logic and business functionality [2].
One of the most important features in a serverless system is that it is event-driven. Events can be certain uploads, APIs being received, a time timer, etc., and only in this case, compute resources are allocated. These resources are released as soon as the function has been accomplished. This model will make sure that organisations only pay based on the actual compute time, but not the idle servers in the background waiting to get a request. It is specifically such on-demand execution model that contributes to the fact that serverless computing is highly scalable and cost-effective [14]. 

We developed a basic image processing script that was set off every time a new file was uploaded to an Amazon S3 bucket. AWS Lambda instantly ran the function, ran the image and shut down the task and only charged based on the milliseconds of execution. In this exercise, we noted that serverless computing can particularly be very relevant to applications whose activity is intermittent, whose workload is unpredictable or which may need to respond quickly and automatically [3].
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To conclude, serverless architecture is an effective blend of low operational costs, auto-scaling, and affordability. This makes it suitable in organisations with the need to develop rapid event-based applications not necessarily having to struggle with maintaining traditional server environment.
[bookmark: _Toc215943843]2. Introduction to Containerization
Another game changer in cloud computing is known as containerisation, but it has a completely different approach to the serverless architecture option. Containerisation provides developers with a lot of control over the application environment, as opposed to concealing the infrastructure layer. An application with all of its dependencies, libraries, configurations, runtimes, etc. is packaged into a small and completely portable unit that is consistent in its behavior across different computing environments. This means that an application tested locally can be used in staging, production or any cloud system[13] without any difference.
Containerisation can be especially useful in microservice-based architecture, in which applications are broken down into smaller, independent parts. Containerised services can be created, modified and scaled individually to support more efficient work by teams and the smooth growth of applications. The organisations can also automate processes like deployment of containers, monitoring, scaling, self-healing, and load balancing with the help of orchestration tools like Kubernetes. Kubernetes will keep containers alive, restart them when needed and scale up and down replicas automatically based on demand. [15].
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Containerisation is more useful in microservice architectures, where applications are broken down into smaller self-deployable units. Workloads are easily isolated, and individual components can be scaled with ease with each service operating within a container, and high availability can be ensured. Containers are not only lightweight and replicable, but also very portable which is also a critical requirement of cloud-native applications [2].
Since traffic was growing we could easily scale up the backend API in a horizontal manner by simply adding more container replicas. This emphasized how containers make it easy to manage complex systems and performs efficient scaling, portability and stable performance in cloud environment [9].
3. A comparison of Serverless computing and Containerisation.
Serverless computing and containerisation are both believed to facilitate the deployment of applications to the cloud, but there is a sharp contrast between the two models in terms of purpose, control, performance aspects, and best applications.
Maximum abstraction is offered by serverless computing. The developers create small, event-driven functions and the cloud provider does the rest. The servers do not have to be managed, scaling rules do not have to be established, underlying systems do not need to be configured. This simplicity has made serverless to be appropriate in backend applications like image or data processing, chatbots integration, form submissions, real-time notifications, and applications with uneven traffic trends. Serverless is a cost-effective option only on workloads that are not running constantly, because it is only charged based on execution time. [3]. 
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Containerisation, on the side, provides full authority to developers on the application environment. Containers are capable of running in a continuous mode, they support any programming runtime as well as giving developers the ability to install custom libraries and dependencies. Containership applications are far more appropriate to applications which need long running processes or background tasks, or need persistent workflows. Containers are not limited in terms of time and can run indefinitely unlike serverless functions which frequently have time restrictions to their execution ([14]).
A viable analysis of the two strategies came up during one of our classroom assignments. It was capable of doing larger and consistent loads and could be operated continuously. However, it also had to be managed manually during scaling and monitoring. By this comparison, it was evident that serverless computing is more effective in lightweight and event-driven functionality, and containerisation is more applicable to the multi-service architecture and more sustained cloud-based applications. [18].
[bookmark: _Toc215943845]4. Factors Driving the Growth of Cloud Computing
Cloud computing has grown fast in industries owing to the fact that it is flexible, economical, and scalable. There are a number of powerful forces that have led to its popularity and further proliferation [11]. Cost reduction is one of the driving forces. Historically, companies were required to spend a lot of money to install physical servers, storage technologies, network devices, and data centers. These were costly to buy, sustain and upgrade. Cloud computing will remove this burden by using a pay-as you go model that allows companies to only pay the money they actively consume. This renders cloud technologies affordable even to small and medium-sized companies that did not have the financial power to make substantial IT investments [15].
Also, the technological innovation which is ongoing has aided in the development of cloud computing. The adoption of such tools as Docker, Kubernetes, serverless frameworks, and new technologies of greater security has revolutionized the way software is developed, deployed and managed. The innovations enable companies to modernize their applications, embrace microservice architecture, automate, and build solutions with even more reliability and at a faster rate. [8].
[bookmark: _Toc215943846]Influence of Docker and Containerisation on Modern Cloud Computing
Docker has been a revolutionary in the history of cloud computing to replicate the way applications are packaged, deployed and scaled in distributed environments. The introduction of it signaled a transition to cloud-native development, in which an application is implemented completely anew to leverage the capabilities of the cloud, such as elasticity, modularity, and resilience. It is the uniformity of Docker containers, whether they are running on a local computer or a cloud provider such as AWS, Azure, or Google Cloud, that has enabled organisations to embrace the principles of cloud-native with significantly more certainty, as they can predict how they will perform in any of these environments [16].
The emphasis on environmental consistency and portability is one of the most significant contributions that Docker made. Prior to containerisation, developers used to face configuration issues due to differences between development, testing and production environments. These differences caused errors and failure to deploy with ease. Docker does away with these challenges by putting all the elements of the application: runtime, libraries, dependencies, and configuration in one container image. The behaviour of the application is the same, irrespective of both the hardware and operating system, provided that it is supported by Docker. This radically simplifies deployment pipelines and enables a single image of a container to be depended upon to work on a variety of cloud infrastructures or hybrid systems. [3].
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Moreover, Docker is currently a foundational technology in Continuous Integration (CI) and Continuous Deployment (CD). The current CI/CD pipelines are based on Docker images to ensure predictable yet repeatable environment in which code could be built, tested, and deployed in a controlled way. Since the environment is the same at each step, developers can detect bugs earlier, minimize integration conflicts, and shorten release times due to containers. This has been particularly critical in agile developmental settings, where there are constant, incremental changes that are required. Repeatability enables Docker to automate many aspects of a team, which eventually simplifies the deployment process and increases the reliability of the software [17].
[bookmark: _Toc215943847]Conclusion 
Containerisation and serverless computing have become the core of the latest cloud ecosystems, and each of them is associated with its special advantages that can address specific types of applications. However, since both methods attempt to make the deployment process less cumbersome and more scalable, they do so with the help of different operational models that render them applicable in different situations. [8].
Containerisation gives a different perspective that provides the application environment to be under complete control of the developers. Containers package applications together with all the necessary libraries and configurations and provide a consistent behaviour on development, testing, and production. This is particularly useful in the context of containerisation and microservices architecture where specific services should be isolated, scaleable as well as deployable independently. Containers can be configured to run continuously as opposed to serverless systems and can be configured to custom runtime settings. Other tools like Docker, Kubernetes, and Docker Compose extend the capability of the container-based systems by facilitating automated scaling, rolling updates, resilience, and resource optimisation of the distributed environments [15].
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4 Level playing field for all businesses servers, not wasting days or weeks.

Advantages of Scalability
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Comparison of Containers v/s Serverless

When to use

Containers?

Vz
all

When to use
Serverless?

You need a high level of control over your
application environment

You have an existing application that you want
to migrate to the cloud

You need to support a wide range of operating
systems and software configurations

You want to use consistent tooling and
workflows across development, testing, and
production environments

You need higher degree of portability for
moving workloads in a multi-cloud environment

You need to run long-running or background
processes

You want to focus on writing code rather than
managing infrastructure

Your application has unpredictable or bursty
traffic patterns

You need to scale quickly and automatically in
response to changes in demand

You want to reduce operational costs by paying
only for the computing resources you use

You need to integrate with other cloud services
and APIs

You require flexibility when creating and tearing
down environments for individual product and
service teams
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¥ AskGordon eeTA
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& Images

& Volumes
@ Kubernetes
£ Builds

@  Models

& MCP Toolkit BETA

@  Docker Hub

Docker Scout

&  Extensions

@ Engine running

Containers / python-container01

python-container01

< @ @ 65ac4b81397e 5 & dharmik1905/python-security-checklist-web:v1 staus
5000:5000 Exited (0) (32 minutes ago)

Logs Inspect Bind mounts Exec Files Stats
* Serving Flask app 'app’
* Debug mode: off
WARNING: This is a development server. Do not use it in a production deployment. Use a production WSGI server instead.
* Running on all addresses (6.0.6.0)
* Running on http://127.6.6.1:5000 (3
* Running on http://172 17.0.2:5000 (7
Press CTRL+C to quit
172.17.0.1 - - [18/Dec/2025 60:25:30] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [18/Dec/2025 60:25:37] "POST / HTTP/1.1" 200 -

RAM 1.08 GB CPU0.00% Disk: 1.60 GB used (limit 1006.85 GB)

>_ Terminal

% O

R &

N

V/ v4.55.0




image17.png
& docker-desktop

% AskGordon sera Images / dharmik1905/python-security-checklist:v1
@ Containers . o .
- dharmik1905/python-security-checklist:v1 muse CREATED SiZE
& Images K, 5 S7minutesago 197Mg | ecommendedies v
& Volumes
° Analyzed by ‘.‘ gochgut
o oo Layers (16) Vulnerabilities ~ Packages Give feedback @
@ Models o # debian.sh —arch 'amd64’ out/ ‘trixie’ ' @1765152000 87.42 MB

& MCP Toolkit BETA

1 ENV PATH=/usr/local/bin:/usr/local/sbin:/usr/local/bin: 0B
© EeEl 2 ENVLANG=CUTF-8 0B ©
Docker Scout
3 RUN /bin/sh -c set -eux; apt-get update; apt-get install -y -... 4.94MB This image has not been analyzed
& Extensions You can use Docker Scout to analyze local images and list its
4 ENVGPG_KEY=7169605F62C751356D054A26A821E680... 0B ol s
5 ENV PYTHON_VERSION=3.12.12 0B -
6 ENV PYTHON_SHA256=fb85a13414b028c49ba18bbd523... 0B Enable background indexing in Settings so your results are always

ready.

7 RUN /bin/sh -c set -eux; savedAptMark="$(apt-mark show... 41.33 MB

8 RUN /bin/sh -c set -eux; for src in idle3 pip3 pydoc3 pytho... 16.38 KB
9 CMD ['python3’] 0B
10 'WORKDIR /app 8.19 KB
11 CODV ranuiramant tvt # huildlit 1220 KR

@ Engine running

RAM 1.09 GB CPU0.12% Disk: 1.60 GB used (limit 1006.85 GB) >_ Terminal / v4.55.0
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¥ Windows PowerShell

docker: Error response from daemon: Conflict. The container name "/python-container" is already in use by container "d6d14b809897uUlea2d71eU72881bObelf3b7bdy

X o+ v

255dde5c2e64f00b241563e37". You have to remove (or rename) that container to be able to reuse that name.

Run 'docker run --help' for more information
PS E:\Dharmik\Cloud Practical> docker build -t dharmik1905/python-security-checklist-web:vl .

[+]
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=

Building 1.9s (11/11) FINISHED

[internal] load build definition from dockerfile

=> transferring dockerfile: 378B

[internal] load metadata for docker.io/library/python:3.12-slim
[auth] library/python:pull token for registry-1.docker.io
[internall load .dockerignore

=> transferring context: 2B

[1/5] FROM docker.io/library/python:3.12-slim@sha256:fal8eefe21U46644c2308b909d6bb7651a768178F8Ufc9550dcdu95el
=> resolve docker.io/library/python:3.12-slim@sha256:fal8eefe2146644c2308b909d6bb7651a768178F8Ufc9550dcduy95el

[internall load build context
=> transferring context: 62B
CACHED [2/5]
CACHED [3/5]
CACHED [4/5]
CACHED [5/5]
exporting to

=
=
=
=
=
=
=

exporting
exporting
exporting
exporting
exporting
naming to
unpacking

WORKDIR /app

COPY requirement.txt .

RUN pip install --no-cache-dir -r requirement.txt

COPY app.py -

image

layers

manifest sha256:a954603dec0Bef3b509dfbedldedaababd90cfc2cad7dd830b3a9fc5ed2ac5024
config sha256:836e9e9b8a86471524394fc0923583118bafd0a58a8d5152403768ddf9d6a72e
attestation manifest sha256:ade7282b6189edff6fu0bfel3d705Ucfefec85dc30bel3cl1708U89e3U39a23a
manifest list sha256:d28dbdbd81923ad27c@b32ebf2U491a0a8c51efd2d9192d0246Uef86d351c13ad
docker.io/dharmik1905/python-security-checklist-web:v1

to docker.io/dharmik1965/python-security-checklist-web:vl

PS E:\Dharmik\Cloud Practical>

POOOOPPOPOOOOPPOOOOOR ®®

docker:desktop-linux

[=)]

X
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Run 'docker --help' for more information
PS E:\Dharmik\Cloud Practical> docker image ls -a

IMAGE p)
dharmik1905/python-security-checklist-web:vl  d28dbdbd8192
dharmik1905/python-security-checklist:vl 07d8c77703b0

PS E:\Dharmik\Cloud Practical>

DISK USAGE
197MB
197MB

CONTENT SIZE
48.1MB
48.1MB

EXTRA

u
U

B Info » In Use
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PS E:\Dharmik\Cloud Practical> docker run -p 5000:5000 —--name python-container®2 dharmik1905/python-security-checklist-web:v1l
* Serving Flask app 'app'
* Debug mode: off
WARNING: This is a development server. Do not use it in a production deployment. Use a production WSGI server instead.
* Running on all addresses (0.0.0.0)
* Running on http://127.0.0.1:5000
* Running on http://172.17.0.2:5000
Press CTRL+C to quit
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dharmik1905/python-security-chec

FLIXER - Your Premi...

D HiAnime Free . FileCR - THE BIG

Security Readiness Checklist

Tick the controls you have implemented. This is a simple “assignment demo”

dashboard.

Flask Docker Push/Pull No database  Container: 65ac4b81391e

¥ Enable Multi-Factor Authentication (MFA)
Mark as completed to improve readiness score.

¥ Keep OS & apps updated (patching)

Mark as completed to improve readiness score.

¥ Maintain regular offline backups

Mark as completed to improve readiness score.

¥ Apply least privilege access

Mark as complet

d to improve readiness s

¥ Enable centralized logging & monitoring

Mark as completed to improve readiness score.

¥ User awareness against phishing

Mark as completed to improve readiness score.

¥  Encrypt sensitive data at rest
Mark as completed to improve readiness score:

B e cocure Wi-Fi (WPA2 / ctrona naccward)

lender

7/8

Controls implemented. Your readiness score is 87%.

Good readiness

Tip: In viva, explain each control briefly (MFA, patching,
backups, logging...).

Why thi

It includes simple logic (scoring) + UL, so it looks
more “application-like” than a static page.

is unique
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PS E:\Dharmik\Cloud Practical> docker push dharmik1905/python-security-checklist-web:vl
The push refers to repository [docker.io/dharmik1905/python-security-checklist-web]
52a3f7bb2b64d: Layer already exists

dfffe2uaded8: Layer already exists

d18095U46d78f: Layer already exists

1733alcd5954: Layer already exists

89933f780550: Layer already exists

215c7e81f6ba: Pushed

U41ff181283a5: Layer already exists

1f384a3df500: Layer already exists

ldfeeb62d6ba: Layer already exists

vl: digest: sha256:d28dbdbd81923ad27c0b32ebf2491a0a8c51lefd2d9192d02uU6Uef86d351cl3ad size: 856
PS E:\Dharmik\Cloud Practical>
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PS E:\Dharmik\Cloud Practical> docker pull dharmik1905/python-security-checklist-web:v1l
vl: Pulling from dharmik1905/python-security-checklist-web

Digest: sha256:d28dbdbd81923ad27c0b32ebf2491a0a8c51lefd2d9192d02U6Uef86d351c13ad

Status: Image is up to date for dharmik1905/python-security-checklist-web:vl
docker.io/dharmik1905/python-security-checklist-web:vl

PS E:\Dharmik\Cloud Practical>
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