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[bookmark: _Toc153378137]Introduction
 Today organisations rely more than ever on their IT infrastructure. Without a robust cybersecurity strategy, organisations are at a heightened risk of data loss or intellectual property theft as a result of falling victim to a cyberattack, natural disaster or indeed any cyber-event.

 Task 1 of this assignment is going to contain my research and analysation of critical aspects of cybersecurity which are needed to create an environment which protects, detects, reacts and safeguards applications which use an organisations IT system and infrastructure. I will focus on cybersecurity frameworks (CSF), security technologies including firewalls, access controls, and intrusion detection and prevention systems (IDPS).
 In task 2, I am going to utilise the methods and techniques researched in task 1 to design a new information security approach which will satisfy the requirements set out in the assignment brief for task 2.

[bookmark: _Toc153378138]Task 1

[bookmark: _Toc153378139]Cybersecurity Frameworks
 The implementation of a robust cybersecurity strategy is no longer optional but a necessity for modern organisations seeking to protect, detect, react, and safeguard their IT systems and infrastructure. 
NIST (National Institute of Standards and Technology) CSF is a voluntary framework which aims to provide organisations with an outline of best practise and guidance on where best to invest time and money for cybersecurity protection [1]. NIST CSFs five core functions align perfectly with the objective of my research, the five functions of NIST CSF are:
[image: Identify, Protect, Detect, Respond, Recover]
Figure 1 - NIST Core Functions
 [2]
[bookmark: _Toc153378140]Identify
 The Identify function recommends that a list is maintained of all assets, such as software and data as well as equipment, including desktops, laptops and mobile phones [1], this will form the basis of an Asset Management program [2]. A key objective of the Identify function is to understand which resources support critical functions and be aware of any cybersecurity risks associated with those assets. Successful implementation of the Identify function will enable an organisation to prioritise it’s cybersecurity efforts as it will be aware of machines, devices and servers which support key functions, incorporated with the Asset Management system, which ensures no key devices slip through the cracks [3]. Identify sets a solid base for a robust cybersecurity strategy, primarily based on baselining and monitoring organisational assets and functions [4].
· Allows modern organisations to have awareness of which devices support business critical functions and channel cybersecurity efforts accordingly.
· There is the potential for human error, a device or program could inadvertently be missed from the Asset Management Program.
[bookmark: _Toc153378141]Protect
 “The Protect Function outlines appropriate safeguards to ensure delivery of critical infrastructure services. The Protect Function supports the ability to limit or contain the impact of a potential cybersecurity event.” [2]
 NIST CSFs Protect function encompasses a diverse range of categories which are critically important to any organisation seeking to protect their IT systems and infrastructure. The function has in depth sections on fields such as access controls and authentication, awareness training, protective technology, and Information Protection Processes and Procedures [5].  Protect also contains guidance on protective technologies, including security considerations for VOIP systems, email security and application whitelisting [5]. Application whitelisting can play an important role in protecting an organisations IT systems and infrastructure as it can prevent users from using unauthorised applications which may contain malware, whitelisted applications have been approved for use by administrators once it is confirmed they do not pose a threat to the organisation [6], this contributes to a more secure cybersecurity environment.
· All staff receive relevant awareness training to protect against cyber-attacks. Ensures critical infrastructure services are protected and able to provide services.
· It is important to note that the Guide to Application Whitelisting (NIST Special Publication 800-167) was published in October 2015, while I have ensured the content remains relevant, it is worth considering utilising newer whitelisting guidance to ensure the most up to date methods are implemented.

[bookmark: _Toc153378142]Detect
The objective of the Detect NIST CSF function is to develop and implement activities which identify that a cyber event has occurred or is currently occurring. It is essential that organisations create an environment wherein cyber events are detected in a timely manner, this is because the longer that a cyber event/cyberattack goes on, the more damage the attack can cause [7]. The Detect function stresses the importance of having security continuous monitoring capabilities which have the ability to detect anomalies and events so that potential attacks can be recognised and prevented to doing any further damage [2]. Methods include having a known baseline of typical data flows and determining the potential impact of cybersecurity events. It is then key to monitor network events against the baseline to identify attacks in a timely manner [7].
· Baseline typical network events and continuously monitor network events to detect anomalies.

[bookmark: _Toc153378143]Respond
 The general objective of the Respond function is to create a list of activities which will be acted upon in the event that a cybersecurity incident has been detected. It is essential for organisations to thoroughly plan for this instance to foster an environment wherein the IT team are prepared to quickly, accurately and effectively react to a cybersecurity event to contain the damage which a cybersecurity incident can inflict. A robust Respond plan will include communication, informing relevant parties of the situation and plan of action, analysis of the cyber event, mitigation techniques and improvements. [8]

[bookmark: _Toc153378144]Recover
If all else fails, it is essential to have a robust recovery plan in place to enable timely restoration of normal organisational operations and services which may have been disturbed during a cybersecurity incident. To achieve this, organisations need to have recovery planning processes and procedures in place, including a communications policy to inform relevant parties of the cyber-event in a coordinated manner [2]. 

[bookmark: _Toc153378145]NIST Conclusion
My research on NIST CSF has given me valuable knowledge into the steps which are to be taken by organisations of any size in regard to creating a robust cybersecurity environment which protects, detects, reacts and safeguards applications using the organisations IT systems and infrastructure. The five core functions I have researched near perfectly align with the task 1 brief and will be utilised in task 2. 
The Identify function emphasises the importance of maintaining an asset management program to understand and prioritise critical functions and associated risks. This step ensures that no key devices are overlooked.
The Protect function outlines appropriate safeguards, encompassing access controls, authentication, awareness training and protective technologies. Application whitelisting is a crucial tool to prevent the use of unauthorised applications. I intentionally didn’t research the NIST IDPS in this section as I will cover it thoroughly as a standalone topic.
Detecting cyber-events in a timely manner is highlighted in the Detect function, emphasising the importance of continuous monitoring and baseline data flows. This proactive approach aims to identify anomalies and potential attacks promptly, mitigating potential damage.
The Respond function focuses on creating a comprehensive plan of activities to be executed in the event of a cybersecurity incident. Effective communication, incident analysis, mitigation techniques and improvements are integral components of a robust response plan.
Finally, the Recover function emphasises the need for a well-defined recovery plan to restore normal operations post cybersecurity incident. Having recover planning processes, procedures, and a coordinated communications policy ensures timely restoration of disrupted services. 
On the whole, the NIST CSF provides a clear, comprehensive and adaptable framework for organisations to protect, detect, react and safeguard applications using the IT system and infrastructure in a methodical manner, and is an excellent option for organisations seeking to implement a cybersecurity framework. 



[bookmark: _Toc153378146]ISO 27001
ISO 27001 is an information security management system which is used to manage cybersecurity risks for organisations. Both NIST and ISO aim to give organisations guidance on cybersecurity best practices. Unlike NIST, which is self-assessed and does not have an official external auditor, you can become ISO 27001 certified, albeit at a cost. NIST CSF implementation is seen as a stepping stone to becoming ISO complaint [9]. Companies may consider ‘upgrading’ to ISO certification for several reasons, including obtaining international accreditation to attract or satisfy customer requirements. NIST and ISO can be implemented together to create a robust cybersecurity environment.

[bookmark: _Toc153378147]Security Technologies
In the continuously evolving digital landscape, organisations face a multitude of cyber threats that underscore the necessity for a fortified defence of their key assets. Key components in this defence are security technologies, with firewalls, Virtual Private Networks (VPNs), and access controls playing pivotal roles. Firewalls stand as guardians, controlling network traffic and preventing unauthorised access. VPNs establish secure communication channels, safeguarding sensitive data in transit. Access controls ensure only authorised entities access critical information. My research delves into the functionalities of these security technologies, examining their roles in creating a resilient cybersecurity strategy. By examining the intricacies of firewalls, VPNs, and access controls, I aim to highlight their collective significance in fostering an environment to protect organisational IT systems and infrastructure.

[bookmark: _Toc153378148]Firewalls
I have researched different types of firewalls, stateless and stateful packet-filtering firewalls, and next generation firewalls (NGFW). Each has its own benefits and drawbacks, below I will highlight features which I deem to be important, given the task at hand.

Static Packet Filtering (stateless) – These firewalls operate on the network and transport layers of the OSI model, they examine data packets and decide whether to allow or block the packets based on predetermined, user or manufacturer defined criteria [9]. Static packet filtering firewalls inspect attributes such as source and destination port numbers, IP addresses and transfer protocol types to determine if the packet could contain a potential threat [10]. 
 The main advantages of static packet filtering include speed, they can analyse a packet and accept or reject it quickly. Another advantage is that often there is no need to purchase additional software or hardware as packet filtering is included on most routing devices, as a result this firewall is often cost effective.
 There are also some drawbacks to static packet filtering firewalls, they are only as strong as the predefined criteria they are programmed with. They are less secure than more modern firewalls, and they only check the packets headers, not their payload, as a result, they are susceptible to being spoofed [11]. 

Dynamic Packet Filtering (stateful) – This type of firewall is the more modern and sophisticated alternative to stateless firewalls, they also operate on the network and transport layers of the OSI model. Stateful firewalls differ in several ways, one of which is that stateful firewalls are typically more secure than stateless firewalls as they not only analyse packets, they also scrutinise network connections to help determine if the packets are malicious [12].
 On the whole, dynamic packet filtering firewalls are more secure than their predecessor, static packet filtering firewalls. Unlike stateless firewalls, stateful firewalls have extensive logging capabilities, robust attack prevention and are state aware.
 Stateful firewalls are not without their downsides though, they can be complex to configure, as they operate on the network and transport layer of the OSI model, systems which use them are still susceptible to application-level attacks, and they do not support user authentication [12].

Next Generation Firewalls (NGFW) – These firewalls do all the same jobs as the traditional firewalls mentioned above, and much more. They utilise both stateful and stateless packet filtering as well as using VPNs to ensure that all connections between the firewall, internet and network are secure [12]. One major difference with NGFWs is that they use deep packet inspection (DPI), unlike traditional firewalls which only assess the header of the packet, DPI looks deeper into the packets metadata and payload, due to this difference, DPI has the ability to find threats which stateful or stateless firewalls could miss. NGFWs also have the ability of IDPS, which I will research separately. Another feature of NGFWs is that they have the ability to control what specific applications are allowed to access, it also has the ability to not allow the use of certain applications altogether if they are deemed malicious or against company policy [13].
 These new developments in NGFWs verses traditional firewalls make them more effective at blocking malware and stopping data leaks, outbound packets can be prevented by leaving the network with the help of DPI, NGFWs can also see where your data is going and block it accordingly [13].
 NGFWs are, in my opinion, the obvious choice for modern organisations to use to foster an environment to protect, detect, react and safeguard their IT systems, they use more system resources than traditional firewalls, but modern machines can handle the higher resource demand, the extra resource demand is outweighed by the enhanced security. 

[bookmark: _Toc153378149]Intrusion Detection/Prevention System (IDPS)
The intrusion detection portion of the IDPS monitors all network traffic whilst analysing the traffic for indications anomalies which could indicate an intrusion, incident, or threat such as exploit attempts. Intrusion prevention then acts upon any anomalies detected by the intrusion detection system and acts to protect the network via dropping packets or terminating sessions. IDPS are often included with next generation firewalls but can also be a standalone piece of software [16]. 
There are two main types of intrusion detection systems;

Host-based Intrusion Detection system (HIDS)
HIDS are, as the name suggests, located on host machines/devices. HIDS collect data from computers and devices before analysing the data to look for any suspicious activities from either applications, or human users [17]. 

Network-based Intrusion Detection System (NIDS)
NIDS are somewhat similar to HIDS but differ in that they are analysing information looking for signs of suspicious activity from the perspective of the network rather than host machine. NIDS do this by analysing packet headers, packet transmissions and network switch logs [18].
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[bookmark: _Toc153378151]Introduction

I am going to be the architect of an information security solution for StresSolutions new information security unit (ISU). As this new unit is responsible for providing tools and frameworks solutions to bolster their clients state of compliance, business continuity, data recovery and risk management, as well as combat threats stemming from cyber-attacks, I need to ensure I create a robust solution which encapsulates all relevant tools and frameworks to keep StresSolutions own IT infrastructure and networks secure. Dealing with any cyber-event poorly would cause huge and potentially irreparable reputational damage. 

[bookmark: _Toc153378152]Organisation Chart
 I have created an organisation chart which a structure which is suited to StresSolutions objectives as a company. I have assumed a dedicated ISU team of approx. 11 staff members, not including the CEO, I have included director positions, unrelated to the new information security unit, reporting to CEO to illustrate wider organisational structure. I am assuming StresSoltuon is a small sized organisation, with approx. 50 employees total. The organisation chart helps us define the reporting hierarchy. I have ensured to include staff members whose role it will be to oversee critical business and security functions. I am going to implement a hybrid approach in terms of management strategy whereby the overall direction, policies and goals of StresSolution are set by the senior leadership, in a top-down management approach which  I believe suits an organisation of this size, but I will encourage the lower level staff (staff below the information security manager on the organisation chart) to create bespoke packages for clients freely based on their own expertise. 

Chief Information Security Officer (CISO) will be responsible for the strategic direction of the ISU as well as the general leadership. The CISO will report directly to the CEO.
CISO responsibilities will include;
Designing and implementing strategies which align with the business goals.
Oversee and monitor the delivery of security policies and procedures.
Ensure compliance with relevant standards.

Information Security Manager will manage the day-to-day operations of the ISU.
The Information Security Managers has responsibilities such as coordinating incident response policies and procedures, ensuring routine audits and security assessments, helping and guiding other members of the ISU and general daily management tasks. The Information Security Manager reports to the CISO. Each other member of the team reports directly to Information Security Manager, with the exception of the Security Operation Analyst, who reports to the Security Operation Team Manager, who then reports to the Information Security Manager. I have included this sub-team as during my research on NIST in task 1, I discovered that although organisations often store firewall logs, they do not give ample resources to analyse said logs, allowing potential threats to go unnoticed. As I am architecting an ISU, I want to ensure that there are dedicated personnel monitoring security logs thoroughly, responding and mitigating security threats and providing reports on security incidents and emerging trends. As the operation grows, I would foresee more Security Operation Analysts being brought into the team. The Security Operations Teams should also monitor mailing lists such as Bugtraq to receive email updates on emerging vulnerabilities, these vulnerabilities should be communicated up to the Information Security Manager to inform relevant stakeholders and implement mitigation techniques.
I have tried to make the job titles self-explanatory and will delve further into specific job roles throughout task 2.
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Figure 2 - StresSolutions Organisation Chart
[bookmark: _Toc153378153]Policies and Procedures
 As an information security unit, StresSolutions ISU wing needs to implement a comprehensive array of policies and procedures to cover all eventualities, the policies and procedures should outline the responsibilities for employees as well as employers. 
 I am going to utilise the NIST cybersecurity framework to implement relevant policies and procedures, as we are starting from scratch in a new department, using NIST CSF will ensure that StresSolution will implement policies and procedures in a methodical manner to cover all possible scenarios. I am going to consider a handful of policies for the purposes of this assignment;

Information Classification Policy
Using my research on NISTs Identify function, I am going to implement a policy which will classify assets based on sensitivity and business criticality.  I am going to implement this policy so that in the event of a cybersecurity incident, StresSolutions ISU will have a list of their most important assets, where they are stored and what importance they bare on business continuity. With this information available, we can target protection or recovery efforts where it is needed most.

Access Control Policies
I will implement an access control policy to protect the organisations assets, this will be both physical and digital, for instance access cards will be required to access different physical areas within the organisation. As I will utilise Role Based Access Control (RBAC), employees will only have access to the data which they are required to access for their job role, and new starters will have reduced access privileges prior to receipt of security clearance. Any special access requests will be approved by the Information Security Manager. 
 A strong access control policy will mean better mitigation against internal and external threats, as users will only be able to access the data they need, and external actors won’t be able to access data at all. Strategically implemented access controls can boost productivity as employees won’t have the ‘noise’ of irrelevant data [17].

Incident Response and Reporting Policy
 StresSolution will create a robust incident response and reporting plan as part of this policy. The policy covers the steps which are to be taken through each stage of an incident response and will define specialised roles which employees are to undertake in the event of the incident response plan being actioned, a reporting hierarchy will be defined and will include all relevant stakeholders. This policy needs to be reviewed periodically to ensure those named are still relevant to the position they have been assigned and to assess if the response plan is still current. This policy relates very closely to the NIST CSF Respond function.

Recovery Planning Policy 
The recovery planning policy is to be enacted in the event that a cyber-event has rendered key data, software or hardware, lost or otherwise inaccessible. The policy will define key recovery objectives based on high priority targets defined in the Information Classification Policy. The recovery planning policy will ensure the organisation suffers as little down time as possible and returns to full functionality.

Data Backup Policy
Utilising the Information Classification Policy, key data will be backed up at regular intervals and there will be 3 copies of key data at all times, the original data on the network, and 2 backups stored on hard drives. One is to be kept on site in a fire and waterproof safe, and the other is to be stored off site by the Information Security Manager.

These are just a handful of policies which StresSolutions needs to implement to keep the organisation and its property secure. There are more policies which need to be put in place, not limited to, Security Awareness and Training Policy, Physical Security Policy, Information Security Policy, Password Policy and Remote Working Policy.


[bookmark: _Toc153378154]Compliance (Laws and Ethics)
It is essential that StresSolutions adheres to all relevant local laws and ethical considerations. I am working on the assumption StresSolutions is a UK based organisation, with international customers in North America, Europe and beyond. It is therefore required that we adhere to any laws and ethical considerations within the customers country of origin, as well as the UKs.

 General Data Protection Regulation (GDPR) is a regulation which governs the way organisations use, process and store personal data of European and UK citizens. The UK still needs to adhere to GDPR post Brexit, although the UK has encapsulated GDPR within its own Data Protection Act (DPR) 2018, sometimes referred to as UK GDPR [18]. It is good practice to apply GDPR rules to all customers data, although legally speaking US and the rest of the worlds data does not need to be in compliance with GDPR. Fines for breaching GDPR can be as high as €20 million or 4% of annual global turnover, therefore it is in StresSolutions best interests to strictly adhere to GDPR [18].

ISO 27001
Although not law, if StresSolutions wants to be credible, especially within the cybersecurity remit, becoming and remaining ISO 27001 complaint via audits is an excellent method to show existing and potential clients that StresSolutions has put measures in place to manage risks associated with data handling within the organisation. Becoming compliant means that international best practices and principles are normal procedure within StresSolutions. Some potential customers may insist that companies they work with are ISO 207001 accredited, so it could also help attract new customers [20].

[bookmark: _Toc153378155]Governance and Strategic Planning for Security
As mentioned previously, the governance and strategic planning for security will be managed using a top-down approach, therefore it is the responsibility of the CEO, CISO and Information Security Manager to ensure that the set of policies and procedures they put in place create a framework which will foster security within the organisation. It is their responsibility to monitor the framework and make any changes which may be required to bolster information security.  Lower level employees are expected to adhere to any policies and plans put in place to ensure information and physical security at all times. 

 A number of policies mentioned in the policies and procedure section of task two can be specifically mentioned when implementing governance and strategic planning for security, such as the Information Classification Policy which assists strategic planning for security by highlighting where and what key assets are, allowing for effective strategic recovery planning. The access control policy is another good example of governance for security by only granting employees access to information which is required as part of their job.

[bookmark: _Toc153378156]Risk Management 
Due to StresSolutions being a threat intelligence and consultant company, it is essential that the organisation leads by example by implementing a robust risk management strategy to identify, monitor, analyse, mitigate, respond, and manage risk. 

Risk can be identified in many ways, creating an environment where employees feel comfortable highlighting potential risks they discover during the course of their tasks is a good way to find risk in locations it might have otherwise remained undiscovered. Brainstorming sessions are also a good method to identify risks, brainstorming is effective as participants are encouraged to freely share their thoughts and so can also discover risk which could otherwise be overlooked.

It is important to note that risk will always be present, risk assessments are an effective way of categorising risk so that relevant mitigating and responding factors can be implemented effectively. Risk assessments should be carried out frequently, depending on their initial risk rating, risks categorised as low risk can be reviewed annually, where as those categorised as extreme need to be reviewed daily until the risk categorisation can be brought down to a manageable level.

[image: Workplace Hazard Risk Assessment Template]
Figure 3 - Blank risk assessment template [23]

[bookmark: _Toc153378157]Contingency Planning
Despite all efforts to protect StresSolutions from any potential threats and risks, there is still a chance that a cyber-event can occur. StresSolutions needs to have a contingency plan in place for this eventuality.

StresSolutions will have an array of information at its disposal to create an effective contingency plan as a result of policies and procedures already in place. For instance, an up-to-date inventory of critical assets has been established as a result of the Incident Response and Reporting Policy and we will have multiple up to date backups as a result of the Data Backup Policy. As risk assessments are being carried out on all identified risks, StresSolutions knows where certain threats may arise, allowing the creation of multiple targeted contingency plans. Having multiple contingency plans for multiple threat factors also helps protect StresSolutions in the event that an unidentified threat lands, as StresSolutions can draw from their multiple contingency plans to rapidly create a targeted contingency plan for the unidentified threat [24]. 

A robust contingency plan will include at minimum a business impact analysis, emergency response procedures, a communication plan, data backup and recovery plan, supplier contingency plans, training and awareness and a post incident review.

Once the contingency plans are created, they should be shared amongst relevant employees as fresh eyes can identify gaps or oversights to further strengthen the robust contingency plans.

The plans should be checked and updated at least annually to ensure they still suit the needs of the business, although if a high or extreme risk is identified as part of a risk assessment, a contingency plan should be put in place to cover the potential threat.


[bookmark: _Toc153378158]Protection Mechanisms	 

StresSolutions will implement protection mechanisms to ensure the safeguarding of the IT system and infrastructure. 

Access Controls – as mentioned in the policies section, utilising RBAC will ensure sensitive data will only be accessible by employees who require access. 

Encryption – Sensitive data in transit as well as data at rest should be protected by encryption. While sending sensitive communications, a hybrid technique should be used, utilising both symmetric (private) and asymmetric (public) keys to ensure that only the intended participant can access the data.

NGFW including IDPS – Next generation firewalls including IDPS is the best options for StresSolutions to ensure the safety of its IT systems and infrastructure. NGFWs use of DPS justifies the additional cost due to the enhanced protection.

Patch Management – Ensure that all applications and OS are routinely updated to capture the latest security patches offered by the applications developers.


Physical Security – An access card system will be in place to only allow access to permitted staff members. Training should also be included to warn of tailgating and other physical security threats.

[bookmark: _Toc153378159]Conclusion
The approach I have designed for the new information security unit of StresSolutions will provide the new wing of the organsiation with a robust and secure environment which gives it the best chances of avoiding a critical cyber-event. The example StresSolutions will set to clients and potential clients will aid in driving new business and leading by example. The organisation chart outlines a clear method of reporting and communication in the event of a cyber-event as well as daily communication and hierarchy needs.
 If all employees and management adhere to the framework put in place, StresSolutions have the ability to become and remain a cyber-safe organisation who will have the knowhow to protect their clients in the cybersecurity field.
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